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Abstract Airports and civil aviation authorities have recently utilized and expanded the use of biometric
technologies to respond proactively against the rapid changes in aviation terrorism due to scientific
development. The Global Security Plan (GASeP) developed by the International Civil Aviation
Organization (ICAO) is regarded as precondition for sustainable development of the global air transport
industry. Thus GASeP has sought to improve aviation security system using biometic technologies. The
purpose of this paper is to realize the equivalent access of aviation security system throughout the world
with biometric technologies. First, this paper reviewed the current biometric-security system operated
by the EU, USA and international society. Second, legal and institutional processes regarding personal
biometric information were analyzed to suggest political implications. This paper concluded that ICAO
should propose a global standardization and prepare guideline materials among its 193 member states
to prevent aviation security breaches and to share related information on a real-time basis because time

is required to utilize biometric technology to improve aviation safety and to develop global air transport.
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Fig. 3. Biometric System Market by Region (Unit: USD billion, RoW: Remaining countries of the World)
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Table 1. FRR and FAR for Types of Biometic system

unit : percentage(%) Fingerprint Retina Finger vein Palm vein Face
(False R;i}fion Rae) 01~ 05 0.0001 ~ 0.1 001 ~ 0.1 001 ~ 03 10 ~ 26
FAR 0.00008 ~ 0.00008 ~ 0.0001 ~
(False Acceptance Rate) 0.001 ~ 001 0.0001 0.0001 0.001 10~ 13
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GDPR Article 4(1)

'Personal data' means any information relating
to an identified or identifiable natural person
(data subject); an identifiable natural person is
one who can be identified, directly or indirectly,
in particular by reference to an identifier such as
a name, an identification number, location data,
an online identifier or to one or more factors
specific to the physical, physiological, genetic,
mental, economic, cultural or social identity of

that natural person;

(13) 'Genetic data’
(14) 'Biometric data'
(15) 'Data concerning health’
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Clarifies that a person may not sell, lease or
otherwise disclose the biometric identifier of a

person captured for a commercial purpose

unless: (a) the individual consents to the
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disclosure for identification purposes in the
event of the individual's disappearance or death;
(b) the

transaction that the individual authorized; (c) the

disclosure completes a financial
disclosure is required or permitted by a federal
statute or by a state statute other Texas Gov't
Code Chapter 552; or (d) the disclosure is made
by or to a law enforcement agency for a law
enforcement purpose in response to a warrant.
(Note: “biometric identifier” is defined as a retina
or iris scan, fingerprint, voiceprint, or record of
hand or face geometry.)

Clarifies that a person who possesses a
biometric identifier captured for a commercial
purpose shall destroy the biometric identifier
according to the following rules: (a) within a
reasonable time, but not later than the first
anniversary of the date the purpose for collecting
the identifier if the

connection with an

expires; (b) biometric

identifier is used in
instrument or document that is required by law
to be maintained, within a reasonable time, but
not later than the first anniversary of the date
the instrument or document is not longer
required to be maintained by law; or (c) if the
been collected for

biometric identifier has

security purposes by an employer, on

termination of the employment relationship.

o] F= AR 7R H SH(BIPA, Biometric
Identification Privacy Act)& 20084¥ S3AIF L A
AREAEA = w4 oY, 34 HY, X2, 24, &
vieh g4, 42 P4 dFoE Stk PAEogich
A RAER] FRE= theo] FLE AlQstie 4
JHQN FH o= AMESiA ¢t HH, BAREE 53517
o) ZHRo)A FHaHoF k1 BAFYEAEA 7RIS F
9l wtolof gir}, A HAER} 7{R19] HE-F )Y}
Asto] AR FHoz 53 /1] AR AE
AE BRols AR71E2 2219 59 glo] A9 E A
RS viju], A E= A3AA FIHsHA= F "
E3 AR EAEARE FAER] Qs
2 HIARE ot R 5% Fosto] B,

==L 50
53 2

sk ek At

Article 10 “Biometric identifier” means a retina
or iris scan, fingerprint, voiceprint, or scan of
hand or face geometry. Biometric identifiers do
not include writing samples, written signatures,
photographs, human biological samples used for
valid scientific testing or screening, demographic
data, tattoo descriptions, or physical descriptions

such as height, weight, hair color, or eye color.
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Doc 9303 MRTDOA= A Hof| Zge|ojof 5}
= 372 QHERIAS DpARRIolA|et, A Z(fingers) T
BAl(iri) = A=ARre®  AAE itk ICAO
TRIP(Traveller Identification Programme : 3%}
A¥ekel ==23W) Guide on Border Control
Managemento|M = g2, A& ¥ SAHE AFstn

Act.

Doc 9303 Part 9 3.1. ICAO Vision on Biometrics
Doc 9303 considers

biometric identification systems. with respect to

only three types of
storage of these three biometric features in the
contactless IC of an eMRTD, the issuing State or
organization SHALL conform to the relevant
international standard. The types of biometric

are:

* Facial recognition - MANDATORY. MUST
comply to [ISO/IEC 19794-57 ;

* Fingerprint recognition - OPTIONAL. if used,
MUST comply to [ISO/IEC 19794-4 ] ;

* Iris recognition - OPTIONAL. if used, MUST
comply to [ISO/IEC 19794-6] ;
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