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Abstract Technological innovations and fast-growing new internet businesses are changing the paradigm
of traditional business management, having various impacts on society. The development of internet
technology is also increasing the adverse effects on technological innovation, and in particular,
cybercrime related to computers continues to increase with each technological innovation. The purpose
of this study is to construct a cybercrime business model (CBM) by using the business model canvas
(BMC) theory for cybercrime in order to reduce cybercrime, and this model is applied and analyzed
based on types of Korean cybercrimes. For this study, a systematic literature review was conducted to
determine the components of cybercrime, and 60 relevant documents were classified through a
keyword-based literature search. Besides, qualitative research in the classified literature has led to the
derivation of cybercrime into 18 sub-blocks and nine building blocks. This study applies BMC theory to
this derivation of cybercrime and builds the CBM through proper redefinition. Lastly, the developed CBM
could be applied to cybercrime in Korea to help cyber incident-response staff understand cybercrimes
analytically. This study contributes to the development of a new analysis framework that can reduce

cybercrime.
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Table 2. Business model canvas’s 9 building blocks[8]

Researcher Types of Cybercrime Building blocks Definition
. Violent or Potentially Violent Cybercrime Categories Key It is a network of ‘suppliers-partners’ that can
Shinder . ; . .
and (Cyberterrorism, Assault by threat, Cyberstalking, Partnerships make business models run smoothly.
Tittel Chlld,l pornography). Nonviolent Cybercrime Key It is important things companies must do to do
Categories (Cybertrepass, Cyber theft, Cyberfraud, L . .
(2002)[11] N . . Activities their business well.
Destructive cybercrimes, Other cybercrimes)
Ke It is the most important asset that is most
Person(Defamation, Email, Spoofing, Unauthorized Y P .
Resources necessary for the business to work.
access * control), Property(Intellectual property
Dubey crimes, Netrespass, Transmitting virus etc.), Value A combination of goods or services that create
(2004)[12] Government(Cyber terrorism financial etc.), the value needed by a particular customer

Firm *+ Company(Distribution of pirated software,
etc.), Society(Pornography crimes, etc.)

Proposition
segment.

Customer It refers to a form of relationship with a
Computer Integrity Crime(Hacking and Cracking, Relationships specific customer segment.
Denial o.f Service), Computer-Assisted Crime(Virtual It is a way for companies to communicate and
Wall Robben‘es. Scams and Thef-ts), Compu?er -Content Channels deliver goods or services to offer value to
(2007)[13] Crime(Pornography, Violence, Offensive customer segment.
Communication) . - -
Cust It defines how different companies are
Korean Information Network Infringement Crime(Hacking, Sus omer targeting different types of people or
. DDoS, Malicious program), Information Network egments organizations.
National g
. Crime(Internet fraud, Cyber financial crime,
Police X e N Cost . . . .
Agenc Privacy-Location infringement, Cyber copyright Structure All costs incurred in running a business model.
(ngl )y infringement, Spam mail), Illegal content
9 crime(Cyber pornography, Cyber gambling, Cyber Revenue Revenue sources refer to the cash a company’s
(14-17) defamation or stalking) Stream working from customer segment.
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Fig. 1. Osterwalder’s Business Model Canvas|8]
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Fig. 2. Building the theory through qualitative data
analysis
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Table 3. Categories through literature sources

BMC building | CBM  building B
blocks blocks CBM sub-blocks Sources
Criminal Accomplice Al-Mhiqani(2018)[38], Dupont(2017)[39], Kao(2017)[40],
Key Cybererime | T o T Al-garadiO16)141], PrayudiQ015)(42), de Graaf20L3M431 ...
Partnerships | Partnerships i i
P ° Unintentional Dupont(2017)39], S00d(2017)44], de Graaf(2013)(43], Skopik(2013)i45]
Cooperator
e Silva(2018)[46], Leukfeldt(2017)[47], Hui(2017)[48], Kao(2016)[49],
Economic Crime Konradt(2016)[50], Prayudi(2015)[42], Pieschl(2015)[51], Holt(2013)[521,
o Criminal Activities So0d(2013)[53], Soudijn(2012)[54], Kuzmin(2012)[55], Kigerl(2011)[56],
Key Activities Activities Redford(2011)[57], McCombie(2009)[58]
Social Crime Activities Gass6(2019)[59], e Silva(2018)[46], Sood(2017)[44], Holt(2013)[52],
Soudijn(2012)[54]
Key Criminal Offender's Capabilities Gass6(2019)[59], Ahmed(2018)[60], Kao(2016)[49], Vasilomanolakis(2015)[61],
Resources Capabilities T pability Tariq(2012)[62], Sukhai(2004)[63]
Val Cyber Trick Nadir(2018)[64], Mbaziira(2018)[65], Kigerl(2011)[56], McCombie(2009)[58]
£1 - S N B Rt dL Rt R L PP R PR CELCECLLI Y
Propositions | CYPeT AtACk | Intrusi Kao(2017)[40], Settanni(2016)[66], Eddolls(2016)[67), Lonita(2015)[68],
ccretly intrusion Prayudi(2015)[42], de Graaf(2013)[43]
Software/Hardware
Customer Exploring Vulnerabilities
Relationships | Vulnerabilities f===========smemememan-d
Social Engineering
Wireless Connection
Channels CYbeF Wired Connection
CONNECHIONS | evuereamesnnnannsnnnnnd
Phone Connection
Reep-van den Bergh(2018)[82], van de Weijer(2018)[83],
Targeted Victim Kaakinen(2018)[84], Junger(2017)[85], van de Weijer(2017)[86],
gustomer Victim Al-garadi(2016)[41], Pieschl(2015)[51], Al-Nemrat(2015)[87], Goucher(2010)[88]
EQIMIENLS | [T el ttessseltstnssassasiisssssasessssesensd
8 Untaraeted Victi Dupont(2017)[39], Sood(2017)[44], Junger(2017)[85], van de Weijer(2017)[86],
nrargeted VICUM 1 ¢ onradt(2016)[501, De Graaf(2013)[43], Goucher(2010)(88], McCombie(2009)[58]
Criminal Technical
Cost Structure| Criminal Costs| Costs |
Criminal Effort
Revenue Criminal Nadir(2018)[64], Leukfeldt(2017)[47], Hui(2017)[48], Romanosky(2016)[94],
Stream Revenue Crime Money Hopkins(2015)[70], Doyon-Martin(2015)[95], Redford(2011)[57], Joode(2011)[96],
Joffee(2010)[97], Ben-ltzhak(2009)[98]
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Table 4. Renaming from BMC building blocks to CBM building blocks

BMC

Customer
Relationships

Customer
Segments

Revenue
Stream

o CBM ‘
Building . Difference
Building blocks
Blocks
Key Cybercrime In BMC, the term, ‘key’ is appropriate to provide core value to customers, but in CBM, the term is
Partnerships | Partnerships changed as ‘cybercrime’ because a partnership is established to achieve ‘cybercrime’.
Kev Activities Criminal In BMC, the term, ‘key is appropriate to provide important business operation, but in CBM, the term
Y Activities is changed as ‘criminal’ because activities are performed for generating criminal profit.
Criminal In BMC, the term, ‘key’ is appropriate to supply important resources to the companies for key activities,
Key Resources R - L L -
Capabilities but in CBM, criminal capabilities of criminals are critical resources for criminal activities. .

Exploring
Vulnerabilities

Cyber
Connections

Criminal
Revenue

In BMC, the business is established bilaterally by offering value from the company and by accepting the
offered value by customers, but in CBM, cyber attacks are conducted to damage victims unilaterally.

In BMC, business needs a way to establish an effective customer relationship, but in CBM, criminals
seek a way to attack vulnerabilities of victims.

In BMC, companies can provide value to customers via marketing channels, but in CBM, criminals
exploit suitable connection method for conducting cybercrime.

In BMC, companies need to find suitable customer segments for their business orientation, but in CBM,
criminals explore victims for their crimal activities.

In BMC, business generates various business costs, and in CBM, criminals also needs financial costs and
efforts required to conduct the crime.

In BMC, value offering to the custmers returns revenue to companies, and in CBM, criminal revenue
is generated by criminal activities.
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C.BM CBM Hackin|DDo Maliciouslmerne financia| Location | copyright Spa)  Cyber Cyber Cyber'
building sub-blocks g S |program t 1 infringemen|infringemen m | pornograph gamblingdef&manon ete.
blocks fraud . mail| y or stalking
crime t t
Criminal o |o| o |[o| e © o |e| o o o
Cybercrime Accomplice
Partnerships ; fone
Unintentional ° ° o X ° ° ° A A X o
Cooperator
Eeonomic Crime | | 6 | o | 0 | © o o |o| o ) A
Criminal Activities
Activities iz i
SOE?I crime | 5 1o | o Al oA o o N o X ©
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Criminal Offender’s
Capabilities Capabilities e O e © © © © 4 A
Cyber Trick O X A X
Cyber
Artack Secretly Al o o) X X X X
Intrusion
Software/
Exploring Hardware © O © A A A X X X X X
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es i
Soctal olol| o o | o 0 A o N X N
Engineering
Wireless
X (@] (@] (0] (0] O O (0] (0] (0] (0] (@]
Connection
Crber  Iired Connection] O | O | O o | o 0 o o o 0 0
Connection:
Phone X | x| x X | o X X X A A N
Connection
Targeted Victim | O O O @) @) © A A ©
Victim .
U“\t,‘?r“’feted olo| o | o] o 0 X ol o © X
ictim
Criminal
Criminal | Technical Costs © © © o o o © © o © A
Costs
Criminal Effort © © © O © A A O A A A
Criminal Social Chaos © © (€] X X A A A A A A
Revenue | Crime Money | © | © ©) ©) ©) © ©) ©) ©) ) A
2019 Cases[3] 2664 | 35 | 270 5% 0542|179 2562 |70 2600 | 5346 | 16658 |920
% Criminal impact High : ©, Medium: O , Low : A, N/A : X
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