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Abstract The use of minutiae by fingerprint readers is robust against presentation attacks, but one
weakness is that the mismatch rate is high. Therefore, minutiae tend to be used with skeleton images.
There have been many studies on security vulnerabilities in the characteristics of minutiae, but
vulnerability studies on the skeleton are weak, so this study attempts to analyze the vulnerability of
presentation attacks against the skeleton. To this end, we propose a method based on the skeleton to
recover the original fingerprint using a learning algorithm. The proposed method includes a new
learning model, Pix2Pix, which adds a latent vector to the existing Pix2Pix model, thereby generating
a natural fingerprint. In the experimental results, the original fingerprint is restored using the proposed
machine learning, and then, the restored fingerprint is the input for the fingerprint reader in order to
achieve a good recognition rate. Thus, this study verifies that fingerprint readers using the skeleton are
vulnerable to presentation attacks. The approach presented in this paper is expected to be useful in a

variety of applications concerning fingerprint restoration, video security, and biometrics.
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Fig. 1. Overall flow of the suggested algorithm
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Table 2. FID according to hyper-parameters

L1 loss function L2 loss function
cGAN 380.1668
Proposed(A=50) 139.6825 402.1813
Proposed(A=100) 105.0424 118.5930
Proposed(A=150) 171.8762 152.6446

Table 3. Recognition rates according to FMR

FMR 0.01%
0%
60%
69%
58%
62%
66%
66%

FMR 0.1%
0%
92%
94%
92%
86%
91%
93%

FMR 1%
1%
100%
100%
100%
100%
100%
100%

cGAN
Proposed(A=50) + L1
Proposed(A=50) + L2
Proposed(A=100) + L1
Proposed(A=100) + L2
Proposed(A=150) + L1
Proposed(A=150) + L2
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