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Abstract Development of Internet technology and the spread of various smart devices provide a
convenient computing environment for people, which is becoming common thanks to the Internet of
Things (IoT). However, attacks by hackers have caused various problems, such as leaking personal
information or violating privacy. In the IoT environment, various smart devices are connected, and
network attacks that are used in the PC environment are occurring frequently in the IoT. In fact, security
incidents such as conducting DDoS attacks by hacking IP cameras, leaking personal information, and
monitoring unspecified numbers of personal files without consent are occurring. Although attacks in the
existing Internet environment are PC-oriented, we can now confirm that smart devices such as IP
cameras and tablets can be targets of network attacks. Through performance evaluation, the proposed
protocol shows 11% more energy efficiency on servers than RSA, eight times greater energy efficiency
on clients than Kerberos, and increased efficiency as the number of devices increases. In addition, it is
possible to respond to a variety of security threats that might occur against the network. It is expected
that efficient operations will be possible if the proposed protocol is applied to the IoT environment.
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4.1.2 Replay attack and Relay attack
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Table 2. Simulation Initial Settings
Simulation Initial Settings
Number of Device 10~50
Placement Area 50m*50
Control Center Location X=30m, y=30
ETX, ERX 40 nano]
Packet Size 5000 bit
Table 3. Performance Analysis(Server, Unit : ms)
Numb?r of ECC RSA Kerberos | Proposed
Device
10 66.8321 111.7614 0.37141 91.4791
30 202.184 329.2248 1.00873 282.116
50 332.132 556.804 1.65175 431.395
80 529.412 880.0219 2.81265 703.328
100 649.341 1118.414 3.5149 876.281
Performance Analysis(server, Unit : ms)
1500
1000 |
HRSA
Kerberos
500 B Proposed
0
10 30 50 80 100
Fig. 3. Performance Analysis(server)
Table 4. Performance Analysis(Client, Unit : ms)
Numb'er of ECC RSA Kerberos | Proposed
Device
10 47.9416 95.41287 4.33601 0.34571
30 142.455 288.1291 12.1876 1.01214
50 243.767 462.2417 21.1987 1.6841
80 392.663 768.2161 34.6871 2.7317
100 481.617 957.6178 43.2097 3.5622
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Performance Analysis(client, Unit : ms)
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Fig. 4. Performance Analysis(client)
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