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A Study on the Procedure of Technology Assessment
Applicable to the Defense Industry Technology Decision

Younggyu Yang*, Jeong-Eun Yang, Na-yeong Yu
Defense Agency for Technology and Quality
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Abstract  With the emphasis on protecting Defense Industry Technology, the Defense Industry
Technology Protection Act (DITPA) was enacted (in 2015) and implemented. According to article 7 of the
DITPA, a target institution may apply to the Director of the Defense Acquisition Program Administration
(DAPA) for a decision as to whether the technology it possesses belongs to the Defense Industry
Technology. The Director of the DAPA shall make a decision through a technical review and notify the
applicant in writing of the result. On the other hand, as detailed procedures and standards for the
decision are not stipulated, the objectivity of the decision result may deteriorate, and it is necessary to
prepare a procedure suitable for the characteristics of the decision. In this study, a technology
assessment procedure that can be applied to the Defense Industry Technology Decision is proposed
through domestic and international technology protection regulations and case analysis. The procedure
consists of three-stage: fundamental review, technical attribute review, comprehensive review. As a result
of this study, it is expected that the objectivity of a technology assessment for the Technology Industry

Technology Decision will be secured, and the efficiency will be improved.
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vl= 5 71€E3S AZl=ol4l= Table 13 Zo] -
AHE FASE HXHPPP: Program Protection
Process) ¥ AE 7]&(DAG: Defense Acquisition
Guidebook)& vHsI] 7|&E Bostal o, =
9] e AEA At 9 7]%0] 7830} YA Lt

Table 1. System Comparison between U.S. and Korea

Category U.S. Korea
Defense Industry
Law DoD 5000 Series Technology Protection
Act
Defense Industry
Instruction DoDI 5200.39 Technology Protection
Instruction
Process Program Protection N/A
Process
i Defense Acquisition
Guide Guidebook N/a

wetd, wlo] 7|ens Awet S dereaely
o HekRA/ 714 WHAANE HILEAST Pl
& Wy WAl 48 Fsde Avstat

2.2 029 7|&ES M=

)= B HA 74 (critical technologies)& 41
Sl B 56l 9% tefet AeE %P5k Stk of7]
o= AEAY =& E IA7IREES} TAE 7|49 o
QRS HAIS: A=E 23E] glom g
A& Table 29} ZtH5].
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W EAdT Hste] THAAIY P E(CPL:
Program Information)'& E33}7] 93t 2291 DoDI

Critical

5200.398 F1 MEHG] DoDI 5200.399%& CPIE 7]
&4 9o 7|osl= 842 BHET A¢- v 9
£ e 5 e 842 Hotal 9lom, o|E A5t

71 93t 71&€E S 7|H(anti-tamper) ¥ AIFE T HXZ};
(PPP) 4=%oll sl AAlstaL Urt.

]Eig_7]l:ﬂolﬁ} EQ_EH/\P7]E‘,] HH‘]FQ Q]—_Q._. U]—
AU A AAA EstA] k2 719 o]d, d4A, ¥
£ Y= FEHHQl 2o, AR S EA R g5 7‘% ]
oA H7]&(advanced technology) & Yol 4]
Q1 (mission-critical) AA 7150 dojd &= JE= 9
de4E dofelal BeEshs SAZRAIARE (1)CPI 4
¥ gl AT BEA(CPI identification and criticality
analysis), ()8 H7Hthreat assessment), (3)F 4
DHAA  F7Hrisk

Z-8(countermeasure

H7Kvulnerability assessment),
assessment), (5)EITZXA

implement) TAZE F+AH}

Table 2. U.S. Government Programs for the
Identification and Protection of Critical

Technologies
Program Agencies
Militarily Critical Defense

Technologies Program

Commerce (lead), State, Central
Intelligence Agency, Defense,
Energy, Homeland Security, and
Justice

Dual-use Export
Control System

State (lead), Defense, Homeland
Security, and Justice

Arms Export Control
System

State and Defense (leads),
Homeland Security

Foreign Military Sales
Program

National Disclosure
Policy Process

State, Defense, and intelligence
community

Treasury (lead), Commerce,
Defense, Homeland Security,
Justice, State, and six offices
from the Executive Office of the
President

Committee on Foreign
Investment in the
United States (CFIUS)

Defense (lead), applicable to
other departments and agencies

National Industrial
Security Program

Defense

Anti-Tamper Policy

ol CPI9] o7t =y gelkl7I&e] ds 7
Qste] HI9AIGI 7|4 WAL 98t WIRHE waon

u] =} = 7o EE(DAG)[7]101A4 AAIE CPI 1o
5t 7lo|=E Zusic). CPIY) AL Table 39] 3

2 BE 71202 HEAY Hoiat % B HoF WR

359

7Feol @9l oJsf A=

u] I 5 7o|EE(DAG)OIA AATE CPI 41
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(crown jewels)T} -2 7|&olH, FQ 7|& HolofA]
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tt. I3 CPIol+ 7]¥(classified information), &
BAIEE(distribution limitations) 5°] Z3=E = )
o, AEA A-&(application)HAY =32Q1
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(component)/ 84 (element)o{o} St}

Table 3. Useful Statements for Identifying CPI in
Defense Acquisition Guidebook

Statement Keyword

CPI should be thought of as the
technological “crown jewels” of the
program.

Crown jewels

The United States gains military
advantages from maintaining
technology leads in key areas.

US technology lead

CPI may include classified military
information which is considered a
national security asset.

Classified information

Distribution limitations have been
applied in accordance with national
laws and regulations

Controlled unclassified
info, such as ITAR(ML)

The technology has been improved
or has been adapted for a new
application

Improved or adapted for
new application

The component/element involves
a unique method, technique,
application

Unique method,
technique, application
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Table 4. Strategic Technology in Dual-use Control
List

Category Strategic Technology

—

Special Materials and Related Equipment

Materials Processing

Electronics

Computers

Telecommunications and "Information Security"

Sensors and Lasers

Navigation and Avionics

Marine

O |0 ||| | x| W

Aerospace and Propulsion

—
o

Nuclear Materials Facilities, and Equipment
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Law, Regulation and Case Study
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Deriving Assessment Criteria

O

Importance Survey of Assessment Criteria
using Expert Delphi
<
Development of Procedure for
Technology Assessment

Fig. 1. Overall Study Process Diagram
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Table 5. Assessment Criteria for Fundamental Review

Assessment Criteria Legal Basis
Is Defense Science and Defense Industry
Technology? Technology Protection Act
Is related with announced as Notification of Defense
Defense Industry Technologies? Industry Technology
Is related with Defense Defense Acquisition
Materials? Program Act
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Assessment Criteria for
Technical Attribute Review

Keywords for
Identifying CPlin DAG

‘ Crown jewels Technology Importance(TI)

Disclosure of Weapon System

Development Difficulty(DD) ‘
Information(DWSI) ‘

‘ US technology lead

Limitation on the Introduction
of Technology(LIT)

‘ Classified information

Controlled unclassified info,
such as ITAR(ML)

Difference with Commercial
Technology(DCT)

‘ Improved or adapted

- Level of Technology(LT)
for new application

}4—»{ Technology Obsolescence(TO) ‘

Fig. 2. Connection between Identifying CPI and
Assessment Criteria

Unique method,
technique, application
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Table 6. Respondents of Delphi

Organization Respondents | Percentage(%)

DAPA 5 19

ADD 2 8

KOSTI 2 8

KAITS 2 8
Defense Industry Company 5 19

DTAQ 10 38

Total 26 100

CVRZ Eq. (DT Zo] AF&std, 12t AR & 267
o] FHsIYoHE 'CVR ) 0.37' F=2 A 2o
2 ZoH9]. ¥, EEHAL CVRES Z3 14}
AAIE Table 73 Zow, 77] 3= 9] CVREIO|
0.37 ogelug egel Ao Wasle] A AE
7h el 2 R FRE w9 AEE % 27 HES

Ayt

}\E—]E‘T

N

CVR = o))

N

2
Where, Ne denotes Number of SMEs indicating
' N denotes Total Number of SMEs(*
Subject Matter Expert Raters)

essential,
SMEs :

Table 7. Delphi 1st Survey Results

Standard CVR
Factor Average Deviation 00.37) Result
TI 4.65 0.85 0.85 Suitable
DD 4.12 1.03 0.85 Suitable
DWSI 4.12 0.91 0.92 Suitable
LIT 4.12 0.82 1.00 Suitable
DCT 3.46 1.03 0.62 Suitable
LT 3.69 1.05 0.69 Suitable
TO 3.12 0.86 0.54 Suitable
djo] 42 FEKoZ vkEd HES B A&7t
59| golel 2EE E2ske Wl oz g
A9 W5 A (coefficient of variation)E AHES}o]
05 ol31Y %9 BT} ot 37 Ao Wa gl
Ao WAFH10]l. 22k AE BAATE Table 8%
Zor, 77} &= BF HEAS 0.5 o= A7t Y
| At =2EQY A42a VeS8 P 58
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g PEoR *V“Elc"o‘ﬂ 7155t 77l SOl
Ae 7P $857F B2 Z0=E XAREIT
Table 8. Delphi first 2nd Survey Results
Factor Average Stax?da}rd cov Rank
Deviation
TI 4.85 0.46 0.09 1
DD 431 0.74 0.17 2
DWSI 4.23 0.71 0.17 3
LIT 4.15 0.73 0.18 4
DCT 3.65 0.89 0.24 5
LT 3.62 0.75 0.21 6
TO 3.15 0.67 0.21 7

* COV = Standard Deviation / Average
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Table 92} Zth.

Table 9. Technology Assessment Procedure for
Defense Technology Decision

Stage Assessment Criteria
Is Defense Science and Technology?
Fundamental Is related with announced as
Review Defense Industry Technologies?
Is related with Defense Materials?
Technology Importance
Development Difficulty
Disclosure of Weapon System Information
Technical o .
. Limitation on the Introduction of
Attribute Technolo
Review gy
Difference with Commercial Technology
Level of Technology
Technology Obsolescence
Comprehensive Influence on National Security
Review Influence on Defense Industry
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