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Abstract Cryptographic algorithms are used to prevent the illegal manipulation of data. They are divided
into public-key cryptosystems and symmetric-key cryptosystems. Public-key cryptosystems require
considerable time for encryption and decryption compared to symmetric-key cryptosystem. On the other
hand, key management, and delivery are easier for public-key cryptosystems than symmetric-key
cryptosystems because different keys are used for encryption and decryption. Furthermore, hash
functions are being used very effectively to verify the integrity of the digital content, as they always
generate output with a fixed size using the data of various sizes as input. This paper proposes a method
using RSA public-key cryptography and a hash function to determine if a digital image is deformed or
not and to detect the manipulated location. In the proposed method, the entire image is divided into
several blocks, 64x64 in size. The watermark is then allocated to each block to verify the deformation
of the data. When deformation occurs, the manipulated pixel will be divided into smaller 4x4
sub-blocks, and each block will have a watermark to detect the location. The safety of the proposed

method depends on the security of the cryptographic algorithm and the hash function.

Keywords : Cryptography, Steganography, LSB, RSA, Hash Function

2 =2 20209 % A gdista ShedtH]o] ofs) ATE S
*Corresponding Author : Eun-Hee Goo(Ajou Univ.)

email: ehgoo@ajou.ac.kr

Received July 14, 2020 Revised July 30 2020
Accepted November 6, 2020 Published November 30, 2020

878



1. M2
CAE ERxe] e A%ES FHSAL Aot

2 AZAE HEslr] 93t 71ecdAde Y B¢
EFolut 3t 22 FH = HYH Yentae &
&% & Qlojof gti1-2]. A B35} obd HEw]
9] OE &8 EofRE QUFolv FEAE T ¥
gt 71%0] ITH3-10]. °] 71&2 YL dYE AT
F Y 2& oot 22 YAE ERIT 5= = 7]
E&24 YEutEZE A4UE Q4 340l 7] A A%
ARE BT 7|edhs w2 AQlE FEE HA AA
F & Qlofof itk
wEha] AR B3 7|eoAMe YEntarE AdE 2
dHlzof ket FAo] A7kE AL AFEE FHMI
A3l AAE FEE AYRAA YL FEE|ofof 5k, 2l
ZFolv 744 = 34| 7t
St7] S A HYEutEst
S 7Aof sttt ES YEuta
dollA AP 4= glow, St
S G0l Aok B¢
AUt webA iR A
oA YEutaE st
AUt 1y QIST FAGE S5 At 7leclM=
AYE FEntazt A AA= o s B4 wieel
S YA HEvtEE At HEEC] v ARt
= glon, It ¥ YEHE Ve 5 HEREE |
9= HAst= A WA flof dssHH o R Pt
A et B3] AT Al EE ARSHE HER
At TH1-4].
£ =RME 949 #E4s A
RSA 3717] 459t gsstao=z
7I9ko.2 Aottt A9t oAM= o
3719 EE0& W

S wiof, Mol

< 3¢ 99

& g A
e} ool

i)

==

879

2.1 YHOEL 7|& 24

Emtze] AR S HoliAle Fig. 13 2ol
DCT(discrete cosine transform), FFT(fast fourier
transform) olgste] 9 S Frg d9e
Halket & QeI E Adste WSl AU ok
[2].

o
O]—E

= O
o=

Watermark

DCT/FFT Inverse DCT/FFT

Fig. 1. Watermark insertion process(frequency domain)
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