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Abstract This study evaluates the impact of an information security policy sanction, a perceived threat,
and the perception of the information security climate on a compliance behavioral intention. The
research method was structured with a cross-sectional study design for the prospect and goal
orientation. The variables used in the analysis are information security policy sanction, perceived threat,
perception of information security climate, and compliance behavioral intention. Progress in this
research consists of measuring the prospect and goal orientation, and then measuring the four variables.
As a result, the prospect had a significant effect on the perception of the information security climate,
and it was found that the influence of the gain-based condition was greater than the loss-based
condition. Goal orientation had a significant effect on the information security policy sanction, the
perceived threat, and the compliance behavioral intention, and the influence of the development-based
condition was greater than the stability-based condition. Both prospect and goal orientation had an
interactive effect on the compliance behavioral intention. The exploration model was verified as a
mediation model. In addition, the discussion includes the appropriate implications for information
security based on these research results.
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o] =it 20189 AR (aST)9 AYoR F=FATAE A& wob £ AFAY(NRF-2018R1D1A1B07050305)
*Corresponding Author : In-Ho Hwang(Kookmin Univ.)

email: hwanginho@kookmin.ac.kr

Received November 5, 2020 Revised December 1, 2020

Accepted January 8, 2021 Published January 31, 2021

595



AFsl7| &8s ] #2238 Al1E, 2021

1. M2
FE HEZ dHiQlY] I oS FHoE ARE
Aol B RN s WA & ole
A}m AEL 7oteof sk EAolw, Myt &5
oA HBEESLO] Iyo] HeHTkY AT 4= Q).

‘ﬂ:rLZj 9oL BHE Hol AH|E EAS 2T}
845 /HAskE Jgor EF S ook gIRE AT

E& HO 7|&E EAI5HE Ho|E XS He] 9
2o "o A wWlAlo|u} Q1&AXe} e ZHoA At
B =EE] SAkEL gt

A, el o] ol Ofgt AR Bet 4
9] AT o] FEdfo} Gt Bhel7t ol 1
ATH2-51. °] A= AAE Hebga AAUS 25t

L gARF 9] @ AE0| 9] dhAsl= Hot A A}
27} A4 3718t o) mholth wbd 2 el
o) FA QA7 8ho] YA FYAYIE ZHe] 4%
2 Z oS AjkstH, S8 Wy HMIES FE3lsto
35 Het ol vl EIYS st s,

2. 0|24 HZ

2.1 QAN X

o17t9] dtalZ oJAFAH(decision making) L
712807 Q1 it ¥ AYeR e 4 Ut
[6,7]. A1 Xpe-2 7HQ19] 71284 Z|qto & <lsto] Q1A
A2l iAol A== A ulstH, T A
2 ] EAJO= Qlsto] A1 GJabEA o] A g
AFIE Auigit}. A& A, Mg A 299 A
Ho Az 7]Q19] 7|04 Ht BH 2F< 1=t
o719 sfFet= HtREZ HAlsk=s A7t YEhd &
Rom, 7iQlo] A&H XA A FRoh= FE HF A

'I_.

o] F4 5 FAT 2L B4 ALY G wol
24]9] 712014 Qg AR Hol 43 L9 3o
3o} of7]o] sk HArBE-S AAsH A9E 9tk

QIzko] ZH= 741 0] FEES of 7pioln, B

o 2] o
E]

Aol ML ey oA FRET FEn
oAE% E8E o T shASkAL ot 11 olf=
TeAte] PO AR Hek 2ol AR oA
2 719) el @4go] AL, HH et 7)ol
SRAIE|HA HQF AHO] o] 722 dyulAQl Abdo] &
oluba Q7] whEolct A% TS ol Felad ¥

d

596

°“La

5};{13}5 Mol 7A4Y 2= ,4
7R53tet. olgl Ageld 24 Ads %711
4%1 atof LB Helo] Mgt F4
SAFHE LQAlS nHIE 4 k. Bebga
= A 29719 Afdoz e A
Zo|H, olAF} Ao 7 HEsll daHo UH
2epRre] 3 ok & S UeH10,11).

A=
2485

31
3}

01

=

o

=9o

o mlm

}_zl-‘%

O>'

_,_.

22 2 B9l F7| A= 1KY

FEA 24 Bl 2 ), Bevya 299 B e
2 P SN QA oR 2AUY J4jHl B
HolA AR Bote] ojulg HHSHA Azeke o] B
2% Bl Aubstal o] e B Sl 9L 2

‘]

oM AL B719) PHS A3 HRolct.
BoF Aol BREE B9Vl F olefat B4 fE
ofe}. ofel], FEAE R Hot F8 HAE vlskL 4
Wake oA 71y 7R 0z Sk avke 74
A9 R Bk A Bske FolcH12l.

2Ajo] st 4B Holo] AHS AR Hek A4
2 ol A0 UK gherh A8A AR Kokl
ARWEoR AAHQ HFaE Fush] s
A7\FANS] 9 A4 ZAFANS] £917] 9
4o] ZZIFjolof TTH13,14]. olRL AlRH Hu 1

oF ARWFOR FFS 7NA She vlS DH g
o, BEH Oz 1 2A A Helsh A R B
oF LW S2L MM B st gR B
ot Relojekal s 4 YUrH15).

she, B Bote] 5E AN A Rt Bl
Hao) AgAel TS AT AL e Basit

51, Qzke] st B A BAsks BAH 7]
Y7HA olge] ZHolE 2Ao] 2415
o] A0 AgALS HEsH] Y 9 ¢
oA LeR 87k Aute slgro s sk
Agstehe Qo] AAolct,

w2 QT oA AR Bte] el

|o



oJA] =B

HH Bk ARG AF

14, 2971 4ol £ BF A=Al ulA

B A BT ER AF B9L Fiow

) i)

ox

3.1 AL

E AT 3L AH Hoko] oo Zo
HH 940 TS F= ATt
A= tiRE FE Bt FH9] o
= AFste glom ol Ar AR
ofsfista Sl AQloltt. Ay 77
BT AF 28.38A), 94 1408 (B 28.11A),
% 3143 A9 28.26M)9 A7E FA9= =38}
FoH, & 314709 dlolelg B4 HAo ALgsttt.

ATNIAEY] P2 35 85(27.1%), =Y
857(27.1%), YEMAMEZ] 659(20.7%), FE7t 547
(17.2%), AAAFAL L 718F 2598(8.0%) 9] HIEE Ut
ERgth o]59] E% o] AR Holy AAHE I
T2 AR 1074(34.1%), sns ZE 737(23.2%), ©lH
A 5 7071(22.3%), AHSY 3871(12.1%), EHA=
2671(8.3%) 9 HI&=E YT

32 58+

£ A+ oA e WRE Ao sidshs AgolE
9] 7Hd(prospect Theory)¥} <52 2doj| sidsh=
EHAFo]29 7Nd(Goal Orientation Theory), F
7fe] Aoz Baste] WK cross over design)
< Briekah AE B9 57) A= IES Hreh]
Aol JE B AAA(Information Security Policy
Sanction), Y& UA|(Perceived Threat), £¢7] A4
(Perception of Information Security Climate), &5
Y5 9=/J(Compliance Behavioral Intention)2.2

T/E HJES S4siien, Wl 2o =94 d=
Ag3to] Ao|dT, TR, AR T &85

et obe®, £4 IHgolAs SPSS 26.0& AR

597

)
ol
S
rh
1o
of

ER R DL
14 17 oh]d o]59] gAAE

B8 A%
of shste, 2AEap} Asshe oaEd A S
WAL Qs B el A ohlw gt B

3.2.2 ME =t HiXHA(Information Security Policy
Sanction)

AE =2t AAGY AdL 229 FE HF A
2= A9 W8-S 9uigitH12]. A= S350 A
AR Ee 4719 AEOE o]RoX Hi £7d W]
o, AF9] A&l wA BAste] AP HEAE A7
Atk Hzo| 37|= 78 YAE $|(7-Liker)o] H=E
AE519a, o] FHETY] Bt A=l Chrombach'
e .82 Q1 Ao Yepyrt.

o]

a3}

o =

3.2.3 &8 2lAl(Perceived Threat)

AF 1219 7d2 7iQlo] Q1AlSk= AH Htko] ¢
FE& gugitH16]. A= 3o 4835 A =7+ o7h
9] AR olFojFl HE &7 WolH, Ao A%
o 2A Bt AL MEAR ARt Frol 3
71+ 78 YAE FA(7-Likert)Q] JZ=E H-85191,
o] A xo] B&7t AF% Chrombach' e+ .86 <l
Aoz Ueigth

3.2.4 22|7| 2lA(Perception of Information
Security Climate)

9171 1419 7HE2 7hRle] 2AH E971E wHgst
of X HHY| AFS I4ste W8-S ulitH13].
w30 285 A& T3 479] AR O F o]Fo]
7 "= &7 Hgeolw, AR Aol wA BAdsto] 2
A AEAR ARttt e 371 7H HAE #HA
(7-Likert)d] HE AE5131L, o] P19 E1t
AZ|%E Chrombach' e .87 9 ALZE YElTh



AFSH71&8H5|= 52 #1228 A1%, 2021

OHE o

3.2.5 &4 8= 9|=M(Compliance Behavioral

Intention)

24 P 949 e FH 2Ee &
2= F 2R PFo Ao Agt f8g ow
A o] 85 AR e 419 AEoR
X HE &7 Wgeoln, Ao Aol wA
AP DB 2 At Hxe] 271 73
(7-Likert)d] =& H-8519aL, o] 2145:’1__4
AZ% Chrombach' e= .72 ?1 A2E YEyT

4. A71Eq}
4.1 712 SA 24 24

Table 1. Participants distribution

goal sex

orientation

prospect total

female
49(45.79%)
28(51.85%)
77(47.83%)
25(37.31%)
38(44.19%)
63(41.18%)
T4(42.53%)
66(47.14%)
140(44.59%),

male
58(54.21%)
26(48.15%)
84(52.17%)
42(62.69%)
48(55.81%)
90(58.82%)
100(57.47%)
74(52.86%)
174(55.41%)

107(100.00%)
54(100.00%)
161(100.00%)
67(100.00%)
86(100.00%)
153(100.00%)
174(100.00%)
140(100.00%)
314(100.00%)

stability

loss development

total

stability

gain development

total

stability

total development

total
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Table 2. ANOVA of Information Security Policy
Sanction
variables Mean SS df | MS F
loss 5.45
prospect(P) 612 | 1 |6.12] 6.67*
gain 5.84
tabilit 5.42
_ goal Sl 1380 | 1 |13.80[15.04*
orientation(G) development| 5.92
P xG - 0.03 1 ]10.03| 0.03
*p € 0.05 * p <001
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Table 3. ANOVA of Perceived Threat
variables Mean SS df | MS F
loss 5.10
prospect(P) 7.99 1 |7.99 |6.94*
gain 5.47
goal stability 5.18
orientation(G) | development| 5.40 156 ] 1136 135
P x G - 0.64 | 1 |0.64 | 056
* 5 (001
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Table 4. ANOVA of Perception of Information
Security Climate

variables Mean SS df | MS F
loss 5.22
prospect(P) - - 11.24 | 1 |11.24| 5.79*
gain 5.67
goal stability 5.25 .
orientation(G) |development| 5.67 791 | 11791 | 407
P x G - 1.84 1 | 1.84] 095
*p <0.05
A, A I, 51 A% B ¥l &5 3% 2
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Table 5. ANOVA of Compliance Behavioral Intention

variables Mean SS df | MS F
loss 4.99
prospect(P) X - 10.10| 1 [10.10|7.99**
gain 5.36
goal stability 5.07
orientation(G) | development| 5.30 160 1| 160|127
P x G - 7.94 1 | 7.94 | 6.29*

*p <005 * p 001
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Fig. 1. Interaction of Compliance Behavioral Intention
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Table 6. Hierarchical regression analysis of
mediation model

step path beta
0 step( ¢’ path) ISPS—CBI 0.19**
al ISPS—PT 0.44™*
1-1 step( a path)
a2 ISPS—PISC 0.24**
bl PT—CBI 0.22**
1-2 step( b path)
b2 PISC—CBI 0.29™*
2 step( c path) ISPS—CBI 0.02

% Information Security Policy Sanction : ISPS, Perceived Threat
© PT, Perception of Information Security Climate : PISC,
Compliance Behavioral Intention : CBI
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Fig. 3. Multiple process mediation model
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