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Research on The System Software Quality Certification
Implementation Plan of DQ Mark Certification

Jae-Hyeong Yun*, Chi-Hoon Song
Defense Agency for Technology and Quality
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Abstract The DAPA (Defense Acquisition Program Administration) has been operating the DQ mark
certification since 2012 to certify the superior technology and quality of munitions. On the other hand,
the current DQ mark certification can not directly provide DQ mark certification to software because
it is impossible to verify the quality of software alone. Therefore, this study analyzed domestic/overseas
software quality evaluation/certification standards to find a way to verify the quality of software in the
DQ mark certification. Among them, the method of applying the GS certification according to the
international standard ISO/IEC 25000 series to the DQ mark certification was suggested as an
improvement plan, and DQ mark certification verified the quality of software and provided certification.
An attempt was made to expand the certification scope of DQ mark certification. This paper proposes
that the DQ mark can be given to the system software by introducing GS certification to the DQ mark
certification. To this end, an improved procedure for omitting the factory audit and verification by
submitting a GS certificate for product evaluation is proposed. This is expected to increase defense
exports using the granted DQ mark and improve the quality of defense software products through GS

certification.

Keywords : DQ Mark Certification, GS Certification, Software Product Quality, Certificate Authority,
Software Product Quality Model

*Corresponding Author : Jae-Hyeong Yun(DTaQ)

email: jhyun@dtaq.re.kr

Received September 29, 2020 Revised October 20, 2020
Accepted February 5, 2021 Published February 28, 2021

85



SHARSH| &80 =2R] A223 A2%, 2021

1. M2

S =7 S B4R dACR 42
< BACI 2 249 At} Aol Ak Atdol
ok EA1S] WS 2AH SR AREE BE AR
ohd 70, 'eF 5 AREA o) BE, 7T S
AA] 2RI SHAIRE, ARt 2= AR 48
7hed =189 g9 F8 aRlo] He F £,
°oF, 4, F371, AAe R AR AR = s
A2 ol=Rt EAte] A} Ao FAtsE
Q1]

2ol 7718 Yshd mele = oo s:
WA BT 5 Ao, A HE 718 =4t
Shelal Q= FZolle WANIAIS] R o] A
AES A3iA WakpEo] HiEA] B asith 22yt F
29| RS2 19759 FAto] £F%e TE|Wo|

2% 202 LA glom, Bl WASHS 1990
¥ SolAwA RejolTH2).
WiE AF0

ofel Fig. 12 SNIYH A4 ol
220064 259 gEIFE PAE 4 4
o g2, 20114 209 T, 20134 oIl 30°]
@2 348 Bt 2E B 5 Al

Fig. 1. Defense export performance since the
opening of DAPA
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Table 1. Products subject to the DQ Mark

certification
Category Main Product
- Thermal equipment
- Mobile equipment
Equip - Special weapons
ment - Communication/Electronic equipment
- Aviation/Ship equipment
- General equipment
Chemical |- Decontaminant, Smoke and Monitor Set,
Product Personal protection material, Etc.
Commu
nication |- Batteries, storage batteries, field cables, etc.
materials
Ammuni | - Ground ammunition, air ammunition, artillery
tion ammunition, etc.
Repair - Repair parts such as thermal power, maneuver,
aprts communication, general equipment and special
P weapons
- Cloth and special clothing developed for
General export(except for items that are "ACT ON THE
goods CONTROL OF MILITARY UNIFORMS AND
ACCOUTERMENTS )

Table 2. Products excluding DQ Mark certification

Items with serious defects within the last 2 years
Items where all or core parts are imported
- Items to be purchased and exported
- Items that have not been developed
- Items restricted for export due to production

by technical transfer, etc.
- When manufacturing and sales are restricted in
TACT ON THE CONTROL OF MILITARY UNIFORMS AND
ACCOUTERMENTS;
Items submitted by companies that are difficult to
establish audit standards

=3
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= - R -
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Audit
Certificate. ~
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Fig. 3. DQ Mark certification - Audit Procedure
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Table 3. DQ Mark certification - Audit Criteria
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Category Audit Items
Document | - Confirmation of products subject to DQ Mark
review certification
- Quality Management System
* General management
* Quality management
Factory * Professional technology
review * After Service
* Export possibility
- Confirmation of matters requiring on-site
verification when applying for certification
Product - Satisfaction with standards or other
review equivalent audit standards
Compre RN .
: - Suitability of factory review, product
hensive . P
R review results and certification
audit
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3.1.1 2AZEQIN Z2hA FEHIL

3.1.1.1 CMMI(Capability Maturity Model Integration)
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Fig. 4. CMMI maturity level description
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Clause Content
- Consistency
Article 5 - SW identification details
(Product - Functional suitability, Performance
Manual efficiency, Security, Compatibility,
Quality Reliability, Usability, Portability,
Certification Maintainability
Criteria) * Product quality characteristics of ISO/IEC
25023
Article 6
- Completeness
(User Manual .
. - Correctness and Consistency
Quality .
e - Understandability
Certification - Usability and Operabilit
Criteria) ¥ P ¥
Article 7 - Functional suitability, Performance
(Execution efficiency, Security, Compatibility,
Software Reliability, Usability, Portability,
Quality Maintainability
Certification * Product quality characteristics of ISO/IEC
Criteria) 25023
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Modified DQ Mark certification - Audit Procedure
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Fig. 8. Modified DQ Mark certification - Audit
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