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The Verification Method for Missing Software Standardization in
Weapon System
- Focused on Firmware
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Abstract In the case of weapon systems used by the military, defense standards are applied for
economical and efficient procurement, management, and maintenance. Defense specifications are
documents describing procedures and methods for determining whether technical requirements for
products and services are consistent and apply to the production of weapon systems, quality assurance,
and configuration management. Software is also subject to defense specifications, and is documented
and managed in the same way as other defense specifications. Sometimes it happened to be standardized
without some(or all) software. In this case, a competitive contract is impossible and it may affect the
quality of weapon systems because the manufacturer arbitrarily changes the software without prior
approval. So, software standardization is required, but it is very difficult to verify for firmware installed
in hardware.

This paper proposed a verification method for g software standardization, and we expect it will

contribute to the efficient production and quality assurance of weapon systems.
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Fig. 1. Process of Establishing the Defense Standards
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Fig. 3. Quality Assurance Requirement
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Table 1. Software Technical Document

Acronym Software Technical Document
SDP Software Development Plan
SRS Software Requirement Specification
SDD Software Design Description
IDD Interface Design Description
DBDD Database Design Description
STP Software Test Plan

STD Software Test Description
STR Software Test Report

SIG Software Installation Guide
SVD Software Version Description
SIP Software Install Plan

SPS Software Product Specification
SCS Software Catalog Specification
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Table 2. Part/BOM list

Attribute Remarks

Part management number

Conditional required

Item designation number Conditional required

Designated Item number Conditional required

Classifications of military Conditional required

Non-designated item number(KOR) Conditional required

Non-designated item number(EN) Conditional required

Drawing number Conditional required

Drawing part number Conditional required

Original producer producer's code Conditional required

Original producer part number Conditional required

Original producer product name Conditional required

Original producer business license number | Conditional required

Original producer business operator name | Conditional required

Basic unit Required

Weight Optional

Weight unit Optional
Volume Optional

Volume unit Optional
Specification Optional
Inspection Equipment Quantity Optional
Company producer's code Required
Company part number Required
Company Item name(KOR) Required
Company Item name(EN) Optional

Specification type Conditional required

Specification number Conditional required

Specification part number Conditional required

Commercial part status Optional

Revision status Required
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Table 3. Advantages and Disadvantages of Improved
Method

Verification of missing software specification

Fig. 5. Verification method of missing software
specification
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Advantages Disadvantages

+ Saving in Verification Time
+ No Expertise Required
+ Human Error Reduction

* Requires Periodic Database
Updates
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Table 4. Software Embedded Parts Database(example)

No,| Manufacturer Part Number Remarks
1 Texas Instruments MSP430F20121PW MCU
 Comparison Result 2 Zilog Z84C3008PEC MCU
(Identification_of SW _Embedded Parts)
3 Analog Devices ADS8027ARZ MCU
Fig. 6. Identification of SW Embedded Parts using 4| Renesas Electronics D12320VF25V MCU
Parts/BOM and Database 5| Texas Instruments AM1806BZWT3 MCU
SARE oo ASH o] BE/BOM EE0]4 6 NXP BSC9131NXE1KHKB MCU
kel off A = E
o -1]—9;‘2 el ﬁ ﬂH ﬁ‘; 9]- N 1]01 ]- 'a_ HE] 7 | Microchip Technology COM2002213V-HT MCU
o Z 3 o = IE 7 A
=T TTe o wAl T e e 8| Texas Instruments AMB3505AZCNA MCU
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No Manufacturer Part Number Remarks
9| Renesas Electronics HD6417706F133V MCU
10 Analog Devices AD8007ARZ DSP
11| Microchip Technology |DSPIC33FJ32GP102-1/SO| DSP
12 NXP MSC8256TAG1000B DSP
13 Atmel ATMEGA8535L-8AU FPGA
14 Microsemi AX500-PQ208I FPGA
15 Altera EP1K50TC144-3N FPGA
16| Texas Instruments 5962-8515509SA FPGA
17 Xilinx XC2VP20-6FF8961 FPGA
18 Philips PLUS173DN FPGA
19 Atmel ATF1504AS-10AU44 CPLD
20 Xilinx XC95288XL-10TQ144C | CPLD
21| Rochester Electronics EP1810LC-35 CPLD
22 Atmel ATF1504AS-10AC100 CPLD
23| Lattice Semiconductor LC4064ZE-7TN48C CPLD
24 Altera EPM7128SQC100-15N CPLD
25 Xilinx XCR3256XL-10PQG208C| CPLD
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