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Abstract Most industries have introduced and operate an information security management system (ISMS)
or a personal information security management system (PIMS) to suitably protect and maintain
customer's information and company trade secrets. This study starts with the premise that it is desirable
for every industry considering information security to maintain an ISMS. ISMS can be of different types
among various organizations, taking into consideration culture, practical work procedures, and
guidelines for information security. This study intends to derive primary control areas of an ISMS for
each industry based on organizational size and audit type by analyzing non-conformity trends and
control factors according to certification audits for organizations introduced for international ISMS
under ISO27001. This study analyzed improvement effects of ISMS through case analyses. It is
meaningful as exploratory research, although it was difficult to acquire data for empirical study because
few organizations maintain certification in major industrial sectors. The requirements presented the
highest frequency of non-conformity for each type from the 2013-initiated ISO27001; the years 2013 to
2020 were extracted as the primary control area. The study found that for primary control areas of ISMS
for each of three industries, organizational size and audit type had differences.
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Table 1. Certification by industrial sector

EA*
Code ISO/IEC 27001 by Industrial Sector
No.
1 Agriculture, Fishing and Forestry
2 Mining and quarrying
3 Food products, beverage and tobacco
4 Textiles and textile products
5 Leather and leather products
6 Manufacture of wood and wood products
7 Pulp, paper and paper products
8 Publishing companies
9 Printing companies
10 Manufacture of coke & refined petroleum products
11 Nuclear fuel
12 Chemicals, chemical products & fibres
13 Pharmaceuticals
14 Rubber and plastic products
15 Non-metallic mineral products
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16 Concrete, cement, lime, plaster etc.
17 Basic metal & fabricated metal products
18 Machinery and equipment
19 Electrical and optical equipment
20 Shipbuilding
21 Aerospace
22 Other transport equipment
;2 Manufacturing Rnot ell‘sewhere classified 2243 W] we} = o]4ro| thdt Alglo| wko] et
ecycling _
25 Electricity supply = “3_]_7@‘6]—-‘5- 7/'-10]&], DE]-EP\(_]. 'F{'Z} _g_ao]L]- ]?:I]Zjl 8
26 Gas supply A5L Hslol JRE 422 A&Ho AN
27 Water supply . — - &
28 Construction L]’Z'—_} s c})»lq— ?_].—6_ /1\:11/\]’0"1\1 ]?_—'1—}\3 (1)_].— _F'Zj| ?:]-
29 Wholesale & retail trade, repairs of motor vehicles, (Non—conformity, o]a} NC)\% ZB A5k AXATIo
motorcycles & personal & household goods e . ,
30 Hotels and restaurants = L}}HE], '6"‘?‘&} ?J'(Major Nonconformity) 2 ;S]_‘i]
31 Transport, storage and communication E]_(ﬂ?é Og/\]—/—\—Etﬂoﬂ %_EH{E} ogf)g:% U’I;‘(]JE_ %a/\“l_f,g_‘% —O’]
32 Financial intermediation, real estate, renting _ . - ,
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Table 2. The industrial sector for the analysis of

Number of YN

Tnitial Audit
Initial Audit Tt is conducted in the first applying for certification or
according to an important change in certification scope
Surveillance It is conducted in order to execute post-management each
Audit year after certification including certification update
Renewal Audit It is conducted in applying for certification again due to the I1SO27001 control area
expiration of certification duration
EA
* Refer to https://isms.kisa.or.kr/ Code Industrial Sector
NC case
No.
03 Food products, beverage and 21
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Fig. 2. Type of certification audit
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Table 3. Average NC frequency of the major

tobacco
industry sector
19  |Electrical and optical equipment 63 Y
Manufacturing not elsewhere Average
23 classified 30 FA Code Industrial Sector Number of
No.
. NC case
25 Electricity supply 7 19 Electrical and optical equipment 4
31 Transport, storage and 13 33 Information technology 3
communication 35 Other Services 4
3 Financial intermedigtion, real 18
estate, renting
33 Information technology 82 Y ‘?‘Zj'é\jl'/\]"ac}gi Z]Zjnﬂ_ %7‘1]% ‘;L< oc}E‘,] H] &2
34 Engineering services 19 248 B Table 49} Zth
35 Other Services 56 Y
8 Health and social k 6
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area in the industrial sectors

Requirements EC19 EC33 EC35
4 Sf;;f;asg;he 0.0% 0.0% 0.0%
5 Leadership 1.4% 0.0% 0.0%
6 Planning 2.8% 2.1% 1.6%
7 Support 4.2% 6.3% 3.3%
8 Operation 1.4% 2.1% 1.6%
9 Performance evaluation 2.8% 1.1% 1.6%
10 Improvement 0.0% 2.1% 0.0%
A5 Inforpn;itci;)er; security 0.0% 11% 0.0%
A6 Organization of 1.4% 1.1% 4.9%
information security
AT Hf:ii;;”“rce 0.0% 3.2% 0.0%
A.8 Asset management 9.7% 5.3% 8.2%
A.9 Access control 22.2% 23.2% 23.0%
A.10 Cryptography 0.0% 1.1% 3.3%
A:11 Physical and' 8.3% 11.6% 3.3%
environmental security
A.12 Operations security 20.8% 22.1% 31.1%
A13 szzrllrlggications 8.3% 6.3% 8.2%
A.14 System acquisition,
development and 1.4% 0.0% 0.0%
maintenance
A.15 Supplier relationships|  0.0% 0.0% 0.0%
A.‘16‘Information security 0.0% 0.0% 0.0%
incident management
A.17 Information security
aspects of business 5.6% 5.3% 0.0%
continuity management
A.18 Compliance 9.7% 6.3% 9.8%

Table 349 %8 4118 B 2AF 0] Aol
A0 gl A0 Hol} 7t 4110 aPARY ¥ B
Hlgol Hol7t Gl Ao Uehge.
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Fig. 3. Primary information security control areas of
the major industrial sectors
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ELECTRICAL AND OPTICAL
EQUIPMENT (EC19)
A18
10%
A1

8% AS
10%
A2
21%
A7 AS

22%

3% SmA4s &0

3% 180150080

Fig. 4. Primary information security control areas of
the electrical and optical equipment sector

INFORMATION TECHNOLOGY (EC33)
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Adl
12%

A2
22%

23%

Fig. 5. Primary information security control areas of
the Information technology sector

OTHER SERVICES (EC35)

AlB
10%

23%

A2
31%

Fig. 6. Primary information security control areas of
Other services sector
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Table 7. Proportion of each 1S027001:2013 control
area by organization size
(Unit: size-members)

Size
59} 7zho] BAG}; HL o Hasloir)
9:'— = ] _-1‘} ] Eq’a- ]—ME} \ 1-20 21-50 51-100 | 101-200 |over 200
Requi
-ments
Table 5. The number of organization by the organization 4 0% 0% 0% 0% 0%
size and the frequency of nonconformity 5 0% 1% 0% 0% 0%
(Unit: frequency of audit, no. of members) > > > > >
6 3% 3% 1% 0% 0%
Size 7 3% 5% 1% 4% 6%
1-20 21-50 51-100 | 101-200 | over 200
NC 8 1% 2% 0% 0% 0%
1-5 15 18 21 10 17 9 1% 1% 1% 0% 0%
6-10 2 1 3 1 0 10 0% 0% 3% 0% 0%
- AS 0% 0% 1% 0% 4%
11-15 4 3 0 0 0
A6 4% 4% 3% 0% 0%
16-20 0 0 0 0 0 A7 0% 1% 1% 0% 4%
21-50 0 1 0 0 0 A8 7% 10% 7% 0% 6%
A9 26% 19% 30% 25% 23%
- A.10 1% 3% 0% 0% 0%
o8 JFud¥ XA HL = H|E2 ™
] TR A t]— Oﬂ II} ]E ]%E}-LH A1l 4% 10% 10% 13% 8%
7
A.12 26% 20% 24% 50% 25%
Table 63 Zt}. 6 4
A.13 11% 5% 4% 0% 10%
Table 6. The proportion of organization by the A4 0% 1% 1% 0% 0%
organization size and the frequency of NG 0% 0% 0% 0% 0%
nonconformity . - A16 0% 0% 0% 0% 0%
(Unit: No. of audit, No. of members) . ° ° ° ° °
A17 3% 6% 1% 0% 2%
Size
1220 21-50 51-100 | 101-200 | ©¥€r A18 9% 7% 7% 8% 13%
200
NC
1-5 71% 78% 88% 91% 100% -
ol ‘F2 /IR ¥ AER Ao BH Fig. 73
6-10 10% 4% 13% 9% 0%
2.
11-15 19% 13% 0% 0% 0% -
i - - - i A12 2QEE 4ol 1017 o]4 2007 olske] =
16-20 0% 0% 0% 0% 0% - -
G L T N HolH 53] 24 Yehirle sAet A9 B2EA 2
21-50 0% 4% 0% 0% 0% -
_ - - - _ A12 2YERF FHL A AbEoF H B4} upxivt
AR FEH0 8 SAYYeE EEHr
Table 69| 13 199] 3%, ¥ W AYo] 201 o] 2009 oo w7t F ZRFA= AHHoE

S9ig AAelA] Bl 57 oletz B o] 71%
SRt ofulojck. 2009 o] ZAolAE B HATo]
57 olsta Utehd v, 22|77} 1007 olstd 4
Aol B30] 20717 ok A9E waslc
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Fig. 7. Proportion of each 1SO27001:2013 control
area by organization size

3.2.4 AMARYY ME F2 SHIY

73837 FEAR219] APATIAE et AAH
18027001 <15 FAE= A’ 23, 15027001 <15
= 92 BE AN Mz E BA AN =EE F
A 1471 Fig. 83 Zo] qAH R AREAAA =
sk LS & 4= ATk Fig. 804 X&& Hz/
Al AFFAIALSE 22 HA 58S UEH, Y5
ZHEZ%KHMinor Nonconformity)A4E 2

990] wet 20 54 ool Kol7t YA

7 a7 AR 8 B W8S B

147

Non-conformity trends

&0

40

20

Survesilance

B

— —] 0

AR AL Al0

s 4 1] e 5 13 A3 B 1A e [y ] T e £y 18

Fig. 8. Non-conformity trends after introducing ISMS

Non-conformity trends

1%

AR
A1T7
A4
Al3
AL2
Al
A10

AD

AB

25.0%
AT 24.4%
LB

AS

5.0% 10.0% 15.0% 20.0% 25.0% 30.0%

m InitialRenewal  m Survesilance

Fig. 9. Non-conformity trends after introducing ISMS



AFsl7| &858 A2238 A4S, 2021

i
=

42 Fig. 9i1Eq Zl#@ﬂ Exd 1%‘%01 Ul%@ %
% 7% A9, 9% A= Br} 10Z /WA, A 17 ARAS
A G0 tigt BA7F mESt AoZ Uit

rhu

4.1 A9 29|9|

£ ATOIAIL 1SMSE FESRd| glo] mteobst
4SS UEET, A4 R A0 ISMSE £
o oJ5}

+9E W F2 A BAHeF k= Gl Wl 24

o ke

At
F8 W AR A, ARk F3 BAF
o Zpol7t gl 4= qUSlh. A=
2ZE A9 HATEA € A12 EYPESo] F3 BAYFYC
2 =& =k A7) 9 FsPgH|(EC19) A4 A%
A8 ApAHE], HH71&(EC33) 449 F¢ A1l &9
A 9 344 HL, 7|EF AHIAEC35) Aol HL
A18 E#740] 27H4Q1 ISMSQ] #8 BA| YYo= =
=abeled

A, AR T2 F8 BA
Ae AL G 5= ek 2AFHI} 2245
3 H]&o] &4 YERTE 200 o9l Rt & 24
2 AR £4/44(A.18) FIo], 1001 olstz =7
TR7F S E HREOE Z22(A.6)T AHAHEEE(A.8)
ek B4 Hlgo] =4 UETH

AR, ARl Tt E 38 A 9
U RS FRIT 5= UGtk AXAFAEIMA 7T EA
(A 18) B2 X2 /7841 ARt AFAlALel B4 2
2 BAY vgo] =A UEtsth AAEAAY B8 A&
ARl £2F 9 fA&-go] u|Fe uf, 77§ 27 FolA A
<, 47 JiA, dFASEHE FGol gt BAL
HlE3t 2R UEyith

Aol AAEe R, ISMS ZHE Aik= A

22, 7]&d, Hed HotEAS E5) 29 Al
HEQF gAa FAV 7hsdhE Holde ARt
il‘i’r 2 e Z2EAA HER0) gt MEY
59 S4x = (Audit evidence)s EQlsta &

E—{Reasonable Assurance)Z 3= Zl0]A] 97
9] 10 = 25t HokS WA (guarantee)

- T
Ao

2L otk AT E4H $A A& ISMS7F

OO

of 352

Jojo] Y% 2ot

1=
37

ol o]zt

Q150

FI

%
2~
nn

mlo

I

A

o

0% &5

O

1

.

0

148

Abg} 7S] HORS 100% BATHAE RolE, Aride.
X

2§19 BR%H 71EL ARSI Qe olo] et 719je]
22598 4D 4 Uk AL HolR gk

3], AlQi¥or BB 0 BAGY, Forgul 4,
7NEk AEl2 Ak AR E2E

FEe 70 B4 9L ST Al AFALL A
g 73
4.2 A9l stAlet 7t i3

A7l FAROR, v B 7YE0] 5L UFS

3=t L= Exﬂodotl
U, 44 dRige] 2
glol 92 BA=o 1’41

[
& /1z02 240l 7wt
s

T AL BALOR felust AnE @] 9
F95] We AHE SUsHL, Bt AuHoR A5l
HsstEs drmde ugkd Best g

IS0 FAAEAAL S Az, Aulzgd 5 B
& 41g] 4o Aiglo] BE A1) Bolo] 8% 4 9]
of, FFe BE Tk Frjele] oo thHAE B
Hol K5ttt olo] ue} B AT} AL BT AT

WFo g oy F 7HAE AAlska g

AR, 22 7)Y FAE WdoE 3 Aot IA|
ISMS(ISO27001)  91&©°] 1SO27001:20137FF 2=
20139 109 1Y 718 P=|aL AJ7to] ol F= A}
k. ol wet FESE AtElE Y5t 224 AAE
71E0 8 FAHCE Foulgt 7F 4e], 2AHE E 4]
AR EA4o] 7 ZoE HeIth

E4, ISMS =90 U2 HRET £ ALAaHE
AA oz 2A517| Qo] AFRAES] UELE =45}
7] 1gk A#E7fdo|t}. @ AJRelA= 1S027001:2013
T1EE 71202 8 SAYYS =&3 B At 9
u)7 o, AA Wi ARSRFEC] ISMSS] E3go] of
gt EEEE S| At ARE fdsto] AR
Wk AlRRS 243 & 4 I Aolth

References

[1] White Paper for National Information Security, Korea
Internet and Security Agency (KISA), Korea,
pp.183-185, 2016.

[2] Y. C. Kang, J. C. Ahn, "A Study on Primary Control Area
for Information Security Management System (ISMS):
Focusing on the Finance-related Organizations',



HEES FEHAAS

A 7o FAGGY e AT I 3] AYe FHoE

_9_
H=

(3]

(4]

(5]

(0]

(71

8l

(9]

(101

(11]

(12]

Journal of Internet Computing and Services, Vol.19,
No.6, pp.9-20, 2018.
DOL: http://doi.org/10.7472/iksii.2018.19.6.9

Y. C. Kang, S. T. Rim, "The Necessity of Introducing
ISMS: Focusing on the Patent Information Provider’,
Korea Institute of Information Security & Cryptology,
Vol.23, No.4, pp.7-14, 2013. Available From:
https://www.koreascience.kr/article/JAKO2013294388
51081.page (accessed Apr. 20, 2021)

S. W. Hong, J. P. Park, "Effective Management of
Personal Information & Information Security
Management System(ISMS-P) Authentication systems',
Journal of the Korea Academia-Industrial cooperation
Society, Vol.21, No.1, pp.634-640, 2020.

DOI: https://doi.org/10.5762/KAIS.2020.21.1.634

ISMS Certification-related Documentation, Financial
Security Institute, Korea, 2021. Available From:
https://isms.kisa.or.kr/main/isms/issue/?certification
Mode=list&crtfYear=2017 (accessed Apr. 20, 2021)

W. Boehmer, "Appraisal of The Effectiveness and
Efficiency of an Information Security Management
System based on ISO 27001", 2008 2nd International
Conference on Emerging Security Information,
Systems and Technologies, 1EEE, Cap Esterel, France,
pp.224-231, Aug. 2008.

DOI: https://doi.org/10.1109/SECURWARE.2008.7

N. K. Sharma, P. K. Dash, "Effectiveness of ISO 27001,
As an Information Security Management System: An
Analytical Study of Financial Aspects", Far Fast Journal
of Psychology and Business, Vol.9, No.5, pp.57-71,
2012. Available From:
https://ideas.repec.org/a/fei/articl/v9cy2012i5p57-71.
html (accessed Apr. 20, 2021)

B. Shojaie, H. Federrath, I. Saberi, "Evaluating the
Effectiveness of ISO 27001:2013 Based on Annex A’,
2014 9th International Conference on Availability,
Reliability and Security, 1EEE, Fribourg, Switzerland,
pp.259-264, Sep. 2014.

DOI: https://doi.org/10.1109/ARES.2014.41

W. Boehmer, "Cost-Benefit Trade-Off Analysis of an
ISMS Based on ISO 27001", 2009 International
Conference on Availability, Reliability and Security,
Fukuoka, Japan, pp.392-399, 2009.

DOI: https://doi.org/10.1109/ARES.2009.128

C. Drugescu, R. Etges, ‘Maximizing the Return on
Investment on Information Security Programs:
Program Governance and Metrics’, [nformation
Systems Security, Vol.15, No.6, pp.30-40, 2007.
DOI: https://doi.org/10.1080/10658980601051482

ISO/IEC27001:2005 Requirement, ISO, 2005. Available

From: https://www.iso.org/standard/54534.html
(accessed Apr. 20, 2021)

The ISO Survey of Management System Standard
Certifications (2006-2012), ISO, 2013. Available From:
http://www.pir.com/downloads/iso_survey.pdf
(accessed Oct. 15, 2020)

149

[13] The ISO Survey of Management System Standard
Certifications 2019, ISO, 2019.

I ©

H(Youn-Chul Kang) (M3

231"_"

- 20099 29 : 1S A
Wk} (F G

+ 20119 29 : SHFUiStE HEA|
2|18k (FEHAAL

+ 201449 29 : 1Edig fxd
B9t (FGsHAleR)

GOELY
ISO=AINE, HEESHAA, JREL /AYEET,
Y, JRAsyUel, F9/9 F0C net

ot = zJong-Chang Ahn) [M35I19

+ 19944 2¥
3 (AR

: meidfsta AR

+ 20024 89 : AlEZUigty 4XE
Hojietd Aeus/wekt (Fst
AP
- 20079 89 : SHFisty FEY
, &7 gt (FeEtAh
-+ 20204 8¢ iﬁEEEHOH“J’_ (AYsharAp
+ 19964 1¢¥€ ~ 2010¢ 89 : (F)Ho|E, SKEZEHIE
oL ]
< 20109 9¢¥ ~ @A) : ggdisty HEAI AR B
(FAEop

ZJRAILR(S) ARSAL W, A 47 G, ARIAH, 1S 22


https://www.koreascience.kr/article/JAKO201329438851081.page
https://isms.kisa.or.kr/main/isms/issue/?certificationMode=list&crtfYear=2017
https://ideas.repec.org/a/fej/articl/v9cy2012i5p57-71.html

