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Abstract This study aimed to improve the software quality in weapon systems by applying ISO/IEC 25023
to the software engineering process. The software engineering process in weapon systems manages the
Software Quality Requirement but has restrictively improved the software quality. Software quality items
are already defined and used for software engineering processes in weapon systems, but they are defined
inconsistently according to individual software development cases. Thus, the methods of quantifying
software quality are different, even though the same software quality is defined. In addition, the software
quality has been managed differently. The major problems of software engineering processes in weapon
systems are the unclear definition of the software quality requirements and the absence of quantifying
software quality standards. ISO/IEC 25023 is composed of eight quality characteristics and thirty-one
sub-characteristics. ISO/IEC 25023 provides measurement functions that can quantify the software
product quality based on its characteristics. To improve the software quality further, the measurement
functions in ISO/IEC 25023 are suggested to quantify and manage software quality for software

engineering processes in weapon systems. The expected effects of this study were analyzed.
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Table 1. Prior research on quality improvement method in weapon system software

View Institutional Method

Technical Method

O Quantification of Software Development
Process to evaluate involved groups.

O Select Metrics, Standards for Software Development Phase

O Introduce Software Reliability Testing Procedure which modified
Michael R. Lyu's Software Reliability Analysis Process for quality

Process | O Integrating Software Reliability Testing . . )
Procedure to Software Development improvement of weapon system software.
Process in weapon system O Using RADC (Rome Air Development Center) model,
P el ) Industry/Application type model, Shortcut model to get Software
Reliability prediction values.
. . O Evaluate importance of quality characteristics in ISO/IEC 25010 and
O Developing software quality assessment o . R N
| subcharacteristics in ISO/IEC 25023 using AHP analysis method for
model for Operation/Support Phase. I
software quality in weapon system.
O Recommended Quality Metrics in weapon system software.
11
100 X EAZI'rrLai'rLtainability metricsthat pass
O Specify three quality characteristics Maintainability = !
Product : 11

(Maintainability, Clarity, Testability) to
SDP (Software Development Plan), SQAP
(Software Quality Assurance Plan) to
evaluate software quality in
Development Test

- Aarity =

- Testability =

14
100 X< EAll Caritymetrics that pass
T

14

13
100 X< ZAll Testabilitymetrics that pass
1

13
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ISOMEC 25023 ‘ Subcharacteristics

Characteristics

Functional Completeness
| Functional Correctness
Functional appropriateness

Functional
Suitability

{ Resource utilization
Capacity

‘ Pc‘fﬂ!ﬂl]?lllcd
Efficiency

‘ Time behavior

“ o Co-existence
‘ Compatibility Interoperability
Appropriateness, Learnability,
Operability. User error
protection, User interface
aesthetics, Accessibility

‘ Usability

Maturity
Availability
Fault tolerance
Recoverability

‘ Reliability

Confidentiality
Secunty { Integrity, Non-repudiation
Accountability. Authenticity

Modularity. Reusability
‘ Maintammability | Analyzability, Modifiability,
Testability
Adaptability. Installability,

Portability ‘ Replaceabiliy

Fig. 1. ISO/IEC 25023 eight quality characteristics
and thirty-one subcharacteristics
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Fig. 3. Schematic diagram of research process
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Fig. 4. Software engineering process in weapon
system and Software Quality Requirement
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by applying ISO/IEC 25023 characteristics
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Table 3. One example of Software Quality Requirement
Identifier

Identifier R-O00-SQR-001

O Classified Identifier: According to
guideline of DAPA, SW classified identifier
should be applied when software is
designed

O Functional suitability: All the functional
requirement described in Software
Requirement Specification should be
constructed.

Requirements

O Reliability: Static test and Dynamic test
should be performed according to
Weapon System Development and
Management Manual.
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Table 5. One example of
Fault Tolerance
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in ISO/IEC 25023
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Table 6. Suggested method and Expected effects in weapon system software
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isti O Clarify Software Quality

Requirements.
O Up to 63% of software quality
improvement as Quality
characteristic applicable business

accounts for 63%.

O Selecting quality characteristics for
Software Quality Requirements using

ISO/IEC 25023 characteristics

O Using 86 Measurement function to

Institutional Method
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