Journal of the Korea Academia-Industrial https://doi.org/10.5762/KAIS.2021.22.5.394

cooperation Society ISSN 1975-4701 / eISSN 2288-4688
Vol. 22, No. 5 pp. 394-402, 2021

il RE YEYIE A B2AY 4 R 2d

HEOsm ATEY031}

Anonymous Blockchain Voting Model using the Master Node
Network

Jae-Han Cho', Lee-Sub Lee', Chang-Hoon Choi*

"Department of Computer Engineering, Kumoh National Institute of Technology
"Department of Software, Kyungpook National University

2 o A R} ALY 0MT FUTE AA g F7HEoIA de) BeER ek, Aol fAEeIA A=A,
Y, 29T FPYL AT Aol 7129 AR R ALT] BEAIL HEoH A7t APEo] gt o]
© BAY AE I8 HAHE 7148 §840] Bk Tet 7129 BEAAL ol 83 A% FE A2gSo] 4Ey
2 FE AT BT Ak AP FEL BAP AR Folol A o] 8PHE FaRe FE 490 8
3 A 2A0E AEHT Uk, £ ATAAE AR vhaE =E0] AES S8Tto] BEANL A FIEA
2go] e ABsHe BES AASIYT VA BEAANAY $3 B AADY] aTA] e ol 5L
oSt B5A = 23Ut AL AANA AP AT 9% WP Hol 1 LAl ndy LuelEe Aot
Shiet. 3 Aloke melo] tha Mokt 29 B0l iy £Ig s1&stdrt

Abstract Electronic voting systems have been widely used in many countries around the world since the
mid-1990s. In recent years, studies have applied blockchain to existing electronic voting systems in order
to provide reliability, fairness, and transparency for voters. This approach is highly useful as a
technology that promotes decentralized citizen participation. However, the existing electronic voting
systems using blockchain have not sufficiently considered anonymity. Lack of anonymity acts as an
important constraint in cases of small- and medium-sized voting, which is often required in
decentralized citizen participation. In this study, we propose a model that provides anonymity to a voting
system using blockchain by applying the concept of the master node in Dash cryptocurrency. First, we
define the differences in the requirements of the transfer and voting systems in blockchain. We propose
a parallel and autonomous model and algorithm to provide anonymity in the blockchain-that is, a
decentralized development environment. In addition, a discussion of security and the environment for

the proposed model is described.
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1. contract Voter:
2. defvote():

3. transaction.receiver = getSelectedCandidateFromUI()
4. transaction.amount = 1

5 masternode = selectMasterNode(this)

6 EnData = Encrypt(transaction, masternode.publicKey)
7

masternode.ballot_box.append(EnData)

Fig. 7. Transaction Encryption

H=

b. oy

FRAE 9AE AT AR 5E Aol
t}. 5713} glol U}éE] LTE AgHog MEsH
W EX ulAE LtEo] AZHoz MHE: Ha}
% (Load Balancing) 2417} @A 4= ot wahbA

A19] utAE LLEE AE5K= selectMasterNode(voter)
Fol|A Hol FdS A sfjof gt}

Fig. 8& Ho} 43 9% ggE&S HojEoh "41
AZRIOA = BIAE LEES AR Ugs) =
determisticOrdering()¥} Zt ufAE =EE9] 7]-/}},]
2737 ;Y ZH(Pseudo deterministic random value)
£ F38F= CalculateScore()E Al TSttt ol ARSI
7k LES0| 95U3t A|AR”olA Bl 5713 &Yol
glo] mtAE LEE9 &AE TRET

AR LEE9] A7 AAEH
7 BRAZE utAEH LEE Bl 4P o)F

O

w4 ook

Ol

398

~

no_vote_slots * 1.2 9} Zro] SE3St utAE L=
< gEgof shy, I F=0] WS A=E vkA
H Lo QI = HAo digh o571 Q= vrAH
=g Attt

1. library BEV library:
2. defselectMasterNode(voter) {
3. master nodes= determisticOrdering()
4. index =uniformRandom(voter.hash) mod | selected masternode list |
5. selected =selected master node list[index]
6. if | selected.votings |[=no vote slots+ 1:
7. selected = nearest of selected masternode with empty slot
8. return selected
9.
10.  def determisticOrdering():
11.  sorted master nodes=[]
12, scores=[]
13.  for(masternode in selected masternode list):
14.  n= CalculateScore(masternode);
15.  ifin>best score):
16. best score=n;
17. sorted_master nodes.append(masternode);
18.  return sorted master nodes
19.
20. def CalculateScore(masternode){
21.  nl =GetHash(masternode+ current mixing);
22.  n2=Hash(nl); /hash the POW hash to increase the entropy
23, return=abs(n2 - masternode_vin);
Fig. 8. Deterministic Ordering of Master nodes
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1. def counting():
if cur_state != counting return
for (i=0; i< |vote_slots |; i++):
if i< | ballot box |:
votings.append(decrypt(ballot_box[i]))
else:
votings.append(generateFakeVote())
votings.randomShuffling()
master_node= selectMasterNode(this)
. EnData = Encrypt(transaction, master_node.publicKey)
. master_node.ballot box.append(EnData)

. 11. Counting Step Synchronization
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Fig. 12. Information Schema recorded in the Blockchain
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Table 1. Feature Comparison among the Models
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Encryption Implementation
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