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Abstract Currently, the world is undergoing the 4th industrial revolution, and some technologies have
already been commercialized. The core technologies of the 4th industrial revolution include AlI,
autonomous driving, electric vehicles, and BlockChain. Because these technologies described above need
to be based on high security, the importance of security is increasing steadily. This paper reports a plan
to improve the security function of maintenance equipment by applying BlockChain technology, part of
the 4th industrial revolution, to maintenance equipment. The security function of the maintenance
equipment can be improved by incorporating the characteristics of the block structure, SHA256
algorithm, private key, and public key constituting the BlockChain into the maintenance equipment.
Furthermore, this paper discussed whether it can be applied to combat systems used in the army, navy,
and air force. This is followed by a discussion of ways to cope with problems that may arise from using
this technology. This paper is explained based on the Bitcoin block structure and describes what effect

BlockChain technology can have if it is applied to the defense industry in the future.
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Fig. 1. Explanation of block chain
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Fig. 4. Relationship with merkle root and merkle tree
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