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A Study on Application of Safety Design for Guided Missile
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Abstract Safety is an important objective of a system when performing its objectives and requirements,
but it is not applied universally to weapon systems. The importance of safety for weapon systems is
increasing, and practical countermeasures are needed. Therefore, it is necessary to establish a process
to perfectly perform a hazard analysis of missing safety requirements in implementing safety design for
weapon systems. This paper presents an application of safety design for guided missiles. After presenting
the safety design process for guided missiles, case analysis of the OOO missile was performed. First, after
identifying the preliminary hazard applied to the design checklist related to guided-missile safety, the
system design was carried out. A risk assessment was performed by hazard analysis applying FMEA
techniques. The risk assessment matrix was used to determine the acceptance of risk. As a result, risk
reduction measures were established for warhead safekeeping, missile restraint and release, booster
combustion, user operations, checking, and missile training. The recommendations for adding design and
safety devices, warning statements of manual and training are derived to reduce the hazard. In addition,
failure detection methods were derived in terms of sustaining major functions. The safety design

applications resulting from this study can be useful for the design of any guided missiles.
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Table 1. Summary table of prior Research and Analysis

Referen-
ces Classification Subject Applications
Number
Safety Corrugated steel
2 Assessment late structures
Procedure P
Safety Renewables
Safety
3 Assessment Interconnected
Assessment
Power System
4 Safety A gas explosion
Assessment or fire
Functional .
5 Safety Electronic
. Interlocking Unit
Analysis
6 Safety [mprovement Metro Train
. of Safety
Analysis -
Optimal
7 Supply Distributed
Reliability Power Lines
and Safety

Rt AFFS A1Bste] & =kl WAt ZokollA
Qbdol 7MY Fasittal wdEE R AA Eoro
A= g7 HES A ¢ A{shaAt gt
2 FEE A9 FAE A FHE WS A

|3ch, fegto] digh bdE AA FAE AARE F
Z4z19] g5l bRt AlE -8e 71sditt

Ris
o
Ris

j=ife]
T

>~

2. 28

2.1 Iz AT

B =RolAe] Fa ATEE
et ARoIH APATEAS
R0 | x84 93
HE A ZRAAS ARkttt

Fig. 13} go] %3}

AT A

Analysis of
Safety Procedure
Status

@ System Safety
Design Process
Proposal

)

Pre Study
Analysis

4
Case Study

@ Expectation
Effectiveness

Fig. 1. The Main Research Procedure for this Paper



WeH7|&et sl =2 A A22d A7E, 2021

2.2 N JHE

o Ao = A|AE] obHo] ZAY5IA] Qgrow, Afalr}
WSt Folo] BREUEA RARE F AAHd £7
ZAE AR oAl fly-fix-fly HLHo= AP
20 o] FHZupalolc}, AlAE QBAL 23} AAHA o5
F371 ol Hit 29 Sz e s ARk
fly-fix-fly " W20 ok ExtollA] vZ= Ut HA
o] A% Washy| Sl Akt dolur]E 7k
AL BAJYPLE fly-fixfly sk AU s}
Asle 388 4= 9l Hio] Eict 19664 ]
7t 27] Bt WA fEgE Fofof AJAF <t
tist A 24 o7t Yebgt) 19693 )=k
1-538310A A 755t MIL-STD-8829] X%
%E*}%it} 1977 MIL-STD-882A0l= 98
Ay 9 gazg gzt 2719tk 198449 MIL-

1.2 "bA

=

ml

[¢]

1

4 K
of

0.

H

i}

{
' I-N' rlr n

S

2L

%

A

Q.

01

r°‘

(o]
A=

A

OEr{l‘r

STD-882B& AlAE] QPSS “AJef 7} opd ‘&5’ o2 b
Stk 1993¥ MIL-STD-882CE A 2jo] ‘QkA9] &
ZH g X3 vnfeh W3S sk9ick. 20009 MIL-STD
882D+ Al2H QPAS] HolofA] bHS A ste}7] ¢
3 2k o7t B-87HsS Al gAaaE 2] 9

' 2 A=Al 2012¥ MIL-STD-882F= ‘518715
g AR FA3E D] A E Sleks T Haa
£ 29517 Yo & dAIge 24 fo] FxElom,

AAH] FEET] BE GA0A 28 &3t Hd, Ak
9 v]-89] AloFfolA 58753t BATE G5 9
g diRYoly & ] ¥, V& 9 Ve HEgoR

g o] = .

] 1AQ

2.3 OHHE QAL
) 1S 49 AR 87
| A=, Az s

R AT B A
Aol e, A9 2o
o FEY S AAwAo] o|2olx|A] ghect.
AARE ole] A7) glo] RFAIE WolSolH, gt
93 253 27AR] TS 7120l et 5
A 270 0] WA AAg SjERY
omReE Axg WY W A SR EY, AAg

1=
Q

A]

H

5, u18 8 Qo] Rl QJare mlAch wWeb, 17
Aol trejgl 7ol o] e BASH LT
2418 2945k Zo] Weldolct. Leixl EA] dhal
ol EAE A ole AL SHSIME o Hek

378

Table 2. At least Perspectives of System Concept[8]

Number Viewpoint of system concept
1 Functions of the product
2 What undesired functions the product should never
do
3 Range of applications
4 Range of environments
5 Active safety
6 Duty cycles during life
7 Reliability for lifetime
8 Robustness for user/servicing mistakes
9 Logistics requirements to avoid adverse events
10 Manufacturability requirements for defect free
production
11 Internal/External interface requirements
12 Installation requirements to assure safe functioning
13 Shipping/handling capabilities to keep the device
safe
14 Serviceability/diagnostics capabilities
15 PHM to warn users in case of an anomaly
16 Interoperability with other products
17 Sustainability
18 Potential accidents and abuses
19 Human factors
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Table 3. Probability Levels[1,8] Table 5. Risk Assessment Matrix[1,8]
D ipti Level Hazard Probabilit i
ccrpron e Far o everity Catastrophic Critical Marginal Negligible
Probability of occurrence greater 1) @ ?3) @
Frequent A than 0.1 Probabili
(continuously experienced)
Frequent . . . .
Probability of occurrence less than (A) High High Serious Medium
Probable B 0.1 but greater than 0.01 Probabl
(will occur frequently) ro(B(; ¢ High High Serious Medium
Probability of occurrence less than -
Occasional C 0.01 but greater than 0.001 Occasional High Serious Medium Low
(will occur several times) ©
Probability of occurrence less than Remote Serious Medium Medium Low
0.001 but greater than 0.000001 D)
Remote D A
(unlikely, but can reasonably be Improbable
expected to occur) ® Medium Medium Medium Low
Probability of occurrence less than .
Improbable E  |0.000001 Hlm(lgated Eliminated
(unlikely to occur, but possible)
Eliminated F Lr;;:azsbili n(if occurrence within the
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Table 4. Severity Categories[1]

Severity

Mishap Result Criteria
Category

Description

Could result in one or more of the
following: death, permanent total
disability, irreversible significant
environmental impact or monetary
loss equal to or exceeding $10M

Catastrophic

Could result in one or more of the
following: permanent partial disability,
injuries or occupational illness that
may result in hospitalization of at
least three personnel, reversible
significant environmental impact
or monetary loss equal to or
exceeding $1M but less than $10M

Could result in one or more of the
following: injury or occupational
illness resulting in one or more lost
work day(s), reversible moderate
environmental impact or monetary
loss equal to or exceeding $100K
but less than $1M

Could result in one or more of the
following: injury or occupational

illness not resulting in a lost work
day, minimal environmental impact
or monetary loss less than $100K

Critical

Marginal

Negligible
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Document the systemn safety
approach

!

‘ Identify and document hazards ‘

1

‘ Assess and document risk ‘

!

‘ Identify and document risk ‘

Mitigation measures

J

‘ Reduce risk ‘

]

Verify, validate and document risk
reduction

l

‘ Accept risk and document ‘

I

‘ Manage life-cycle risk ‘

Fig. 2. Process of System Safety[1]
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‘ System Requirements Analysis |
Identify Preliminary Hazard
(Design Check list)
‘ System Design |¢—
(Failure Mode and Effect Analysis)

Hazard Analysis |
‘ Assess Risk |

Accept Risk?

MManage Life-cycle Risk

Fig. 3. Proposed for System Safety
Design Process
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Table 6. Requirements of OOO Missile

Number Requirements

Seeker target capture distance shall be at least

1 OO km when engaged in O dB status

Ability to cope with electromagnetic interference
shall be capable of detecting/tracking targets in an
electromagnetic interference environment

Guided control algorithm calculation shall receive
target and flight information, calculate a guide
command and transmit it to the driving device

Power supply should provide the power required to
operate the main components

Safety and detonator shall be capable of maintaining
the safety and armament

Antenna communication distance should be up to
OO Km communication distance

Even if the guided missile fires accidentally, it
should be in the launch tube stably

Booster insensitivity characteristics shall have
combustion reaction class characteristics that do
not affect operation
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9 Angular velocity of the drive shall have a maximum
angular velocity of at least O deg/sec

10 Thermal battery operating time shall be maintained
for at least O seconds at the prescribed voltage

1 Missile shall be protected from salt or moisture that
may be exposed

12 When an emergency shutdown order is received,
the warhead shall detonate
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Table 7. Design Checklist related to Missile Safety

Number Safety Design Checklist Verify
1 Explosive train interruption(Fuze) v
2 Fail-safe v
3 Safety device v
4 Safety and arm device v
5 Safety Pin v
6 Safe indication v
7 Safety redundancy v
8 Design simplicity v
9 Design ruggedness v
10 Operated safety -
11 Operational status indicator -
12 Ignition system v
13 Explosive sensitivity v
14 Operator proficiency v
15 Fire enable provided incorrectly -
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Table 8. Hazard Analysis applied to FMEA of OOO Missile

FMEA
Risk Recommended Action
Safety Sustainment
Function Hazard Cause Effect rl R - -
Hazard reduction  |Failure detection
precedence method
Missile
1. Seeker tar'get Unable to capture target Seek‘er target function E| 2E BIT check
capture distance device fault .
disabled
2. Ability t
W'tlh1 v e Seeker target Missile
! i Unable to detect target R 8 function E| 2E BIT check
electromagnetic device fault .
. disabled
interference
3. Guided control Guided control Missile
algorithm Unable to guided control . function D| 2D BIT check
. device fault .
calculation disabled
Power suppl Missile
4. Power supply Unable to power supply PPy function D| 2D BIT check
fault X
disabled
- Unable to, keep safety . Unable to 1. Reflecting the design
5. Warhead status in case of Detonation . -
. L. . R maintain safe D| 1D of safety and arm
safekeeping sustaining of missile safe| device fault .
state device
state
6. Antenna Unable to communicate Missile
communication ‘ X Antenna fault function E| 2E BIT check
. of command transmitter K
distance disabled
le to k fet
e . Unable O, €ep satety . X Unable to 1. Reflecting the design
7. Missile restraint status in case of Missile restraint| . . : - )
X L X maintain safe D| 1D of missile restraint
and release accidental ignition of device fault . i
L state device and squib
missile
8. Booster . " Unable to 1. Reflecting the design
. - Unable to insensitive L A B
insensitivity Booster fault | maintain safe D| 1D of ignition safety
. booster .
characteristics state device
9. Angular velocity of| Unable to operate of |Driving device ‘Missile
. - R function E| 2E BIT check
the drive driving device fault K
disabled
10. Thermal battery Unable to operate of [Thermal battery Missile
operating time thermal batter fault function E| 2E BIT check
perating Y disabled
Unable to protect of Launch tube Missile
11. Missile protection , p function E| 3E Visual check
missile fault ;
disabled
Unable to operate Unable to
12. Emergc?ncy command receiver when Command maintain el 1E BIT check
detonation an emergency shutdown | receiver fault | emergency
order is received status
1. Reflecting the design
of launch key (safety/
Missile arm) on the console
. Unable to control of |User operation . 2. Reflecting the design
13. Users operations L. function D| 1D L
missile launch error . of safety/arm switching
disabled
assembly on the
launch tube
3. Conduct training
1. Reflecting the design
Launch signal transmitted User Unable to of missile simulator
14. Check of missile [to missile when checking check maintain safe C| 1C [2. Add as warning phrase|
missile error state to technical manual
3. Conduct training
1. Reflecting the design
L Launch signal transmitted - Unable to of missile simulator
15. Training of L L User training L .
- to missile when training maintain safe C| 1C [2. Add as warning phrase|
missile . error .
missile state to technical manual
3. Conduct training
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Table 9. Risk Scoring of OOO Missile

Risk Scoring

Function Risk Initial Risk Residual Risk
Number C P R C P R C P R
1 2 E 2E 2 0.000001 0.000002 2 0.000001 0.000002
2 2 E 2E 2 0.000001 0.000002 2 0.000001 0.000002
3 2 D 2D 2 0.001 0.002 2 0.001 0.002
4 2 D 2D 2 0.001 0.002 2 0.001 0.002
5 1 D 1D 1 0.001 0.001 2 0.001 0.002
6 2 E 2E 2 0.000001 0.000002 2 0.000001 0.000002
7 1 D 1D 1 0.001 0.001 2 0.001 0.002
8 1 D 1D 1 0.001 0.001 2 0.001 0.002
9 2 E 2E 2 0.000001 0.000002 2 0.000001 0.000002
10 2 E 2E 2 0.000001 0.000002 2 0.000001 0.000002
11 3 E 3E 3 0.000001 0.000003 3 0.000001 0.000003
12 1 E 1E 1 0.000001 0.000001 2 0.000001 0.000002
13 1 D 1D 1 0.001 0.001 2 0.001 0.002
14 1 C 1C 1 0.01 0.01 3 0.01 0.03
15 1 C 1C 1 0.01 0.01 3 0.01 0.03
Sub total [ | 0.028014] \ | 0.072015
Risk Index RI = Residual Risk/Initial Risk = 0.072015/0.028014 = 2.570679
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