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Abstract Due to the increasing importance of protecting information resources within an organization,
many organizations are making efforts to enhance information security by developing information
security policies, adopting the latest technologies, and reinforcing human resources. However, since the
security compliance of insiders can only depend on voluntary action, it is necessary to find a way to
improve their information security compliance intentions. The purpose of this study was to suggest
directions for improving the information security compliance behavior of insiders by applying social
capital and organizational justice, which are the motivating theories in mutual relationships. In this
study, a research hypothesis was established based on previous studies, and a questionnaire was
administered to office workers who applied information security policies to their work. The hypothesis
was verified by applying structural equation modeling. As a result of the analysis, within social capital,
relational capital and cognitive capital had positive effects on compliance intention, and distributive,
procedural, and information justice had positive effects on compliance intentions. In particular,
organization justice influenced compliance intentions through relational capital composed of trust. The
study is meaningful in that it suggests a direction for establishing an information security strategy in

terms of the relationship between an organization and insiders.
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1.369, RMR = 0.048, GFI = 0.933 AGFI = 0.913,
NFI = 0.956, CFI = 0.988, RMSEA = 0.032). E3t
a8 P4 el BHFEASFES 5t A HE )
o] SFAFHET} =2 AC0E Uyl

2boR, R Ay WaHYS Selst B
e Q9150 AL vt BEEAEE A
B2 g vlmste] BREARZO) AR glo] 2 1,
ek o] itk FEHITHA3), Table 2.9 BEA]
£ wpEaase] AFT gols, uAse 24 2

=

T A9l Qe W EHYAS SHESH

SEARE, 291 2Ho] FuASTE v w2 A 0= e
U, th3Ad 24 AASISITh 2iael 40
of thste] 82159 VIP(Variance Inflation Factors)
U2 Rl A, 22 ARAHA(1.670), A AR
AHA(1.811), AR ARIREA(1.635), w4 378/3(2.620),
Ax 37474(2.252), 181 HHE FHH(1.973) BF
10 oJstz Yeh g4 Al R AoE ofof
=t

Table 2. Result for Discriminant Validity

Variables 1 2 3 4 5 6 7
SSC 0.865
RSC 0.510* 0.815
CSC 0.463"*(0.449™| 0.800

DJ 0.539*+(0.544*+(0.576™ 0.714

PJ4 0.770 PJ 0.487**|0.581**0.508**0.697**| 0.775
1 0.804 1 0.527*%0.547*%/0.474*%0.636**0.556** 0.808
Information| 12 0.805 0928 | 0882 | 0.652 Cl [0.579*40.632"(0.608*40.707*40.702*0.625** 0.869
Justice 13 0.803
4 0.794 SSC(Structural Social Capital), RSC(Relational Social Capital),
CSC(Cognitive  Social ~ Capital),  PJ(Procedural  Justice),
Compliance CIl 0.727 DJ(Distributive Justice), IJ(Information Justice), CI(Compliance
b el iz | 0740 0953 | 0861 | 0.756 Intention)
CI3 0.728 *: p < 0.01
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Relational
Social Capital

IS Cognitive
Social Capital

'S Compliance
Intention

R’ = 0.6

H3a
0.159

IS Distributive
Tustice

1S Procedural
" Justice

1S: Information Security
*:ip<0.05
*p<0.01

Fig. 2. Results of the Structural Model
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Table 3. Summary of Hypothesis Tests (Main Effect)

Path Coefficient | t-value Results

Hla SSC — CI 0.059 1.258 Reject

H1 | Hlb RSC — CI 0.189 3.964** | Support
Hlc CSC — CI 0.145 2.887** | Support

H2a D] — CI 0.189 2.494* Support

H2 [H2b| PJ—CI 0.295 4.639" | Support
H2c IJ—CI 0.123 2.220* Support

H3a DJ — RSC 0.159 1.805 Reject

H3 | H3b | PJ — RSC 0.354 4.691* | Support
H3c IJ — RSC 0.278 4.212™ | Support
SSC(Structural Social Capital), RSC(Relational Social Capital),
CSC(Cognitive  Social ~ Capital),  PJ(Procedural  Justice),

DJ(Distributive Justice), IJ(Information Justice), CI(Compliance
Intention)
* p € 0.05 *: p <0.01
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