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Abstract With the advent of the 4th industrial revolution, each industry is using new technology, and
due to the many features and advantages of cloud computing, cloud services are being introduced to
countless industries around the world at an unbelievably rapid pace. With the rapid increase in the
introduction of cloud computing services, security vulnerabilities are increasing. The risk of personal
information leakage from cloud computing services is also expected to increase, and the dilemma of
personal information utilization and security is expected to intensify. Therefore, this study proposes an
Azure cloud-based security architecture configuration method that can be applied to improve personal
information security in Azure cloud services. The Azure cloud security architecture proposed in this
study is expected to help many businesses and institutions that hope to establish a safe and reliable

Azure cloud system.
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Table 1. Personal Information Leakage Incident

Cloud Vendor Leakage Incident Case
AWS('19.07) Hacking using F/W vulnerability
Apple(‘14) Leakage due to capture authority
ZenDesk(‘13.02) Hacking using SW vulnerability
Google('11.02) Deletion message using S/W error
MS('10) Leakage due to resource sharing
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3.1 Azure Well-Architected Framework
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Table 2. Security in Azure Well-Architected Framework

Security Area Azure Service

[1] Organization Risk Reduction Site Recovery

[2] Conform Governance/Regulation Policy, Advisor

[3] ID&Access Management AD, Activity Logs

[4] N/W, Infra Protection NSG, VPN, WAF
[5] Data Protection Key Vault, ASC
[6] Application, Service DevOps

[7] Management Just-In-Time
[8] Security Operation Sentinel, SC
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Table 3. Security Architecture Reference Model

Type Description
Standard

Native

Regulation based architecture

Native Service based architecture
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Table 4. Security Domain & Area

Domain Security Area Solution
DDoS Native
Firewall Native
N/W
IDPS 3rd-Party
SSL-VPN Native
DB Access Control 3rd-Party
DB/Storage
Data Encryption 3rd-Party
Server Access Control 3rd-Party
Server
Anti-Virus 3rd-Party
Web Firewall 3rd-Party
Application
Transmission Encryption Native
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Fig. 2. Native Security Architecture
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Table 5. Azure Native Service Verification
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