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Abstract Recently, with the progress in wireless communication technology and sensor devices, the IoT
environment that connects people with things and things with other things based on the internet is used
in various fields. The IoT (Internet of Things) environment must collect massive device information for
smart services, receive services based on user information, and control devices. Communication must
also be implemented based on a correct standard since various types of devices are used. However, a
review of existing studies or definition of standards shows that while continued efforts to make devices
lighter and a secure communication guideline are important, in most cases, there is public key
communication or secure but lower efficiency in calculation energy. At present, in IoT services,
PKI-based (Public Key Infrastructure Based) services that do not consider the number of sensor nodes
or Kerberos that is proven to be vulnerable are used. Therefore, in this paper, we propose a secure
protocol based on Distance-Bounding and Certificate-less. The proposed method was confirmed to be

lighter than the existing authentication method through simulation results.
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Fig. 1. Certificate-less Authentication
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Table 1. Proposed Notation

Notation Meaning
N, Np Nonce
MN Middle Node
ASN Application Service Node
ADN Application. Dedicated Node
KGC Key Generator Center
D Node ID
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Dp.qz Prime Number
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Fig. 3. ADN authentication protocol
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Table 3. Simulation Initial Settings

Simulation Initial Settings

Number of Node 30
Placement Area 20m*20
Control Center Location X=25m, y=10
ETX, ERX 50 nano]
Packet Size 6000 bit
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Fig. 4. Performance Analysis
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