Journal of the Korea Academia-Industrial https://doi.org/10.5762/KAIS.2021.22.11.442
cooperation Society ISSN 1975-4701 / eISSN 2288-4688
Vol. 22, No. 11 pp. 442-448, 2021

22AQ 7N 295A L AR A2

Blockchain-based access control and material management system

Kwang Hyoung Leel, Yong Hoon Jungz*
1Department of Software Engineering, Seoil University
*UniHubLAB

2 % 43 AdHY Aldold= 2549, AeAls, HdolE 5 FE| vt &-87HAeF S0l EobA|aL TRt
2opoll A-Estal lom, AR dFe A% ARE Hadole 7IER Ml th AR ZoklAe At
A 24 GAE A Fol dgS S8 TSk oy vjFg 9 59 AR 7)o QIjE A7 AYstaL Qltth
2 =olMs EFAQ 71N AREAR IDF gH] IDE EHBHL olF S5 EUSAIRE A el tidE St &5
Aol B4t AFgozA S| AALe] et EAIHS 25, AMEAL IDE AHHEE dAE + loH, 3UAUS
A E3F o] Zhssitt. Y] D= Al #E] 9 24, Arkeel 882 & ks Ao,
FF AT FEE G 7 UESF T Ajbete ALF s S50 AlRte] la, AR STl ARt §lo]
S

Abstract In the era of the 4th industrial revolution, the value and importance of information in
technologies such as blockchain, artificial intelligence, and big data is increasing, and the same is felt
in various other fields. This situation is also growing positively to minimize information for user
authentication. In material management, paper ledgers are used to prevent the loss of expensive
materials, but there are limitations in this method due to the incomplete or false information provided.
In this paper, the problem of false information was solved by issuing blockchain-based user IDs and
equipment IDs, creating access control and material management ledgers, and storing them in a
distributed manner in the blockchain. In the proposed system, a user ID can replace an employee
number, and a digital signature using public certificate can also be issued. The equipment ID is designed
to be used for inventory management, loss, and reprocessing, and hence automatic orders can be placed
in the future. In the proposed system, there are no restrictions on the blockchain, and it can be used
without restrictions on user terminals. In addition, since the user's personal information is not collected,
the problem of personal information leakage is prevented. The existing system's security, integrity,
convenience, and scalability were compared, and various attack methods, portability, and proxy use

were compared to prove the proposed system's superiority.

Keywords : Blockchain, Authentication, Digital Signature, Identification. User ID

E =72 20219% Mgt shedTalo] o8] ATElE.
*Corresponding Author : Yong-Hoon Jung(UniHubLAB)

email: jung7773@naver.com

Received October 5, 2021 Revised October 15, 2021
Accepted November 5, 2021 Published November 30, 2021

442



2SAQ e 2ABA 2 AR A2d

1. M2
FT 42 ARIEE AldielA E5A41]1 7, AsA
Higolg] 59 7]&e] F8A4] HaL 3lok. E=A]L 7]

5. Sl
&2 TRl HolollA Q1F, olge] 5ol ARgE 1L
o} 43 AHdE Y Aol HEO] Fa4do] ule- =
0] gt &8 717 ot ol BlblolE V&g AT
She FopollAe A gzt A 7|& 2 &8 7|&d
el @2 A7} o]Foix| 1 Qlek. HlglojE 7|&2 <l
*le 71&3t Agete] AUAaTE d A0 7|E]
I 9tk 71E ARRA Q1 2 HIAle] Hjoz:
ID/PW, RFZIE, 1541, FIDO(BARIZ) 5ol & At
S5 3 Qlc}. ojeh WS B4 A By AR E 99,
AAE ol digh BAES 7ML Qlck
FZ EABAE 3l A A5 HHalE Hgsta
Ao}, Aol wet Ql4lo] E7FsS EAES 71
o HHIY EL 7]& RF 7= WS F& ARgsha
ek X FolES 7|§tod FIDO 7]&o] ¥ AM&
=3 glout FIDO 7€ HEHS tiA] o2 Fd
E BA A B ARSI A Q14]o] EVRsT EAES
7HA3L Qlet.
AFsH= E2AQ1 719 2AEA D AR AlAE
A& MEL AREAL 1D A IDE WFste] &Y%
A E AT BEE Abeih AlQtohs Al A2 AL
|2 AT 2 EYEA Al L84 ﬂi‘é grgato] ZAk
£o] B7N53HEE AAste] 7|12 EAHE sldstelt.
T3t EY5A E AAdolol ﬂM 718& EEAQ
Ao A HAFEA o] gt F24 Esoict. At
Sk *1*‘%1011*1 EUBAE S8l *Hlﬁ AREAF 218}
o] 7]&& 1E9 o], ERP, MES, YAlC|E & tloksh &
o] %‘% 7}30}32 S aesto] AAIBA 3
oA Ajtsks AlA"oA AREER= AR ID, A
A 1D, YA, AT W 55 71&sit) 43004
AQteh= Al2"o] tigh Hoby, FAA, 7R84, HolA,
L 7|20 71E AAE v BAS B &

e USoIHH3]

99

R

d

<

2.

e

Ao

2.1 71E SUSH AlAY
71E EU8A A2RE RFIDE #2 olgali 910
o, 29 7] A8, 7HH)7], & THE, RFID 7= ¢

/gEtt. RFID 7H= 3412 oA dashke 7=t
HEAE A 94 &9 7= FEE REID 7k=
A2 AERIA 0] 7Rt 7hE Zgkste] AREAL 3l
u, HiEE] 30 2AI% JIME As) A BA, #4=
At Y AR 59 BARES 7L AH2]

2.1.1 ZHIY A 7|Hte] SRUSH| A|AH

Huky ff 719ke] EUBA AlA” A= 71E
T e mHRd qjor  FEd T
NFC(Near Field Communication) SAI%4]Z o]-8-5t
ot NFCE HIHE4 2718 74 SAVlez + 927
7t 10cm °|H9] AZolA] HolHE FIFor T4
% e 7lsolt

g f 7|5k EUEA AIA"EE FIDO 7&d 4
ARESE HFA o & Z1Ssl o, MHAA ARGE L 9l
= ABAIYNS 71€<] FIDO 71&2 HdHS 4 o
2 ARG A A] H[URSE 0|85t Algo] ks
3 ZAREE 7R U2l

Al RF 7}

gaow

2.1 2270l

22AQ1L 37 A FHE Belt ol BAk A
271eg ofulsie, B2 WESD0] olshe BE
AEAZE BE A N 5o doleg BAL Ashs
Vel BEARIA B2 ARL T o4 ol
7125 4RE ofnjdit. ofdl SRS Y T AL
o 580 Wt AR AAE 28 LI

Adiele BE 8RB o} AR ol
g W BE AgAL B HRE Yastu 2
9l Btk 71& A FHNAE 5 AHo] BE Hug

BPSEE F2o] Fopta, Hole pEs} Rst,
EEA /)& HolEE ofe] Fol e YuE A4

31 97 el $IMET} olgThe AL AT 2
S0l 02 Qx| AL Holate] A He]
o REE Sgsiorst] tlEe] 13 BrRsaheH4, 7).

Header Header Header

Prewous blodk
h q hash |
R .‘/ [ P Eh }_ r____,_’—""’ e Bk
a5 |1 i f— ath
it blockrai 1] Nt block o Heat blade hash
Body Body Body
Tiarsadionma i |

Black #0 Black #1 Block #M

Fig. 1. Blockchain Structure
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Fig. 3. Proposed system
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