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Abstract Data encryption is the foundation of information security. With the popularization of computer
network applications, the technology has good prospects for development. Due to the sharing
characteristics, data transmitted over the Internet is very easily tracked and stolen, so it is necessary to
improve security during transmission. Currently, symmetric encryption and asymmetric encryption are
most widely used. Symmetric encryption requires algorithms that use the same key for both encryption
and decryption, and is commonly implemented when a sender needs to encrypt a large amount of data.
Asymmetric encryption is suitable for small amounts of data owing to its long and slow encryption and
decryption times. In this paper, by studying both symmetric and asymmetric data encryption algorithms,
the advantages of both are combined into a hybrid algorithm. By comparing the hybrid algorithm with
DES and DH encryption algorithms, the results prove that the security of the hybrid algorithm exceeds
both of them. In particular, under a brute force attack simulation, the hybrid algorithm delivered up to

four times better performance than conventional methods.
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1. Introduction

Due to the rapid development of the Internet

and communication technologies, electronic

informatization data has gradually become

popular[1-3], but security issues have also
become prominent. Therefore, a method that can
effectively encrypt data is needed to deal with
the problem of information leakage. There are
many forms of data encryption technology in
modern computer networks. At present, the most
widely used are symmetric encryption and
asymmetric encryption. Symmetric encryption
requires encryption algorithms that use the same
key for encryption and decryption. Symmetric
encryption is usually used when the message
sender needs to encrypt a large amount of data.
Commonly wused algorithms in symmetric
encryption algorithms are: DES, TDEA, RC2,
Blowfish, SKIPJACK, RC4, RC5, IDEA, 3DES, etc.
The symmetric encryption algorithm is open, the
amount of calculation is small, the encryption
speed is fast, and the encryption efficiency is
high. But before the data is transmitted, the
sender and receiver must agree and save the
secret key. If the secret key of either party is
leaked, the security of encryption is impossible
to talk about. In addition, its use is unitary,
which also results in a huge number of keys for
the sender and receiver, and key management
becomes a burden on both parties. Asymmetric
encryption uses a public key and a secret key to
encrypt and decrypt data, respectively. The
public key is public and the secret key is kept by
the receiver. Asymmetric encryption has a long
encryption and decryption time and slow speed,
which is only suitable for small amounts. The
main algorithms are: RSA, ECC (elliptic curve
encryption algorithm), Rabin, D-H, knapsack
algorithm, etc. The advantage of this mode is
that the key management mode is relatively
simple, and the probability of confusion and

errors is small. The disadvantage is that the
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the
"fitness" with the keys held by all users, resulting

encryption process must fully consider
in a linear increase in the complexity of the
encryption algorithm.

There is no secure network in the absolute
sense, because data is stored, transmitted, and
processed in the computer network system. Any
error in any link means that there are insecure
factors. Computer network security includes
logical security and Physical security. Logical
security includes the security of information
integrity, confidentiality and availability. Physical
security is the protection of network system
equipment and related facilities from physical
Threats the logical security of

damage. to

network information include: unauthorized
access: identity attacks, fake identities, illegal
users entering the network system to perform
illegal and legitimate

operations, users

performing unauthorized operations. Service
interference: It refers to stealing the right to use
information  through illegal means, and
maliciously adding, modifying, inserting, deleting
or repeating irrelevant information, continuously
interfering with the network information service
system, slowing down the system response, or
even paralyzing it, which has a serious impact
Normal use by the user.

Literaturel4,5] proposed to use the initial value
sensitivity of the chaotic system to increase the
complexity of the key and improve the security
of data encryption, but this method takes too
long to encrypt and decrypt, and the efficiency is
too low. Literature[6] uses a ring topology for
asymmetric data encryption, but it requires a
delay time during operation, which reduces the
encryption efficiency. Literature[7] mentions a
data encryption method based on SQLite
algorithm. Although this method is simple, it is
easily affected by external conditions, making
the encryption result inaccurate[7].
this, this paper the

advantages and disadvantages of the Blowfish

Based on analyzes
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encryption method and the RSA public key
the

encryption method, combines two, and

proposes a hybrid algorithm(8].

2. Hybrid Data Encryption Method

2.1 Blowfish encryption algorithm
The Blowfish

symmetric encryption algorithm that can quickly

encryption algorithm is a
encrypt 64-bit strings. The Blowfish encryption
algorithm can quickly encrypt and decryptl9],
and the key length is variable.

Using the Blowfish encryption algorithm to
encrypt and decrypt data requires two steps:
pre-processing the encryption algorithm key. In
the design of the Blowfish encryption algorithm,
it will provide the source keys pbox and sbox of
the Blowfish algorithm, and they are fixed. Each
user uses the same set of source keys pbox and
sbox[10]. When encrypting data, you need to
prepare a key for encryption, and combine this
key with the source keys pbox and sbox to
generate subkeys key_pbox and key_sbox.
Encrypt data through key_pbox and key_sbox.
The of the Blowfish
encryption algorithm is shown in Fig. 1.

1,

symmetric encryption algorithm,

encryption process

As shown in Fig. since Blowfish is a

it is also
necessary to generate subkeys key_pbox and
key_sbox through key preprocessing during
decryption, but the order of encryption and

decryption using subkeys is reversed.

B

phax Key_pbox

Plaintext

Ciphertext

Fig. 1. Blowfish algorithm encryption flow chart
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In the Blowfish encryption algorithm, since the
length of the encryption key is uncertain, its
length can be changed. Although this brings
great convenience to the user when designing
the key, it also brings great hidden dangers to
the security of the data. Since the core of
Blowfish encryption and decryption lies in the
selection and confidentiality of the key, it is

necessary to improve the selection and
confidentiality of the Blowfish encryption
algorithm.

2.2 RSA public key encryption algorithm

Among the current asymmetric encryption
algorithms, the RSA algorithm is the most mature
public key encryption algorithm[11-16]. It is an
asymmetric algorithm that wuses a public
encryption key cryptosystem. The cipher system
of public encryption key is by adopting an
the
encryption key is different from the decryption
the

so that the known encryption

encryption algorithm method in which

key, and irreversible  algorithm in
mathematics,
algorithm key or decryption algorithm key is not
used. It is possible to derive another algorithm
key method, and its encryption algorithm key
can be disclosed for data transmission. The core
of the RSA public key encryption algorithm is to
use the factorization of the product of two large
prime numbers, which is a type of np problem,
so as to realize the wunsolvability of the
encryption key to the decryption key. The RSA
encryption algorithm generates the public key
and the private key of the encryption algorithm
through two large prime numbers and some
related data. The public key is used for the
encryption algorithm of the data, and the private
key is only used for the decryption algorithm of
the data. The detailed structure of the RSA

encryption algorithm is shown in Table 1.
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Table 1. Detailed composition of RSA

Name Constitute
Prime number Pand @
Common modulus N= P*Q

AN=(P-1)(@-1)

Euler function

1<E{F(N) and with F(N) relatively

Public key E .
prime

Private key D D=F Y(mod(P—1)(Q—1))

c¢=mPmod(V)

Encryption

m = Pmod(NV)

Decrypt

As shown in Table 1, two prime numbers P
and @ need to be selected first. In order to
increase the difficulty of cracking, a prime
number with a larger number of digits and the
same number of digits is generally selected; the

common modulus V is equal to the product of P

and Q . Euler function
F(N) = (P - 1)(Q — 1). The public key E is
expressed as a random number with 1<E<F(N)

and relatively prime to F(N). The private key D is
expressed as D= E~'(mod(P —1) (Q — 1)),
where mod is the remainder; suppose ¢ is
ciphertext, m is plaintext, and the encryption
c=mPmod(V). The

method is m =c¢”mod(V). The public key is

method s decryption
composed of £ and /V, and the private key is
composed of D and /V [17,18].

In the RSA public-key encryption algorithm, if
there is only one set of keys, this can only
complete the transfer of information from one
party to the other, and at least two sets of keys
are required to transfer information to each
other. The basic flow chart of using the RSA
encryption algorithm to transfer encrypted data
between users is shown in Fig. 2.

As shown in Fig. 2, if user A wants to receive
information from user B, he first needs to upload
his public key A to the public network. User B

obtains the plaintext 1 that needs to be sent for
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A public key encryption from the public network,
and puts the secret After text 1 is uploaded to
the public network, user A can use his A private
key to decrypt, decrypt the ciphertext 1 into
plaintext, and then obtain the plaintext 1 sent by
user B. A user's sending file also requires such a

step, and requires the use of another set of keys.

Sender receiver
Plaintext 1 } -{ A public key B public key B private key + Plaintext 2
> "‘\\ N *

/ u ™
Ciphertext A public B public Ciphertext
1 key key 2
ra(e'war\ ) \‘/ Sender
Plaintext 1 Aprivate Apublic B public Plaintext 2
key key key

Fig. 2. Basic flow chart of information transfer
between users

With the continuous development of human
ability to seek prime factors, in order to ensure
the security of the RSA encryption algorithm, the
public modulus N must be at least 600 bits of
complexity. The data operation cost during
encryption and decryption is very high, and the
efficiency of encryption and decryption is very
low. Compared with the symmetric encryption
algorithm, the efficiency will be hundreds of
times lower, and with the rapid development of
the

technology, the length of the public modulus N is

large number decomposition factor
also increasing rapidly, which is not conducive to

the standardization of the data format[19,20].

2.3 Hybrid encryption algorithm

Through the above analysis, it can be found
that the use of Blowfish algorithm and RSA
public key algorithm to encrypt data has their
own shortcomings. Therefore, this article will
combine these two methods and introduce the
MD5 algorithm to digitally sign the ciphertext to
verify the integrity of the file. It can prevent data

loss and improve the security of encrypted data



SHEARSH| &38| =2 A A2238 Al11%, 2021

the

encryption and decryption. Now suppose that

transmission and efficiency of data
user A needs to transmit some data information
to user B, and the data information is M.

To send data message M to user B, user A
needs to prepare the public key of Blowfish
encryption algorithm, MD5 algorithm and user
B's RSA encryption algorithm. The operation
process of the sender is shown in Fig. 3[21,22].

As shown in Fig. 3, the sending end of user A
needs to encrypt the electronic file by using the
Blowfish encryption algorithm to obtain the
ciphertext of the official document; then encrypt
the key of the Blowfish encryption algorithm
with the public key of the RSA encryption
algorithm received from the public network. The
ciphertext of the Blowfish key will be obtained;
finally, the ciphertext of the official document is
digitally signed by the MD5 algorithm, which can
verify the integrity of the data transmission. The

Feapnte

security is very high.
RSA
RSA public
? elgorithm
Blowfish key }—} sgeriten

Private use

Fig. 3. Flowchart of the sender operation
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There are five data that user B needs to
receive, which are Blowfish key ciphertext,
official ciphertext, MD5 algorithm public key,
signature block, and hash function for digest.
Fig. 4 below shows the operation flow of the
receiving end.

As shown in Fig. 4, it is first necessary to verify
the security and integrity of the source of the
official ciphertext. Use the MD5 algorithm public
key to decrypt the signature block and compare

it with the ciphertext digested by the hash
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function. If the same, then the source is safe and
the file is complete. Otherwise, the sender needs
to resend it; then decrypt the key ciphertext with
the private key of the RSA encryption algorithm
to obtain the key of the Blowfish encryption
algorithm; finally, pass the key pair of the
Blowfish encryption algorithm. By decrypting the
of the the
electronic file M can be obtained.

ciphertext official document,

MDS public key

Signature
verificatien

h 4

Hash function

Receive data }-}
ul Official
document key
A
Key ciphertext ‘—’

Fig. 4. Flow chart of receiver operation

Blowfish
decrypticn

Electronic file
M

RSA private

i Blawfish key

>

2.4 DES encryption algorithm principle

The DES encryption algorithm is mainly

the
algorithm is a block encryption algorithm. It uses

derived from Lucifer algorithm. This
64 bits as the data packet unit to encrypt and
protect the grouped data. Then, the 64-bit group
of data is encrypted and protected. It is input
into the system in the form of plain text, and the
system uses the DES encryption algorithm to
convert the plain text into cipher text, and
outputs the cipher text from the other end. The
DES

algorithm, and the same algorithm is used in

encryption algorithm is a symmetric
both data encryption processing and data
decryption processing. The length of the key is
usually 56 bits, and 56 bits of data can be
arbitrarily selected. Therefore, a small amount of
data is called a "weak key". Therefore, in order to
improve the confidentiality of data, technical
personnel should pay attention to the application

of the key. In addition, when the DES encryption
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algorithm performs block encryption processing
on 64-bit

replacement to divide the plaintext into the

plaintext, it needs to use data
following two types, one is the left half of the
data, and the other is the right half of the data.
The length of these two types of data is 32 bits.
Then, the key is used to effectively combine the
left half of the data and the right half of the data,
and the inverse permutation method is used to
realize the encryption and protection of the data,

the

reliability and security of data transmission lay a

in order to further improve stability,
solid foundation. It can be seen that the DES
encryption process mainly involves the following
points: (1) Re-ordering is used to group the
plaintext in a group of 64 bits, and then initialize
it and replace it, so that the length is 32. The left
half of the data and the right half of the data. (2)
Iteratively process the two halves of the data to

obtain 16 transformations. (3) Using inverse

permutation, the two halves of the data are
swapped to generate the corresponding
ciphertext.

3. Analysis of Experimental Results

the

of encryption

In data information communication,

advantages and disadvantages
systems are mainly reflected in two aspects:
security and data encryption and decryption
time. In order to verify the effectiveness of the
hybrid data encryption technology designed in
this article, the hybrid encryption algorithm
designed in this article is combined with DES
encryption. The algorithm is compared with the
DH encryption algorithm, and the efficiency and
security of encryption and decryption are

analyzed[23,24].

3.1 Encryption and decryption work
efficiency test

Three algorithms were used to encrypt and
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decrypt the data volume of 0.5G, 1G, 2G, 5G, 10G
and 20G, and many experiments were carried
out. The average time for encryption and
decryption of these three data encryption
algorithms is shown in Table 2[25,26].

The DES encryption algorithm is compared

with the hybrid encryption algorithm. Because

the hybrid encryption algorithm has more
operation steps than the DES encryption
algorithm, and the asymmetric encryption

algorithm RSA is required to distribute and
manage the keys of the Blowfish encryption

algorithm, more additions are needed.

Table 2. Statistics of the average time of encryption
and decryption

Data size DES DH Hybrid algorithm
0.5G 77 7,789 152
1G 103 12,534 167
2G 212 25,765 251
5G 389 42,376 412
10G 613 65,786 630
20G 1,031 124,679 989

Decryption time, but because the Blowfish
algorithm in the hybrid algorithm itself is shorter
than the encryption and decryption time of the
DES algorithm, as the amount of data increases,
the efficiency of the hybrid algorithm gradually
exceeds the DES algorithm. Compared with the
DH algorithm and the hybrid algorithm, the
efficiency of the hybrid algorithm is more than
100 times that of the DH algorithm. Because the
asymmetric algorithm involves the calculation of
large prime numbers and requires a large amount
of calculation, the DH algorithm is not suitable
for large data files. Encryption[27,28].

3.2 Data encryption security test
It is tested by checking the balance of ASCII

value of cipher text characters and brute force
cracking. In order to test the ability of the hybrid

algorithm designed in this paper in terms of data
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balance, this article counts the ASCII value of the
ciphertext characters of the hybrid algorithm,
DES algorithm and DH the

distribution results are shown in Fig. 5 [29].

algorithm, and
Analyzing Fig. 5, it can be concluded that the
distribution of the characters in the ciphertext
encrypted by the hybrid algorithm is relatively
balanced, while the distribution of the characters
in the other two methods is relatively scattered,
with relatively large fluctuations. Analyze the
distribution law of the ASCII value of the
ciphertext data, and then use the statistical
distribution law of the frequency of use of each
character in life, and the password can be
deciphered. If the frequency distribution cannot
be changed, there will be a risk of being cracked,
but the hybrid encryption algorithm designed in
this article can prevent this cracking method
well.
Hybrid algorithm |

The DES algorithm
(W] DH algorithm

in the ciphertext

Percentage of each character

200 00
Data quantity/fien thousand

00 500 60D

Fig. 5. Statistics of ciphertext ASCII value

In order to test the effect of the hybrid
algorithm against deciphering in practice, the

brute force deciphering method is used to test its

safety. This article wuses DES encryption
algorithm, DH encryption algorithm and hybrid
algorithm to encrypt 200K data, text files,

pictures and multimedia videos, and then uses
FTP protocol to make it transmitted in the local
area network. Perform data interception, and

then brute force the four types of data. The
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brute force data packet uses a desktop computer
with Intel i7-10700K processor, and it is set to
within 15

minutes. The results are shown in Table 3.

repeatedly decode it five times

Table 3. Statistics of brute force cracking

Type of data DES DH Hybrid algorithm
Data 4 1 1
Text file 4 1 0
Picture 2 0 0
Multimedia video 0 0 0

It can be seen from the data in Table 3 that
the hybrid algorithm designed in this paper has
a better data security effect than DES and DH
the of

encryption, the Blowfish encryption algorithm

algorithms.  From principle data
used by the hybrid encryption algorithm has
higher than the DES

algorithm, and it manages the key of the

security encryption
Blowfish encryption algorithm through the RSA
encryption algorithm, which can further improve
the security. The RSA encryption algorithm and
the DH encryption algorithm have similar core
the

mathematical theory that large prime numbers

theories. They are both derived from
cannot be decomposed into prime factors. The
hybrid encryption algorithm adds the Blowfish
encryption algorithm to this layer of encryption,
so hybrid encryption The security of the
the DES
algorithm and the DH encryption algorithm.

algorithm  surpasses encryption

4. Conclusion

Network security has become an important
issue in people’s lives. Aiming at the hidden
dangers of information security in computer
a new type of data encryption
This

combines the Blowfish encryption algorithm and

networks,

technology is proposed. technology
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the
problem of symmetric algorithms in conventional
difficult
management, and low efficiency of asymmetric
By
comparing the hybrid algorithm in this study
with the DES algorithm and the DH algorithm, in
the encryption and decryption efficiency and
the hybrid
algorithm is increased by 100 times and the

the RSA encryption algorithm to solve

technologies.  Security issues, key

algorithm encryption and decryption.

security test, the efficiency of

security level is high. When considering average
time of encryption and decryption of 20G Data,
Hybrid algorithm(989) showed better result than
DES(1,031) and DH(124,679).
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