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Abstract Since security in"Weapon System Software Development and Management Manual,jonly covers
the battle management system, it is necessary to improve security in weapon system software. To this
end, we examine a method to improve the security of weapon system software by applying the security
measures of the ISO/IEC 25023 standard. It provides measures including associated measurement
functions for the quality characteristics in the product quality model. Here, we propose a method to
supplement the software requirement specification and measure security quantitatively according to the
security measures of the ISO/IEC 25023. Also, we add the 'availability," one of the CIA triads, to acquire
security-enhanced software in weapon systems. Finally, we propose a guide for writing software that
applies the proposed method and apply it to the test phase of the weapon system development process.
In conclusion, we contribute to improving security in the weapon system software development process
by quantitatively measuring security and proposing a method that can manage this process from the

requirements phase to the test phase.
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Table 1. Quality Measure name and Description of
subcharacteristics in security characteristic
Subcharac| Quality measure .
. Q Y Description
teristics name
What proportion of confidential
Access .
. data items are protected from
controllability .
unauthorized accesses?
How correctly is the
Confident |Data encryption |encryption/decryption of data
iality correctness items implemented as stated in
the requirement specification?
Strength of . .
o ti raphic What proportion of cryptographic
P . grap algorithms has been well-vetted?
algorithms
To what extent is the data
Data integrity corruption or modification by
unauthorized access prevented?
Internal data To what extent are the available
corruption prevention methods for data
Integrity |prevention corruption implemented?
What portion of memory accesses
with user input in software
Buffer overflow
cevention modules has been done bounds
P checking for prevention buffer
overflow?
. . What proportion of events
Non-repu |Digital signature p P L .
- requiring non-repudiation is
diation usage . . .
processed using digital signature?
. R How complete is the audit trail
User audit trail i
concerning the user access to the
completeness o
Accounta system or data?
bility For what percent of the required
System log . s
X retention period is the system log
retention . .
retained in stable storage?
Authentication How well does the system
mechanism authenticate the identity of a
Authentici | sufficiency subject?
ty What proportion of the required
Authentication prop 4

rules conformity

authentication rules is
established?
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Fig. 1. Software quality element requirements in
SRS guide
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Fig. 2. The SRS writing guide including suggested
security requirements
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Table 2. Measurement function and Expected result
according to ISO/IEC 25023

Measurement function Expected
result
[Confidentiality]
X=1-A/B
A = Number of confidential data items that can be 1.0
accessed without authorization ’
B = Number of data items that require access
control
[Integrity]
X=1-A/B
A = Number of data items which are actually
corrupted by unauthorized access 1.0
B = Number of data items for which data
corruption or modification have to be
prevented
[Availability]
X = A/B
A = System operation time actually provided 1.0
B = System operation time specified in the
operation schedule
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