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Abstract With the advent of the era of the 4th Industrial Revolution, cyber security related to control
processes in industrial control systems, including smart factories, is becoming very important. In this
paper, we developed deep learning models to detect abnormal signatures that may occur in the
industrial control system due to cyber-attacks. Our anomaly detection research adopted the SWaT
(Secure Water Treatment) data set used in process simulation of the water resource systems. Considering
that the signals generated by the industrial control system are time-series data, we developed RNN
(Recurrent Neural Network), LSTM (Long Short-Term Memory), and GRU (Gated Recurrent Unit) deep
learning models. To evaluate the anomaly detection performance of these models, we implemented
existing Precision and Recall evaluation indicators as well as RP (Range-based Precision), RR
(Range-based Recall), TaP (Time-Series Aware Precision), and TaR (Time-Series Aware Recall). From the
results of the anomaly detection experiment, it was confirmed that the RNN model in the TaR shows

excellent performance compared to the existing model, and the GRU model is supreme in the TaP.
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Fig. 1. Structure of RNN algorithm
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Table 1. Number of attacks per category

Attack Category Number of attacks
SSSP 26
SSMP 4
MSSP 2
MSMP 4
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Table 2. Notation for range-based evaluation

Notation Description
. th
R, R. set of real anomaly ranges, the % real
' anomaly range
th
P, P, set of predicted anomaly ranges, the J '
J predicted anomaly range
number of all points, number of real
]V,]Vr, ]\/;D anomaly ranges, number of predicted
anomaly ranges
« relative weight of existence reward
overlap cardinality function, overlap size
’Y()’ w()’ 6() function, positional bias function
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Table 3. RNN based anomaly detection results

RNN
time step| Precision | RP TaP | Recall RR TaR
30 0.16 0.06 | 0.10 0.93 0.08 0.54
45 0.12 0.50 | 0.05 1.00 1.00 0.5
60 0.12 0.50 | 0.05 1.00 1.00 0.5
75 0.16 0.06 | 0.08 0.94 0.76 0.62
90 0.12 0.50 | 0.05 1.00 1.00 | 0.50
100 0.12 0.50 | 0.05 1.00 1.00 | 0.50

Table 42 LSTM Z29] ZAijo|t}. LSTM =d9] H4
£ 2E B A" A7t g Ugth 1 FolA B
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Table 4. LSTM based anomaly detection results

LSTM
time step| Precision | RP TaP | Recall RR TaR
30 0.88 0.08 | 0.21 0.66 0.46 | 0.28
45 0.81 0.07 | 0.19 0.67 0.47 | 0.37
60 0.33 0.07 | 0.10 0.75 0.58 | 0.65
75 0.42 0.06 | 0.10 0.73 0.52 | 0.51
90 0.22 0.08 | 0.09 0.76 0.60 | 0.66
100 0.39 0.06 | 0.12 0.76 0.57 | 0.57
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o|7} Yt} o]E &3] GRUZF AAACR 7FF A5o0]
£2 olgHT WA mdYe eIt 4 gk

Table 5. GRU based anomaly detection results

GRU
tsitrzs Precision RP TaP Recall RR TaR
30 0.57 0.14 | 0.30 0.04 0.38 0.22
45 0.79 0.06 | 0.18 0.68 0.45 0.35
60 0.95 0.12 | 0.47 0.64 0.39 0.32
75 0.56 0.14 | 0.33 0.06 0.44 0.28
90 0.55 0.13 | 0.32 0.07 0.44 0.37
100 0.42 0.08 | 0.19 0.08 0.47 0.38
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91| Table 3, 4, 55 &3l AT 37H4] 2d F #
9] 715t ol A5 o RNN Zd2 #5s}x] ¢

= A 4 et E3h, e Ao whet HdY
T2 A g9 A=S dAsto
Ag FEoF T2 & 4 Sk
7NE NASHs 2d A7} ojd A
ATE H|wE Aotk WA iForest
£ B7F el AUEet Aol HE
g} B3k =25 Ho|A|NE He| 7|9t 7} w2
71 @2 $35 Holth, OCSVM 2E2 iForest 2@
Hr} TaP, TaRgto] &2 2 gRIT 4= Sl

B =FojA AAg RNN, LSTM, GRU 3714 2%
iForest LEET} £2 58 Hol& AL IR 4= 9
t}. OCSVM 2@HT}t RNN, LSTM 2€9] TaRgto| &
29k TaP g+ wom OCSVM HEAH T Zho] Ajo]
7} At kAR AQket 2¥ F GRUE TaR3k HlI
2 QA9 TaP #o] 2 4714 ZdET 209 TaP,
TaR ¥ go] =2 ZAS EAT 4= Ut

Ad A3, 2 =FoflA] AQIg GRU Zdo] 7|& o
7F 719]] AEE A ;A 0.952 7P =koH, Ad
€ A#oJA RNN Hdo] 0.942 7129 OCSVM,
iForest REETI =2 ZA3E Bl ESH HY 7|4t
37t 71 TaP A 3#ollAf 7]&9] d4H OCSVM 2
Bt} GRU 2do] 0.472 &2 £A& HJt} TaR A
H GA] & =FofA AQkst LSTM EElo] 0.652 7H
2 SAE Btk

AEHOF o JAT & AF A3, 7|E Bdi} v
wske] TaR B A #o|A = LSTMO], TaP WA A HE
A= GRUZF 958 5= UehdS ERlstqit. o
AT HA BdS AAT o AEE, LT BF F2
st F 19| Rjol7t 2g4E £2 Bdoth, E =F
oA F@g ®¥dl % GRU 2do] TaR9) Zh2 LSTM &
Azt v u S o AN F AR 2o|7p IX] gO
2 7P Aeet mdojgtal & 4= Qi

Table 6. Detection Results using SWaT dataset

Precision| RP TaP | Recall | RR | TaR

OCSVMI8] 0.17 0.14 | 0.17 0.85 | 0.61 | 0.55
iForest[9] 0.30 0.04 | 0.05 0.74 0.52 | 0.04
RNN 0.16 0.06 | 0.08 0.94 | 0.76 | 0.62
LSTM 0.33 0.07 | 0.10 0.75 | 0.58 | 0.65
GRU 0.95 0.12 | 0.47 0.64 0.39 | 0.32
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