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Abstract The recently proposed lightweight block cipher algorithm PIPO is designed to minimize the
number of nonlinear operations to mask effectively. Moreover, this algorithm is one of the
countermeasures against the side-channel analysis. The PIPO cryptographic algorithm can directly apply
the masking method to nonlinear operations of vulnerable S-Layer and use a pre-computed masking
table to defeat the side-channel analysis. This research confirmed that even if a pre-computed masking
table is applied, unintended side-channel leakage occurs due to coupling vulnerabilities and other
reasons. The research also confirmed that the secret key can be recovered in the first-order correlation
power analysis. In addition, we proposed two types of table-based masking methods of the S-layer
operation using a pre-calculation table and analyzed security and efficiency. As a result of comparing
resistance and execution time against first-order correlation power analysis, we confirmed that the
proposed methods take more clock cycles than the classical masking methods. But, the proposed

methods can defeat the first-order side-channel analysis with less memory requirement.
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Fig. 1. The units of S-box operation and state
matrix stored in 8-bit registers.
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Algorithm 1. Generate a masked table MSS using a SS‘
INPUT

Input mask M

Output mask A,

Table SS,

Empty masked table MSS
OUTPUT Masked table ﬂJSg

1 for 4=0 to 255 do
MSylie M) ~ Silile M,
end for

return M SS

2
3.
4

Fig. 2. An algorithm for generating a masked table.
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Fig. 3. The overall structure of the classical
masking scheme for the full table S;.
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Mo’ = 0;

Mo’ |= (Mo & 0b1) * (Mo ») 6) & 0b1)):

Mo = Mo 1

Mo’ |= (Mo » 4) & 0b1) * (Mo »» 7) & 0bD)):

Mo’ = Mo  1;

Mo’ |= (Mo » 0) & 0b1) * (Mo »> 5) & 0b1)):

Mo = Mo ( 1

Mo |= (Mo »> 1) & 0bl);
Mo’ = Mo  1;
Mo’ |= (Mo )) 2) & Obl);
Mo = Mo 1

Mo’ |= (Mo »> 3) & 0b1) * (Mo ») 7) & 0b1));
Mo = Mo « 1;
Mo |= (Mo »> 4) & 0b1) " (Mo »> 5) & 0b1));

Mo’
Mo’

=Mo" (' 1;
[= (Mo > 3) & 0b1) * (Mo »> 6) & ObD)):

Fig. 5. Calculation code of A using M,
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Fig. 6. Experimental setup using ChipWhisperer
platform.
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Table 1. Comparison of the clock cycle and additional memory size according to the countermeasure.
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