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Abstract Recently, a lightweight block cipher PIPO (Plug-In Plug-Out) has been proposed considering
cryptographic operations in the IoT environment. The PIPO used a bit slice method for high-speed
implementation and was designed to emphasize minimizing non-linear operations. Since the lightweight
block cipher algorithm operates in the [oT environment, the resistance of the side-channel analysis must
be verified. This paper shows that a power-based side-channel analysis can sufficiently leak the secret
key of unprotected/protected PIPO. The side-channel analysis uses the ChipWhisperer platform and
target board with Atmel ATxmegal28 MCU. This study also proposes two non-linear masking methods
applied to logical AND and OR operations, which can defeat the first-order power analysis attack on
PIPO. As a result of implementing the proposed masking methods and shuffling technology, we
confirmed that the leakage of the secret key could be prevented. In addition, we confirmed that the
proposed countermeasure could be utilized without a huge overhead by using the masking reduction

method.
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X151
X(6]
Xi71

Output (64-bit)

Fig. 1. Structure of PIPO block cipher.
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2% 9% PIPO 7EL 918 WAF vpAY 7Y

Plain text(Row) Hex
Xy 0 0 1 0 0 1 1 0 | Ox26
X1y o 0 0 0 0 0 0 0 | 0x00
X2l § 0 0 1 0 0 1 1 1 | 0x27
X3 0 0 0 1 1 1 1 0 | Ox1E
X4 g1 1 1 1 0 1 1 0 | OxF6
Xl j 0 1 0 1 0 0 1 0 | 0x52
xel g 1 0 0 0 0 1 0 1 | Ox85
X714 0 0 0 0 1 0 0 1 | 0x09
Hex | 50 | 30 15| 38 | 88 | 56D | 3D | C4

Fig. 2. State array of PIPO encryption.
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Power Leakage Model

Fig. 3. Key guessing model and power leakage
model for bit slice implementation.
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Fig. 4. A result of CPA on whitening key.

754

AR 8L ARk R o Ho] A48
AOR el BlE Setol @A HAo] et

A HASTA Tk ol ERAINE BAY B
Aol thSsHe PIPOS AABHEA HlAY nkag e 9)

3 12} mpAolA AREE ISW-AND 9 ISW-OR 7]
He J8% = AS A vk AoH16,171. 1y
AlY Ay A=Y Gy 507 ) ISW W= 3Z
FoketnE 2 =FollAe 32t g FEol gt 4l
o] H]Ag ARl AND, ORQ &9 upAIghe AXRSE
£ A2 npay] S AR

Ajtekes WS Asty] 918, AND Ei= OROJA
AEERE S el 7 QA 2 a, b} o,
77y wpAaE nA57F XOR"E e
=0 my, b, =be m,olet kA EA9] Y2 o]

@ =9 @4k "(AND &2 OR)oll diste] b <

N

[e)

il

my, Mo,

S]

g st nlad ME B ol
a, b,=(a ble M )

Hhef o 1Ak - o] XORelEH,
< mye m,2 GA ALE $ oH M
AolA art v9] FEE k. &, TheT} B2
3t

a,e b, =(ae b)e M
@

Jdd - o] HJAY FARI AND -2 OR 944te] 3
Qo Mg BIHOR g 4= glojof gith wEbA
AND 934t tigh &9 vkad My, ¥) ORO Higt &
g ukAT Mpps 37] 9lsiA= offle] & 548 v
SHe Myt My Z42) Zhotok gt oj7]4 Fag
HE M Mop= 23 a,), b, my, my9 $20F
gk #E=|ofof 5k Ak gollA] alt b HH AMEE
A] gfotof AFH A vk 4 Qlrk

Ay A bm = ((l/\ b)® MAND

M=m,e m,

®)
©

a,v b, =(av b)e My,

4.1 AND Qi&H0f| ChHot DA

WA, AND dAte] gt mAaaghE AXsH] fsl
a, b, my, my] BE HES] FeE M HAh HE
1-HEQ] 232 2'7)9] AL-9] 57} ZA5HH, o|&
A3t X277} the Table 17} 2t} XE#9o] &=
L BEHE 239 5] My, = (ar b)e (a,,a

H

=]

L

jIE

S
~

m
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£ AR Zolth. 4714 a,n b, YT QA T
A AxtElE gholw My an be] mEAIGO] Ho
a,b,m;, my° Wt M, 9 FTHE AZERE HH
Fong ol A= =T4og #HSH| 5 712
% W(Karnaugh map)& AT & Aot IHY
M yyp PFAAS] AL vAT A3 5 12 7= A%
7t 674, 0 7HE A7t 10712 B33 495
7HA €t oA"Y &Y npAate] E4F BAV T
st ojZlo] A AHI} Eo] BASH B Ff
Hg7|eke] Aeg 1R meld £% Qlrh
waba] wpAT A3kl el 07} 19) A7t 43S
O|RFLE AHAY dgrt ot dzE=x HIHQ
RM,y, @ Mol AR W4 r& XORS
Myype 2 HAAA = ok 1 23 FHQA vkA
AL RM S 02 19] 7} 5YSHA =of wpAagk
Sl -4"]' AR £2Z 92 4 ok mEkA AR AND A
4 () 2ol % g a,7 b,
gk AND @4hS S35kl B 3} XORE 33 sfof

RAND,;=(a,,n b, )e T @)

URASZE RM QW' A =TS
Table 1. The truth table of A ,,,.

Input Qutput

a | b |m|my|la,|Db,|arb|a,rb,| My,

0 0 0 0 0 0 0 0 0

0 0 0 1 0 1 0 0 0

0 0 1 0 1 0 0 0 0

0 0 1 1 1 1 0 1 1

0 1 0 0 0 1 0 0 0

0 1 0 1 0 0 0 0 0

0 1 1 0 1 1 0 1 1

0 1 1 1 1 0 0 0 0

1 0 0 0 1 0 0 0 0

1 0 0 1 1 1 0 1 1

1 0 1 0 0 0 0 0 0

1 0 1 1 0 1 0 0 0

1 1 0 0 1 1 1 1 0

1 1 0 1 1 0 1 0 1

1 1 1 0 0 1 1 0 1

1 1 1 1 0 0 1 0 1

AND,,=(a,r b,)

M, p =AND,e o (ar b) = (am/\ bm)ea (an D)

RMyp=Mype v 8 WA M,,, e Fig. 59
et g o] gato] the 54 @)k 2o) 3712 =2
¥ Yoz AT & Utk

Mynp = (a, A E/\ 'rrLQ)

v (b,

v ((a e b,,® 7”1)’\ myA mQ) 8)

Axte o 71g 83 AL &
o
o

mN TV A mQ)

et B2 utAIgS

7t AR o} b9 FZo] glojof gt HIt 44
2agt AAF 71 HAaste|ojof gt Aoloh 1Y
A Bi= uke}l o] AND 4kl digh mpA3 gt M, ,,E
Axbsk=d] 292 NOT ¢4k 2:9] OR <4l 6¥9
AND <4h 29| XOR Ato] Hgsict,

4.2 OR QGidtof| gt OfAF
HAE  Fe A 51

My, =(av ble (a,v b,)S EIAT ALHEE &

Table 29} Zt} AXg|He] 9= HHO pt o

of tsted a4, 5 AR Rl 714 a,v b= G

T ik oA Ateks gl av b9 mAIgR

My yp A A T A 1Ty
ab ab|
00| 01|11} 10 00| 01|11} 10
g iy prg i)

00 0O[(0]0]|O 00 0|l0]0]O
01 001 1 01 001 1
11 1(0|1]0 11 1]10[11]0
10 Ol 1]1]0 10 01 110

(a,® b, m,)a ma m,

ab ab
0001|1110 00|01 11|10
g i) Py
00 0O[(0]|O0|O 00 0|l0|0]|O
01 O[O0 1|1 01 001 1
11 1101110 11 11010
10 Ol 1]1]0 10 o110

Myyp = ((zm/\ m_/\ my )

(b (A T A m2)

v ((a a,e b e ml)/\ myA m2)

Fig. 5. Karnaugh map of random mask A, ,, for
the AND operation.
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= 7HAA "otk o] FRolE SRl AR FAHE
9] sl wpAA ARGkl tisf 03} 19] A7t #+3=
o|RLE HAY vt vk wEbA HFHQA RM,y,
e Mypoll r3h& XOR A4S M, pe r2 HAAZ
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‘l‘7]' A o] upaIglo) ofgt HE FES
o} &3, ANDCF iR 2 AR 45 I4FA] OR 9
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}iﬂ%}t My Atz A 2Jo] 312 XORskH=
7¥stoiof gtet. mAIZE R Mpgoll et 24
R M= Mpe r d AA M,, 3+ Fig.
@2 OPl'}Oi o2 2ol 39 == &
2 54 (10)3% Zo] 28E

O/\o]
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S
=

re
r¢
o .{)1.

Table 2. The truth table of M.

Input Qutput
a | b |m |myla,|b,|avbla,vb, | Mypg
0 0 0 0 0 0 0 0 0
0 0 0 1 0 1 0 1 1
0 0 1 0 1 0 0 1 1
0 0 1 1 1 1 0 1 1
0 1 0 0 0 1 1 1 0
0 1 0 1 0 0 1 0 1
0 1 1 0 1 1 1 1 0
0 1 1 1 1 0 1 1 0
1 0 0 0 1 0 1 1 0
1 0 0 1 1 1 1 1 0
1 0 1 0 0 0 1 0 1
1 0 1 1 0 1 1 1 0
1 1 0 0 1 1 1 1 0
1 1 0 1 1 0 1 1 0
1 1 1 0 0 1 1 1 0
1 1 1 1 0 0 1 0 1
OR,,=(a,v b,)

(avb e (av b)

m m

My, = ORe (av b) =

Mop = (am/\ myA m2)

(hon myn 723)

<

((a,,@ b, m)n ma m,) 10

ANAOR R My, viaAgE ARV o F3¢ 23
Zk a&} 9] Eo] giglon TI9olA Hi= Hie} o]
OR &4to] theh mAIAgE Mpypg AAtstedl 4919
NOT <4k, 299 OR €44k, 6¥e] AND 4l 2819
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<

iy

4.3 1%}

DA N3 BAY 37 o
2 = Rol it 4713t ulAg mag 7
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o2 A 3o 8 4 YL RolnA @
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o oJsff ¥ 77t EE 5
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A ZEH19],

‘A[OR (am/\ A mZ)
ab ab
00| 01|11} 10 00|01 11]10
it 1) [ 000
00 00|00 00 oOjo0ojo0|o0
01 1|1 1[0}]O0 01 111]0|0
11 1|1011}]0 11 110]1|0
10 1]10101]1 10 1100711
(b, myA my) ((a,,® b,® m,)n ma m
ab ab
0001|1110 00|01 11|10
171 1o 172, 1y
00 00|00 00 ojo0jo0|O0
01 1(110]0 01 1111010
11 1(01]0 11 170]1|0
10 11001 10 110071

Myp = (am/\ my A m,)

v (bm/\ myA 7TL2)

v ((amea b, e ml)/\ myA m2)

Fig. 6. Karnaugh map of random mask A4, for the
OR operation.
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Table 3. Performance comparison of masking

countermeasures.
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