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Abstract With the development of quantum computers, the previous cryptographic system cannot be
guaranteed safe due to the quantum algorithm. In NIST PQC Round 3, FALCON is likely to be
standardized in the future as a standard candidate algorithm for lattice-based digital signatures.
However, side-channel leakage information exists in the floating-point multiplication performed during
signature generation. Moreover, there is a possibility that the private key, which is secret information,
may be exposed. This research attempted a differential power analysis attack by analyzing the power
traces of the floating-point multiplication process. In addition, we propose a method to improve the
attack performance. This method applies the Kullback-Leibler divergence function to a differential

power analysis attack to calculate the difference between two probability distributions.
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Input: A monic polynomial ¢ € Z[x], a modulus ¢
Output: A secret key sk and a public key h

I: f,9.F.G < NTRUGen(¢. q)

g —f

2 B+ [G r
3 B+ FFT(B)
4 G+ Bx B
5. T+ ffLDL*(G)

N
4 > X represents matrix multiplication
5
6: for each leaf of T do
7
8

leaf.value « o /\/leaf.value
. end for
9 sk« (B,T)
10: h 4 gf tmod(q)
11: return sk, h

Fig. 1. FALCON key generation algorithm
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Input: a message m, a secret key sk, a bound 32
Output: a signature sig of m
1: 7 <= {0,1}32° uniformly

2: ¢ < HashToPoint (r||m)
3t « (AFFT(c) ® FFT(F), AFFT(c) ® FFT(f))
4: do > @ represents FFT multiplication
5: do
6: =z < ffSampling (¢, 7")
| [FFT(9) —FFT(y)
7 s =)\ ppre) 7FFT(F)]
8: while s? > [3?]
9: (s1.52) < invl'l"1'(s)
10: s «— Compress(sa, 8 - sbytelen — 328)
11: while s =1
12: return sig = (r,s)

Fig. 2. FALCON signature generation algorithm
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