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Analysis of Engineering Change Cause and Defect Inflow Stage
of Weapon System Software

Jong-Kyu Kim*, Jae-Hyeong Yun, Jiseon Yu
Defense Agency for Technology and Quality
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Abstract Defects flow into weapon system development for various reasons, such as the complexity of
the weapon system and the communication problems between the requirement-raising armed forces and
developers. These defects also emerge as problems in the operation and maintenance stage. Hence,
engineering change to make up for the defects is increasing. In particular, as the proportion of software
in the weapon system increases, separate management of software engineering change is needed. Hence,
DTaQ has established a database for the systematic traceability management of software engineering
changes. This research used the database built by DTaQ and analyzed the cause of defects in weapon
system software that was changed in 2017 and 2018. As a result, the cause of the defect was identified
to be from requirement analysis, design, implementation, testing, standardization, or the operation and
maintenance stage, depending on the software development process of the weapon system. Finally,
defect classification was carried out according to the eight weapon system types. Based on the analysis
results of this paper, this research is expected to contribute to the efficient securement of the quality
of weapon system software. In particular, the quality of weapons system software is achieved by
intensively managing the development stage in which defects frequently flow during software quality
management.
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Fig. 1. The process of Weapon System Software Development
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Table 1. Engineering Change Analysis Item

Analysis Item

- The Year of Engineering

- Equipment Name Change

- Weapon System

 Proposal Number Classification

- Drawing Number

(SW Document Number) - Changes of Software

- Cause of

Engineering Change - Improvement Plan
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Table 2. Defect Classification of Development Stage

Development

Detailed Classification
Stage

Classification

Requirement

Requirement Requirement Missing

Analysis Defect Requirement
Insufficiency
Desi Design Missing
. esign - .
Design Defect Design Insufficiency

Design Error
Implementation
Missing
Implementation
Insufficiency
Software Test Plan
Insufficiency
Software Technical
Document Insufficiency
KDSIS Upload
Insufficiency

Implementation
Defect

Implementation

Testing Test Defect

Standardization
Data Defect

Standardization

. Software Software Update
Operation T
; Performance Compatibility
Maintenance -
Improvement Insufficiency

Fig. 2. SW Engineering Change Cause Analysis Result

Table 3. SW Engineering Change Cause Analysis Result

Development Stage Amount Ratio

A. Requirement Analysis 112 37.1%
B. Design 88 29.1%

C. Implementation 62 20.5%

D. Testing 1 0.4%

E. Standardization 17 5.6%

F. Operation Maintenance 22 7.3%
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Table 4. SW Engineering Change Cause Analysis Result by Weapon Classification
Classificaiton - . .
Stage Firing System Aeronautical System Land System Protection System
A. Requirement analysis 82 (50%) 3 (7%) 6 (14%) 12 (37%)
B. Design 28 (17%) 27 (61%) 18 (44%) 12 37%)
C. Implementation 36 (22%) 10 (23%) 6 (15%) 5 (15%)
D. Testing 0 (0%) 1 (2%) 0 (0%) 0 (0%)
E. Standardization 5 (3%) 2 (5%) 5 (12%) 2 (6%)
F. Operation maintenance 12 (8%) 1 (2%) 6 (15%) 2 (6%)
Total 163 44 41 33
Classificaiton Surveillance Patrol Command and

Other Systems Vessels
Stage System Control System
A. Requirement analysis 6 (37%) 3 (75%) 0 (0%) 0 (0%)
B. Design 3 (19%) 0 (0%) 0 (0%) 0 (0%)
C. Implementation 5 (31%) 0 (0%) 0 (0%) 0 (0%)
D. Testing 0 (0%) 0 (0%) 0 (0%) 0 (0%
E. Standardization 2 (13%) 0 (0%) 1 (100%) 0 (0%)
F. Operation maintenance 0 (0%) 1 (25%) 0 (0%) 0 (0%)

Total 16 4 1 0
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