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R&D Trend and Development Direction
of Cyber Warfare Weapon System Technology
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Abstract The cyber warfare weapon system is used to protect the information of South Korean forces
from cyber threats and achieve superiority of the forces in cyberspace. Recently, the cyber warfare
weapon system of South Korea has been evaluated as a strong asymmetric power that can cause
enormous damage to infrastructures, such as power plants and financial institutions, in enemy countries.
In addition, the importance of developing cyber warfare weapon system technologies to efficiently cope
with and block enemy cyber attacks has also been highlighted in the evaluation. This research examined
the classification of the South Korean cyber warfare weapon system and related technologies and the
research and development (R&D) trends of the South Korean and international cyber warfare weapon
system technologies. In addition, this research compared and analyzed the South Korean and
international R&D trends of various cyber warfare weapons system technologies fused with technologies
of various other fields, such as cybersecurity, artificial intelligence, big data, and operational technology
security. Subsequently, this research presented the R&D direction of South Korean cyber warfare weapon
system technologies, such as the security technologies for the artificial intelligence model applied to
cyber warfare weapon systems and weapon system operations, based on the comparison and analysis

made.
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Fig. 1. Operational Concept for Cyber Warfare
Weapon Systems[1]
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Table 1. Classification of Cyber Warfare Weapon
Systems

Classification and Mission

Cyber ISR

Cyber Battlefield management Cyber C2
system

Cyber APS

Cyber Offensive Response System

Cyber Training System
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Table 2. Classification of Cyber Warfare Weapon
System Technologies

Technology Sub-Technologies

Cyber Weapons

Information System Paralysis

Network Paralysis

Authentication / Access Control

Cyber Warfare
Encryption and Decryption

Intrusion Prevention

Intrusion Detection / Response

Damage Recovery / Tolerance
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1. Investigation of foreign R&D trends for
cyber warfare weapon system technology

2. Investigation of domestic R&D trends for
cyber warfare weapon system technology

3. Comparison and Analysis of
foreign and domestic R&D trends

4. Proposal of development direction of
domestic cyber warfare weapon system technology

Fig. 2. Research Process Conceptual Diagram
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Table 3. Completed Darpa Programs Applicable to
Cyber Warfare Weapon Systems[4]

Programs Related Technology Keywords
ACD Cybersecurity
AIMEE Cybersecurity, Al
APAC Cybersecurity
CRASH Cybersecurity
CFAR Cybersecurity
BgeCT Edue Nemorking
XD3 Cybersecurity, Networking
HACMS Cybersecurity, OT Security
ICAS Cybersecurity
MRC Cybersecurity
PROCEED Cybersecurity
QED for R Machine Learning, Al
STAC Cybersecurity
Transpar'ent Cybersecurity
Computing
VET Cybersecurity

274

Table 4. Ongoing Darpa Programs Applicable to
Cyber Warfare Weapon Systems[5]

Programs Related Technology Keywords
ASED C'y]::erse?urityj
Social Engineering
Cybersecurity,
AISS Secure Chip
Cybersecurity,
CHESS Human-Computer Collaboration
CASE Cybersecurity, OT Securi'ty,
Embedded System Security
CHASE Cybersecurity, Big Data
Enhanced . .
Atrribution Cybersecurity, Big Data
HARDEN Cybersecurity, Al
HACCS Cybersecurity, Al
MICE Cybersecurity, Al
RADICS Cybersecurity
SHEATH Cybersecurity
SMOKE Cybersecurity
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Fig. 3. Architecture of the BriefCASE tool as part of
the CASE Programl7]
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Table 5. Core Technology Programs Applicable to
Cyber Warfare Weapon Systems[10]
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9 | Anonymous Network Use Attacker Tracking Technology

10 Defense Cyber Attack Tracking Technology
1 Intrusion Tolerance Technology to Respond to Network
Attacks
12 Cyber Warfare Simulation Combat Technology
13 System Secret Penetration and Mission Performance
Technology

Intelligent Intrusion Inference and Cyber Threat

14 -
Analysis Technology

15 Cyber Warfare Training Red Team/Blue Team

Automation Technology

16 | Mission Impact Analysis Technology by Cyber Warfare

Integrated Cyber Situational Awareness and Analysis

17 Technology in Preparation for Targeted Attacks
Honeypot-Based Attack Pattern DNA Extraction
18 .
Cybergenomic Technology
19 Hyper Intelligent Cyber C2 and Active Response

Technology
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Fig. 5. Hyper Intelligent Cyber C2 and Active
Response Technology Conceptual Diagram[11]
(@) Network tracking and data leakage-exposure/
damage attack active defense technology (b) Cyber
battlefield management artificial intelligence model
security technology
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