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Reinforcement of IS Compliance of Employees: A Perspective on
Improving Self-determination of Organization Justice and
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Abstract As information management within an organization is recognized as contributing to its value,
there has been an increase in the investment in suppressing external technological intrusion threats
through the adoption of information security (IS) technology. However, organizations do not have in
place adequate countermeasures against the threat of information exposure by insiders. This study seeks
to focus on the self-determination theory and suggests ways to improve the IS compliance intentions of
insiders. This study suggests organizational environmental conditions (organization justice) and fit
conditions (person-job fit) for improving self-determination which in turn raises the intention to comply
with IS. We selected workers of companies that apply IS policies to their work and tested our hypothesis
using the 453 samples obtained. As a result, IS distributive and procedural justice increased the IS
compliance intention through self-determination (autonomy, competence, relatedness), and the
person-job fit strengthened the relationship between self-determination and IS compliance intentions.
These results contribute to the achievement of internal IS goals by suggesting directions for building an

IS environment for the organization and strengthening individual IS compliance behavior.
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Table 1. Demographic Characteristics of Samples

Demographic Categories Frequency %

Male 226 49.9

Gender
Female 227 50.1
21-30 105 23.2
31-40 104 23.0

Age

41-50 119 26.3
Over 51 125 27.6
Under 10 28 6.2
11-50 116 25.6

Firm Size
51-300 149 32.9
Over 300 160 35.3
Manufacture 135 29.8

Industry
Service 318 70.2
Total 453 100.0
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Table 2. Result for Construct Validity and Reliability

Factor |Cronbach’s Con,Str],J,Ct Ave.rage
Constructs A Reliabilit | Variance
Loading Alpha
y Extracted
R DJ1 0.805
Distributive | 1y |18 0869 | 0.788 | 0.554
Justice DJ3 0.785
Pl | 0.780
Procedural PJ2 0.833 _
Tomtics 53 | o8 0.890 | 0.857 | 0.599
PJ4 0.828
Aul 0.845
Autonomy | Au2 0.869 0.897 0.866 0.683
Au3 0.872
Col 0.848
Competence | Co2 0.894 0.896 0.856 0.666
Co3 0.844
Rel 0.801
Relatedness | Re2 0.870 0.889 0.863 0.677
Re3 0.891
Compliance cil 0.852
Intention CI2 0.898 0.902 0.876 0.703
CI3 0.857
Person- PF1 0.815
‘ob Fit PF2 0.881 0.898 0.868 0.687
) PF3 | 0.893
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2 u) %8 ejgo] ik ErH38l. Table 32
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Table 3. Result for Discriminant Validity

Constructs| 1 2 3 4 5 6 7
DJ 0.744°
PJ .575*|0.774*
Au .316** | .349** | 0.826"
Co 401 | .402** | .690* | 0.816%
Re .403**| .393** | .664™* | .690** | 0.823"
VB .590** | .545%* | .502** | .508** | .493** | 0.838%
PF ATT| 4447 | 4227 | 4147 | 465™ | 475" 0.829%

DJ(Distributive Justice), PJ(Procedural Justice), Au(Autonomy),
Co(Competence), Re(Relatedness), Cl(Compliance Intention),
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