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Abstract The South Korean defense industry has grown rapidly since the promotion of self-defense in
1972, accounting for 2.1% of the worldwide arms exports by this industry. In addition, the technology
of this industry is considered the ninth-largest in the world. Correspondingly, information detection
between South Korean and foreign defense companies, activities of industrial spies, and computer
crimes to steal the technology-related data of the South Koran defense industry are increasing.
Moreover, there are also increasing information leakage accidents by former and current executives and
employees of these companies. Hence, the companies are conducting security evaluations and integrated
surveys to prevent information leakage accidents and are preparing for a Korea-RMF(risk management
framework). The security evaluation consists of 79 inspection items in five inspection fields and 237
inspection items in six inspection areas for the integrated survey, and 761 inspection items in 17
inspection areas for the Korea-RMF. However, as the competent institutions of the system for this
security evaluation are different, and the inspection items are repeatedly implemented in the evaluation,
defense companies have a problem consuming additional administrative manpower and face an
increased burden of the evaluation unnecessarily. Hence, this study derived duplicate inspection items
by inspection field from each security evaluation and analyzed the correlation between the duplicate
inspection items. The analysis was then used to propose the security evaluation improvement plan to
replace the overlapping inspection items with the results of the integrated survey. In essence, this study
is expected to be used to solve the above-mentioned problem in the security evaluation conducted by
defense companies.
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Table 1. Comparison Table by Security Assessment

Type
Division Specifics
Security investigation activities
L that comprehensively diagnose
Definition D y diag

security vulnerabilities throughout
security operations

Purpose | Ready for protection

Measurement of]
security

Inspection

Object Defense Industry Companies

Nonscheduled
(security environment changes,
etc)

Inspection
Cycle

Defense Security Support
Command

Authorities
Concerned

Establishment and Operation
Inspection of Defense Industrial
Technology Protection System

Definition

Purpose | Operational status for protection

Agency with Defense Industry
Technology

Integrated
security survey

Inspection
Object

Inspection

cycle Every year

Defense Acquisition Program
Administration

Authorities
Concerned

Physical, technical and
administrative activities to
ensure confidentiality, integrity
and availability of information
in cyberspace

Definition

Ready-Operational status

Purpose .
for protection

Korea-Risk
Management
Framework

Units and Agencies coordinated
and controlled by the Minister
of Defense

Nonscheduled

(The inspection cycle varies
depending on the high and low
security risk)

Inspection
Object

Inspection
cycle

Authorities

Concerned Ministry of National Defense

252

=

T AHE AHS HHOo=E ob,
Haata AU AN EAd S S5t
A dpfo = gtk A A7l Wi
FEAL WA Al FAcke FAE U
yojeigdog Ry Ao
6}@1 37 713l Algstar Slck
L A AlZE Ak AR Tl =
@E(%PHAH’; ] Xéi ftoP)— H35% 4 Qe AAE
TFEoto] Yol QX

o, SRR AFhe] 24 Exﬂ‘é‘
Abdeol] wha} Aol Al XW
2 gtk A4
HPl A=) &1

Al

R4 d

S
2
i
N N o
?ﬂo

oft
oL
rr

=)

R S CT L o

l-N

A2 A,
CLES R
E.‘é‘]— MEH}_/\]-‘:_
378 A BOESAAA
o] B7kstaL, 715«1 *-la o], Y BAl, AEET,
AN B E/71e0ld, PARERA 7R &
oz WeAIAe] YRt HEES Foke /MR
o] Fristal, FAP|LES Zoks TARIEAIUARY
77F BrrE

Table 2= H<t 871 /@E H4
ojtt. HeEAF2

BohE s, W *l
AR A

Y=g vET A

Table 2 Measurement of security

ol Mg AR QIR AMH, FREARCE
71 dmst, 57 Hok 797) ¥H Yoz Fuo] 9T

[12], B3 AejRA= Table 2 Integrated security
surveyollAl A9 7]&9] A -], QJATA, AL
3, ARES ANE 9@ £E-FUold Al 7eES -

A AA 7lels, FAPIEES, 67) 2oF 23771
FJEOo & FAg5 0] Jom[13], ¥ RMF= Table 2
Korea-Risk Management Framework® Zo] H1%
A, BotwS - EF, AL Fol, Ak, gAY, &
S, A - Q1F, AR, RS, WiARS, Bt
AY - g7t A - 88 BT, QIEEQE AJAH - A
HA S5 AAH . BEA HS AJAH . JE BAY Z

o, 177) Bof 76171 F=og FAHo] it

—L
=

[14].



WAAERAA Bt 37 ARl Bt A

Table 2. Comparison of Security Inspection Categories
in the Defense Industry Companies
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Inspection Categories Amount
Total 79
Document Security 4
Measurement of Personnel Security 9
Facility Security 22
Information and
Communications Security 4
Enterprise Security 3
Total 237
Identification and Management
of Technology 15
Personnel Security 11
Facility Protection 10
Information Protection 118
R&D and Export - Technology
Transfer / Technology Protection 21
for Defense partners
Military Secret Management 62
Total 761
Access Control 111
Awareness and Training 9
Audit and Accountability 56
Configuration Management 48
Contingency Planning 43
Cryptography Management 6
Identification and Authentication 44
Indcident Response 33
Maintenance 25
Media Protection 18
Security Planning and Assessment 35
Physical and Environmental 47
Protection
Personnel security 14
System and Service Acquisition 59
System and Communications
Protection 110
System and Information Integrity 82
Supply Chain Management 21
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