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Abstract Satellites operate in an orbital environment where radiation particles from the sun and deep
space. When radiation particles hit a flight computer, it may induce an SEU(Single Event Upset) on the
computer. An SEU is a non-destructive, transient soft error that flips a single bit of memory and registers
on the processor. Flight computers should be fault-tolerant when this event occurs and detect and
respond to them. During the development, flight software should be resilient against those soft errors.
This paper reports the fault-injection testing result with NASA's cFS(Core Flight Software) flight software.
Soft errors were injected into memory global variable area, stack area, and the processor registers as
a previous testing study while executing cFS on a simulator of the flight computer. The test showed that
soft errors might affect flight application behavior and the telecommand interface. The proposed soft

error injection testing will contribute to the development of fault injection testing tools.

Keywords : Satellite Software, Soft Error Testing, Fault Injection Testing, Flight Computer, Single Event
Upset
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Table 1. Fault injection strategy for data error
generation

Injection
Target

Global Variables

Local Variables

Injection
Position

Inject at the main
loop of cFS Apps

HS_ProcessMain,
TO_RcvMsg

every functions in the
App

Injection Time

Inject after a delay

Inject after a delay

Delay values in
random

Delay values in
random

Injection Info

Number of bit flips

Number of bit flips

multiple bit flips

multiple bit flips
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Table 2. Number of soft error injection tests

Memory Register
Injection obal - : Tests
Type Global Local data Number o- target
data function
Data Error 91 38 - 258
Control _ _ 12 1921
Error
Total 91 38 12 450
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Fig. 1. cFS responses from different injection types

AXE oY AgS FIRE o AR FA T2
o A= TS o 2ol B 5 Stk

o JTF ¢l HAAY F8 V5S =
A7} itk W=y, ofx] B4R R
olz19] ggFo] £ 7Fs4ol ¢
R HAE Y B YE AFeR Qs =R
ol 277} WAYsle] 2 To] AT QTS
A2gt
T2 7 A|JWEolAd EE(Segmentation
Fauly5-0& Q3] T2 o] FaH

§

o
=]

o U OFR: AT A9 GFOR A 70 7]
5 5% B}

Aol 2 #9) A 22| nXE IF 2FE 7
HEo =, cFSO] 1 Al AdE 243, Fig. 1
<> 2 9 2 cFs9 W HIES A9e] fEER
|3t Aot x52 3 9 A= Agd 132 9
AE ot

Fig. 1(a)= AW dieh 28 FHZ2IE HAE

L Agdso] A F Al 2719 = ARl Hish
HES &2 SUSHAT:. Aol itk ALE o
FAol s 72.5%°] vz FF Ue(Effectless)S
Bt A Wepo] 2ok2 FUs) dlold 2771 24
3t 73 ofiZeiAleld ezt ARt 97t 1AL, HS
B0 8 76<l ofESAClA, oE HUET,
CPU =4 HUEY 750] £ =713

Fig. 1(b)}= 28 999 A ¥l 2gke s H
ole] 27 o] LTIl njXe FIe Uttt A
ARiol] gt AZE ofg] FU2 FY AR w=} B
0] vkgo] @3ttt ¥ A ARIolA 1 = Aol

ATEQo)7} 1A AESK= H|[E(Brror Handle)o]

T



AF A4 BA 2ZEolS AxE off 1 FYNY
23.7%2 RSOl HS AN, 28 PANE Ao BEo= % mRIW B 59 087t Wi
80507k A& oA R L olfRE AGUAE & A2 AT 4 Uik 2 AT e sxE
Gk g o 2e] o] 29 SXolA AE W& ofeie] ofst WA AmEglele] Qg B4 Aik: U
ol WoRl A0 WerEr), U who] AU FUH  ABSNY G £xEOIS] Fatel IO 8ol
ol St AT B8 oAl i} W oW o2 e, SRl 25 oS A
A1 Sl Ay A9 Srugole Aol v 02 FY T 2 2 NYETE A
P AnEQolo] BHS SAGAS W, Y Bl M= E A4S QWG Ago]ch

Hoi7t HEF Aol Aufisk= 397t LA

Fig. 1(ch= EIP HAAH] 23S 5l Alo] 55
oF WAYo] mE W0 w|X|= JFS HAET EIP
AAE] A T Al FY AAE FF A9 vl
g Hl8S Btk T2 712E HRAE AgS
FAote A HEE Z2IAFTE(System Crash)7t
gt Zo] dlolg eFe} & tiH|E BRIt 1 o9&
=2 730 vZAAHQ HnE] YXE ol5T uf, st=
dofoll o5t A 7150] FEol| Wiolt Z&
I 712E #HAAE AES FUl Ao] 55 2

2u= T

ol

R A AN A7} ST B9 3
AT, AFORTH A UAPPL Helshe 4]
AssiAL 4419 Beo] ofd thE Wue Ugeks

297} wAgssint,

A=

=21

5.

ALE

VB A AR 95 WAl ol
ofle] o] el wBElo] Urk. B ERAHE 23
E ofel8 w9 AnEFold] st} £nE ot
YRS o, ofE BHL HolLAS Rajsiglh. 9
1 g FHEol AHgET U NASAS] cFS B
AZEFIE O AHgStel, ATE o2 4 A
o B AZEFIt ORE AE 4 ULA, BT 2
ot 25 PRSI S paplsict Awele

=
[¢)

Ao} W4 o, A8 Jen n2 I hed dAag
o) RS FUsfol AZEqIop] B L B
A5k A At Mmeel 129 7hed A%
2Ejo] £3E o] W A] Hlo]e] 059t Ao] 55 2
F7 A ojEelAold Fhol BAVL A 94

Qi Soo] G WS 4 ATk A2 AT £
HE o 2R FFS AT F3}, AXE o Wy

Al 1) HS B1A39] 8 71%5%1 cFS App ZUHE 7|5

59 Bk 2) ANFORNH 241 A4FY A A
o, 3) 248 LAY 2 FPe 4, 9 g

295

[10]

References

Jungkyu, Y, Hyungun Yoo, “SEU characteristic
analysis and mitigation method for LEO satellite
payload”, IEIE Fall Workshop, pp. 692-695, 2020

Seyyed Amir Asghari, Atena Abdi, Hassan Taheri,
Hossein Pedram, Saadat Pourmozaffari, “SEDSR: Soft
Error Detection Using Software Redundancy,” Journal
of Software Engineering and Applications, 5, pp.
664-670, 2012,

DOL: https://doi.org/10.4236/jsea.2012.59078

MCCOMAS, David. NASA/GSFC's Flight Software Core
Flight System. In: Flight Software WorkshopFlight
Workshop. 2012.

Holzmann, Gerard J. "Mars code." Communications of
the ACM 57.2, pp. 64-73. 2014,
DOI: https://doi.org/10.1145/2560217.2560218

ALONSO, Javier, et al. “The nature of the times to
flight software failure during space missions”,
2012 IEEE 23rd International Symposium on Software
Reliability Engineering. IEEE, 2012. p. 331-340.
DOL: https://doi.org/10.1109/ISSRE.2012.32

GROCE, Alex, et al. "Establishing flight software
reliability: Testing, model checking, constraint-solving,
monitoring and learning”, Annals of Mathematics and
Artificial Intelligence, 2014, 70.4: 315-349.

DOI: https://doi.org/10.1007/s10472-014-9408-8

GRUBB, Matthew, et al. "NASA operational simulator
for small satellites (nos3): Tools for software-based
validation and verification of small satellites’, 2016.

In:

Choi, Won-sub, Jin-Hyoung Kim, and Hae-dong Kim.
"A  study on developing flight software for
nano-satellite based on NASA CFS," Journal of The
Korean Society for Aeronautical & Space Sciences,
vol.44, issue.11, pp.997-1005. 2016,

DOI: https://doi.org/10.5139/JKSAS.2016.44.11.997

"Simulation-to-Flight 1 (STF-1):
A mission to enable Cubesat software-based
verification and validation", In: 54th AIAA Aerospace
Sciences Meeting. 2016. p. 1464.

DOI: https://doi.org/10.2514/6.2016-1464

MORRIS, Justin, et al.

N. Ignat, B. Nicolescu, Y. Savaria and G. Nicolescu,
"Soft-error classification and impact analysis on real-time



AR &85 =2 A A2338 A7E, 2022

operating systems," Proceedings of the Design Automation &
Test in Europe Conference, pp. 1-6, 2006.
DOI: https://doi.org/10.1109/DATE.2006.244063

Li, Dong, Jeffrey S. Vetter, and Weikuan Yu.
"Classifying soft error vulnerabilities in extreme-scale
scientific applications using a binary instrumentation
tool." SC'12: Proceedings of the International
Conference on High Performance Computing,
Networking, Storage and Analysis. IEEE, 2012.

DOI: https://doi.org/doi: 10.1109/SC.2012.29

F. Rosa, F. Kastensmidt, R. Reis and L. Ost, "A fast
and scalable fault injection framework to evaluate
multi/many-core soft error reliability," 2015 IEEE
International Symposium on Defect and Fault
Tolerance in VLSI and Nanotechnology Systems
(DFTS), pp. 211-214, 2015.

DOI: https://doi.org/10.1109/DFT.2015.7315164

R. Amarnath, S. N. Bhat, P. Munk and E. Thaden, "A
Fault Injection Approach to Evaluate Soft-Error
Dependability of System Calls,” 2018 IEEE
International Symposium on Software Reliability
Engineering Workshops (ISSREW), pp. 71-76, 2018.
DOI: https://doi.org/10.1109/ISSREW.2018.00-28

(11]

(12]

(13]

i X| &(Ji-Hoon Bae) EER)
- 20204 8% : FyTsti FHE

Ftt (3
+ 20229 29 @ FHUshE AFH

I35tk (A
+ 20219 129 ~ 4 : PHE A
74

FAER
SWAIAY, 71ebd, AF Bt

%

Al(Hyungshin Kim) (&3]

+ 1990¢ 124€ : Univ. of Surrey,
A3BAlTst (B8 84D

+ 20039 2¥ : =S EY
Axksk} (AksH 8RAD

+ 20044 2¢¥ ~ @A : SEdiste

AR B 04

HAER
e = AL, 2Ebd AJARL oA HRY

296



