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SW Reliability Test Verification in Performance
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Abstract The state-of-the-art SW technology in the defense industry has dramatically increased the use
of SW in various weapon systems. SW is used for a Network Centric Warfare (NCW) on the battlefield
and serves as an arithmetic processing system between soldiers and the control system. Thus, it is
desirable to understand how to improve SW reliability efficiently. To address this problem, the SW
reliability test for the SW-based weapons is one of the methods for determining the SW quality and is
performed based on the Defense Acquisition Program-Administration (DAPA) rule. The SW reliability test
in the performance improvement project has different characteristics compared to the conventional SW
reliability test in the production phase, such as the range to be tested and the target value due to the
reusable SW problem. This paper summarizes the progress in the SW reliability test to solve problems
in the government test using a configuration check in the performance improvement project. In
addition, an efficiency enhancement scheme related to the SW reliability test verification method in
weapon systems implemented through risk identification depends on the code line change rate and line

number.
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H glolg, 3 As & AeFE7 e T At
719 WHog 9 v A% FI|AAE HEHZ
ZAA(NCW, Network Centric Warfare) 2 29] A%k
=Ho| gick olof wet, E71AA A SW(Software)7t
A8l HlFo] B oA AL 9lom, SWol Extst
Ab AXZE A2E 99 AFAsel EAE Aedt Al
2o gt TRt A7F JE QUeH1, 2]

AR A FR1 B2 FIIAANAE SW 715E R4
A9 AA} 7ol o]FojA| 1L Qltt. & A=, X|FEA
AA F5& FHOF sh= ] AAND Aol Sl o]
Aol ABAA g 7Ie g, 84 59 7Is=
NS st SW AA 87 40| =2 =% CBD
(Component Based Development)i'H2& &850
SWE sty 9tk 1 Bx, HW(hardware) 7
2 Haslelal SWE HAsk] ool mopid 58S
TN A3 57NEAId ] ALt o] AldolA=, SW
7l 93t FFEE Has} stHA 7|E TolAEAH]
AR 2279 AT SFA1717] SI%t
TEE SW NS SRk Qiet i A 8 &
Ao B8 FAPHEZRE 924 ¥ Yol Ue THY
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3 AREEE SW 17F SWHE 9173 £4o] Qlt. 7l
b SW SW 5F 5o Qlsf IAE= AR ENhE
HIRO R SW 44 $ 4l HAEE iz & gl &Y
ARl Azto] EAgtct. olof whafl, ARdRelA SW 2
e A Suet Ao AZE 4 Qlet ol e,
F21AA SWe 19| A= (Reliability) @ FE=7t
7=, SWO A=AS S5 Aet Asst = A
| T T o AEol AP UTH3-51.

FEZ1AA SWa 201195E A4 e g,
FAFY 52 Aol SW A= AlES a5k Stk
WA 201190 TRIIAA W AZES 0]
5 9 AR, AGE ol TRIIAA AZE ] A
2 g AR (2013)S AX 20209 2€, TRVIAA
AnEQ] /i F e iR AEtS U A v

ow=

ssick. g A TAAA SW A=A AES 3
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=13
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53 Sl

FT SW A P2 At A 4 del it
A7 =4 Al AES =7E 889 FUIAA
SW A=A Al Aol gt et A7 A=A
Ak 22y 7] e FIAA sWel dR-E WEsHA
U 54 ZES F7RE e/ iBA o digt sw Al
4 Al ol Bt A7 BESHA] on, sW Al
g Al AR A3] HAF Al BEA HS el High
A EQ muIE.

2 =wolde SRS TRIIAA AL ES
A g ] ol 275k FAIAA g A
285kl Q= SW AIEAY Al AL, Al 3= 74
off it Aatel tiste] HESKL, ol E HigeR A
HEg|He] % SW Al Al A3E SW e
A @7]o] g5 A3] A Al adHor FAISe Y
He AlbstaAt gk

h=
=

2. 2ZEY MY AR HR

2.1 SW MElY / SW HzIE Al Fo

SW Al goll et Aol vil¢- thgsitt. IEEE 1633
dqMe 54 24 2 54 71z 3% SW7F A AlAH

= XN T

of Aghe v|AA| ¢k e BAE 24 of 874

N5ES S35k TR IHo) 8oy FHo| sla QL
o}, [EEE STD-729-199104& &4 24 € £ 7]

7t 5% A glo] A|lAHlo] Aok FER st
9lom o] & S SW AEA &H {70 gt J=
2 ARg3ERL Qlt) ISO/IEC 9216914 SWE 444
(Maturity), &of 3d]-8(Fault Tolerance), &4
(Recoverability), & A4 (Compliance)2& U
o] SW AlEdS SW 54 4 5 shUHE AYstar gl
oh AAE ] BIAA SW D Aol Bt g0l
A= SW7F 4o 4= Qe TS AR AdEsta, 2
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2.2 SW HEld AlY ME Y

SW A= AldE 3sfor she A Hife 1A

A AT AR, Ad71E AR, SASWARY, Al7id
ZIEAAN, SAREASRAR oI ol F A2’ 7]

AT 9@ SEAT AL, FUARY, ARHREESATSAY
, BN A 52 ALY B TEsho] At
3loE Bl SW AEY AlE AL o7 4 AF HY
o gt x%o] 7Fssitt.

SW AEd Aol HE=e td ol C, C+,
JAVA, C#o] ¥zlojn, SW A=A AJgo Akgsh= A}
53 EolA AYUsHA] = doj= F-E didollA Al
o 4= it

SW 412143 Al =98 i SWa 7 SW(AlT SW
), Aol SW ARG Al 8%t 7] JiE SW, A4S
SW, 371 SW, A5 B4 code (SW &2+ Al AG==
Fo)E 85 =k 7] g SW L A SW SW A

A GAIM 4 glol ArREE 2T Ald o

oo P

JoA Ae] 7R, +4 She Aol A= Al
< ook gt A SWek 37 SWi A= Al

sefjor sk RHd, A

%4 codew BFT ATE AARITHE AlE didollA
A 4= Utk Table 12 SW S50l T2 SW A=)
A g 7S 8eF o Zlolm ofof mt sWAlEA
Adg A8PsHA ot

= o

Table 1. Application Target Software Table

Division Test object
Development software (0]
Pre-development software O or X
*COTS software O or X
Open software (0]
Automatic generated code O or X

*COTS: Commercial Off-The-Shelf

2.3 SW 2=ld Al A7)

SW AlEd Ald2 SW 9, sSW &3 % Al &4,
AAB7E A, #A3E A, i GAR o] SRt
oh SW AlEA AldE 98 2 SAEE AT
o] AEsloF Sz EALE FasHoF she ARt Aol
St} "RPIAIE, SW 71eA 9718 A Eo]
Pote GF A2t GAERE th2c) Fig. 12 SW 4l
4 AIE AIZIE SAEE YEd 9otk

391

Integrated Test  Development Test S=-

+ RAD institution : + Configuration Management

Submit Final Version of

+ R&D institution : + R&D institution :

SW Reliability Test SW(Revised) Reliability Suggest Institution :
Execute Test Execute e Ll SW Reliability Test Execute
 (+SW SupportInstituton)
+ SW Support Insttution : ~ « SW Support Institution : and Submit Result
+ SW Support Institution :
Check SW Reliabiity ~ Check SWiRevised) Check Final Version of (~+Configuration Management
Test Result Relability Test Result ¢y RelaiiyTstReul Review Institution)

Fig. 1. Time table of SW reliability Test
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3. '?'7'*"”' SW A|EIA'| Alo-l Il;'él E—< _—rL A
SW AlFA BHRE ot AlFA A B gEo 9

ot AP} 4o 2ASle] ojRol Aok ek, ot
QAL SW A A9 A E4lok sHe TEIIAA &
mEgo] A ¥ Tl Y& 201490 AHT of
o, 2020971 AAHSTL el SW A=A ABe
B2(Static) A8 2L FHDynami) A FOE Tl
9lom 7t Aol ket el FH7 WA whet S
ok atet,

3.1 SW M2l AlY — HX(Static) AlY

A Aol SWE AsHA] ek AJHiellA swe
FAH é@i A& Agelch. A AT
B E2oH A Y 718 B8de] FAY &
otk w}% TRAA 2AEES] AT B e v
T o = FH A8 9 7F32(Coding Rule)
Zokd A= 4l AAFE HEHAZOoZ AL
of Jlom AlF i SW7k 2 Al FEEE AR gk
FaHeA] Selstolof gt

S}
E

EIO;

3.1.1 34 F=|(Coding Rule) &S
FAA AnE o] Y AL B RIS
2 LEE SWo A4S gHsh] o) ThEoldl
2g ouigitt. AT oA SW R A] A5
1 A9 & AR TEAL = Qs 2 JEst
of SW NS ZIgsfofgict. o] F, SW A= Al Al
9 12 FEol| lElE AATETL AT A
A7 79 43S “Jéﬁ}ii AAFITE T
Al =sfof gttt 919 IS AX & whEold AT
SW AFEE2 39 13 AR wEshe SW7t Hofof
El=s
g FH3 #AHhE AY EFOoRE
ISO 26262, DO-178B/C, IEC
EN 50128 5°] 3ltt. Table 2=

IEC 61508,
62279, IED 60880,
"R AmEo]

Table 2. Coding Rule Set

Language Coding Rule Set
C MISRA-C 2012
C++ MISRA-C++ 2008, JSF++
C# Coding Conventions, NET(Microsoft)
JAVA Code Conventions, .NET(Oracle)
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M 9 e oieed o R7sHe 24 1Y o]
o}, thek, Algleisle] Sold 29 1A WHs] 9
o e S AN oAE%ol ot ik,
Table 29 39 o] tiste] 23] 7hs3let.
REAE Q] 53 Zo] EE 8] AT A
gle 24 virdolA] a8k Table 39) me17) 2

4 FAL T % gom 24TE 78 Ao o] 7S
FoelEs P45 gtk
Table 3. Program Rule
Division Content Count
Line by line,
Goto statement.
Styl ) 12
vie Abstain multi return
statement, etc.
Reset Varl'able, String array, 3
Pointer reset, etc.
Identifier Abstam' overlap global 4
variable, etc.
Compare float data
Co@mgn Condition type, Conditional 5
Application statement true of false,
C, C++) etc.
Function convert, Data
Convert type convert, Constant 8
type convert, etc.
. Null pointer reference,
Pointer .
Array index excess value, 5
/Array
etc.
0 divide operate, Side
Operator | effect, Abstain negative 9
shift, etc.
. Scanf, Malloc, Function _
C Application 5
parameter, etc.
Throw, Virtual function,
Exception out
C++ Application ’ 1
pplicati Constructor, >
Destructor, etc.

3.1.2 3 A5

AR BBE SW A A 220 05, e
teak), A 5 B HOPAES BASH: 4%
Solek, RAAA AZEAOUIE R B e

=g, F7IAA

E]
A ol
g Al EE CWE(Common
Weakness Enumeration) 72 Adsto] AAFE0]
S FHsteE 5kl itk CWER SWel &
o 9 £ A3E Aol AL Al 1T 5 JEE SWY
oS #E3 =0t} H5 H|gEY 39 7]
MITRECIA ARgskH, CWE-658/659/660 C/Ct+t/Java
Aol2 AtE swrkth B RIE7 =2 RS BE
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5} §t igolct. FHoFd AZolE= CODESONAR 59
A5t w7t AHGET, Aol I SWel B9 st
12 5t 24 AIE B9 A B i 2 59 A
ol q]/g— 7:101- 7L7P 01- 2 011;1r q]ﬁ;qo] genﬂ o

A=

ES
Buffer Overrun, W22] Leak, Double Free 5°] It}

3.1.3 AAFC HE
S21AA SWellA

Edl A=
/= Oo

AAT

t HEZS SW 5% &

& RS g4 31 5 SWel BAFHE Slet &
ssce] 4 27 Azoleh. TRIAA 2xEgo] A
T pe ool ST U vEY 55 2

gt Table 49+ 2t

Table 4. Source Code Metric

Metric Statement Limit Value(below)
Cyclomatic complexity 20
Number of call levels 6

Number of function parameters 8
Number of calling functions 8
Number of called functions 10

Number of executable code lines 200

ddel e FRE B o 202 5o
A 0], B Yhrie sEHL 35, o
she 9571 ek B4 TR BRRE B
T} e PrE TESE RS A2 ROl Uee
WESER, ATALFW B SWAL A B 2 4
WAL Ao Teielol FERBS G WEAA}

=@ o

gt AnTE EYY TR} AVPS ArTE 7
WP E- ALY B4 nek 2 % e 59, A
g 540 8| MEY FRY AU +HS 2P
L 397t $5 WU oledt 3% ATAIRW)
Tl Eet AARE AAlsle] BRA7ITY] oj7do] 4

2 4 S oo Tk o7 AE AgEelsiont ¢
WB AN st 5018 B e B
29F AR th ek e Aok Tk
3.1.4 73 ZE / 09 22 U AR
SW7F TEAAA AmEge] A 8l Tl v ol
A AR BE 72E £50l0] SWE TS i
Aol SW Al A8 8 Baole et 44 SW
AA|e] 957t obdelE B7SHI ABETY 0HER
Q) Aol AEEE A9} k. oAF Sol, FHL

=]
Jéll_l_
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UESIES SWE MEstded &=79 2%H(False
Alarm)O & A& Q77 U= 97t olof &3ttt o]
A A=, AAl SWel Aol ofd, AldETY AR

e =39 o
2ol gk B4o] io‘ﬂ 6:1‘:5 Z}i F7kste] AR 4
HE AT 4 Qloh E3L 757FEE 9o REeA] A
Bofjof ot Bl i A& 23S AR FE| *
gk 4= itk 9IS S0 MISRA C++:20009] “B2H| =

2 AGFA IY A2 Z2 o] AP F
Heap WE2E &d ] ¢kl w®e]9] 37|& Aol
ARSI FRoEH, Stack(FA) HEy dFS &

8 SEAIE = Jod, F7IAA 8FARY wHES figt

SW & Ao =3 o ]EW} Stack W=l 235}
= A 237AE S & gtk olEet A, &
H71HE9 F9E Bl A3 7311 2] of ol ot
&5 sfof gttt

3.2 SW AEE Al —

AXEF] 5 Aolst

SX(Dynamic) Al

ATEIE AA T4
A9l HWoll gAgt Aol AT E ol SFAIEEAA
(STD, Software Test Description) 87FAR} 7|40 &
AAFEO FE AYE(Coverage)Z HAsHs AlEo
1-;]‘. Je /\1—-1] X‘hﬂ /\/\:n:q]/q }\]o-]ﬂ AATE
2 MRg()2 AR RO, BY AW 228 2
7ol Hlot. $4 ARL AY Szl v B
(Statement) A&, £7|(Branch) APE, MC/DC
(Modified Condition/Decision Coverage)Z 3=
:q A=Y A]—sﬂ d—x—] 7]"5*1:‘ 100%° ]\:]- A= Alon ’]
ANF 7152 Table 59+ Ztt.

0

s

Table 5. Coverage

Division Specification

- Basic level of code coverage
Statement |- Ratio of the tested statement at least once in
coverage the test object source code during the

dynamic SW reliability test

Ratio of the conditional statement (true
&false) is tested at least once in test object
source code during the dynamic SW
reliability test at least once tested

Branch coverage

- Highest level code coverage

MC/DC .
/_ g - Ratio of how independent variation affect
(Modified o ;

L the combination of true & false branch
Condition/ o

. statement between all conditional statement
Decision 4 ) )

in the test object source code during the

Coverage)

dynamic SW reliability test
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3.2.1 5™ A|g TE AsE

Table 62 BF9IA19I4 714
I w7, BElA Zﬂ“‘O}%
Folt. Z& AYE
g, Aei7ksd< "37]"& =z Table 6ol =t
& MAsi, olo] tigt & ARE 24 7]—15:: 100%
ojtt. F7AA B A A et sAEES A8
sto] SWE it Bfoll= oid Eo 45 SW 54
Al WEE s 4 ot XY 1], CBT(Computer
Based Training) 53} 2] —tu'—7liﬂ Aol F Au|9] &4
I #o] gls AUl A9 SW 58 Al thiidellA Al
o3 4= it

Table 6. Specific Criteria for Dynamic Test

Severity Exposure Controllability
Cl C2 C3
El S S S
E2 S S S
S1 E3 S S S
B4 S S S
El S S S
E2 S S S
82 E3 S S S
B4 S S B
El S B B
E2 B B B
$3 E3 B B B
E4 B B M
El B B M
E2 B M M
s4 E3 B M M
B4 M M M
*S: Statement, B: Branch, M: MC/DC(Modified condition/Decision
Coverage)
Severity
Level Content
S1 Negligible
S2 Marginal
S3 Critical
S4 Catastrophic
Exposure
Level Content
El Very low probability (highly unlikely)
E2 Low probability (several times / life cycle)
E3 Mean probability (several times / 1 year)
E4 High probability (several times / 1 month
Controllability
Level Content
Cl Simply controllable
C2 Usually controllable
C3 Difficult controllable
*S . Difference between one level in test : 10 times
ex. S2 : S1 * 10
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3.2.2 S5 AIY 02y 24 21N

SW A=A AB(ER A3 285t
& 712(100%) 23R &5} A9} Qi) o= )
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AiEEIRA U TR E SO Sale
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% S,

=47 4 g0
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4.1 FI7IMA dsE
e ZHE 2EE

2 A A oA,
s A2 FEF
T At

e/ Arde] 4 RS AHshe E*
oy A, 48 A7) 718e] A7 e ARl
b ago] met RS 284171718, WA
goz 45
2 7t 7)2o] Eﬂﬂn}. oA HE A A
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L_ = O

o=

o

.

(N

ey T
=

O>”

4 o

1_

e 1o @ 1o 4
&mlmLI
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H

xel
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—

4.2 2IIHA MSIHIARE SW AZIA AE H
MR S MA Hot

FAAA g7 A4S SW= A AR SW, A
28 SW, Altt SW Al 7= TR A SWe
7|E AAFES A Pl AFRSH= HQolH, A
e SWe 7|E AATE JHRE 245 AAFE AGF
SWi ASAFAGo) A &8t} ok 7|52 Zalsf
of Mz ALt AAFES SfuRith, TRI|AA AZE
ot i o e viwd 2 AARE, AZE, AlAt SW
T SW AR AldE B3 SW AlFAY gHef 1ady
< 7ok 9l

ATEQo] A ’574 (SDD, Software Detailed Design)
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A oM 4 Qlo] Aol 2 &8 SWet s
FAR o A AldE 7] AAIRE SWe SW A=
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= 8 ol diste] A= AldE ssfor . &
7N SW= 571 SW F71AA 28 7hol==]lo] whet Al
#g Alge ssfoF 5, As B4 codew BHIRE
A9l AHE AAIBHA] =t AlFY AT g delA
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SW AlE AT ARl Al B, H 9, 24 5
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A5 71 EE A A/ AFAE T SW AR Al
o R A # A-Y A A7 ARdEk Adelst

5o A
= T

=
=
=

mz2oll SW Al=d AldS 3shes Rt 2AE S
She 2ol of2ige] Uk dIE 501, SW AIEA A9

gl A=) ole] 7] e Aol A/ =
gichel B4 S8ET G SW Aol Sl 7]
A SWeki S 4 giek. 7] AE SW 7] 2]
A7 s} 0% Szt ol BAAoR £8H T

U= Zo] SW AlFY AdY] 2242 B 24T
A ARG = YA, ZAIRe] 85I Ak SA7E

A= BE o179] 7]Eo] & 4 gint. olo o, SW
AR AeE s &2 7] EE sWE 4 8l
o] AAME sh= 7 SW ALY AR ol Fof gt AR
FoJ7} o] Foj Aok et TR, AJETNE AR AR/ A
o Aol SW AR Al qi7gel e Al71e Ak
stord AW 1] g A8 ool weEk Al A,
¥o] So] AMHOE FAL ojwA 283t A 917 A
Aol S0} itk SW Al AJELs A ARlo] E
& gt Al o, e, EA 5o B 2AE &
Hahz Zo] ¢S85t

4.3 FIIHA dSHEAMY Sw

Fig. 2= F71AIA swol gt
gt 7t 713e] 28 HAE 55

E7AA TGS SW A AlE2 TR
A AnEQo] AL E ] iRy, € 25 59 #H
TS Faste] Fith ApETE B AAE
oF L%t SW F4 9 54 A= AIE ATE SW
A AR A A ArdEE A AEdich A
%13461 FAGL A7) o] AlEst A4 AEE
T} 5 SW 7|&A1 9713 BEslo] A4 A2 &9,
B8 A2 AEE =gt SW 71eA 97| Q‘H
N7 g3t goote] Z4 Ad2 ASAAE, 55

395

S

ok

< AEHAE A SW 71&X971H
7180 A= Al AIE BE 48] A
18 59 W83 1 A& 20E ARy
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St

e

=

A

sl

Aol

o
—

=13
=

=]
Al

=

?31

E :{Oll

A
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T

SW support

DAPAJPT) Institution

R&D Institution

SW reliability Test
Plan
Write & Submit

¥
Request
SW reliability Test
Plan

Request

Check
SW Reliability Test
Technical Review
T

Map out
SW Reliabili

Submit

Test

Plan

¥
SW Reliability Test Execute and Result Analysis(Check)
SW Static Test

Determination of SW Defects
Confirmation SW Defects Modify Result

SW Dynamic Test - Confirmation Independent
Verification & Validation and R&D
Institution Test Result

Tracking Improved Demand and
Confirmation Final Test Result
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Fig. 2. Actions for Software Reliability Test
*R&D Institution submit SW reliability test result draft when
they submit SW reliability test plan
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Table 7. Criteria for the Risk Identification on CSCI
in 000 Shipment Project

Number of|
lines of code| ~ ~ ~ ~ 120,001
Rate of code 1,000 | 3,000 |10,000{20,000| ~
change
~ 20% 2 3 4 5 6
~ 40% 3 4 5 6 7
~ 60% 4 5 6 7 8
~ 80% 5 6 7 8 9
~ 100% 6 7 8 9 10

*CSCI criteria score is identified by considering both rate of
code change and number of lines of code
*Test CSCI is chosen in comparison to risk identification score
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