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A Study on The Application of Tailoring for Military System Safety
Risk Assessment
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Abstract During the process of developing a weapon system for the military, various types of
safety-related problems may arise. In order to manage these safety issues, system safety reviews are
usually conducted using U.S. military standard MIL-STD-882. For system safety risk assessments, the
standard can be modified through a separate approval process because assessment criteria cannot be
fixed due to the increasingly advanced, complex, diversified nature of modern weapon systems. Thus
tailoring of assessment criteria is a necessity. This paper provides a description of system safety based
on MIL-STD-882E, the current safety risk assessment system applied by the Korean military, and
implications for tailoring system safety risk assessments for the development of more efficient and safer

military weapon systems.
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Fig. 1. U.S. Air Force Aircraft Mishap Rates[8]
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Fig. 2. Eight Elements of the System Safety Process
(MIL-STD-882)
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Table 1. Risk Assessment Matrix(MIL-STD-882E)

RISK ASSESSMENT MATRIX

Severity Catastrophic| Critical Marginal | Negligible
Probability M @ (3) @)
Frequent(A) Serious Medium
Probable(B) Serious Medium
Occasional(C) Serious Medium Low
Remote(D) Serious Medium | Medium Low
Improbable(F)| Medium Medium | Medium Low
Eliminated(F) Eliminated
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Table 2. Risk Index Matrix(AQAP-2070)

Table 4. Risk Acceptance Categories(EN50126-1)

RISK INDEX MATRIX

RISK ACCEPTANCE CATEGORIES
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Table 3. Risk Reporting Matrix(DoD Guide)

RISK REPORTING MATRIX

onsequence| 1 2 5
Likelihood Minimal | Minor Critical
5 Low |Moderate
4 Low [Moderate|Moderate
3 Low Low |Moderate|Moderate
2 Low Low Low |Moderate|Moderate
1 Low Low Low Low |Moderate
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Frequeeljcerity Cataszrop hi Critical Marginal |Insignificant
Frequent Undesirable
Probable Undesirable| Tolerable

Occasional Undesirable|Undesirable| Tolerable

Rare Undesirable|Undesirable| Tolerable | Negligible
Improbable |Undesirable| Tolerable | Tolerable | Negligible
Imgiigfble Tolerable
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Table 5. Risk Matrix for Guaranteeing Safety in the
Train Control System

RISK MATRIX
Negligible | Marginal Critical |Catastrophic

Frequent I I I I
Probable iig I I I
Occasional Jiig I I I
Remote v il il 1
Improbable v v il il
Incredible v v v v

Table 6. Risk Factor Matrix for OOOOO Program

RISK FACTOR MATRIX
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Table 7. Risk Assessment Matrix(Low Extended)

RISK ASSESSMENT MATRIX (Low Extended)

Severity Catastrophic| Critical Marginal | Negligible
Probability (6} () ©) @
Frequent(A) Serious Medium
Probable(B) Serious Medium Low
Occasional(C) Serious | Medium Low
Remote(D) Serious Medium | Medium Low
Improbable(E)| Medium Medium Low Low
Eliminated(F) Eliminated

Table 8. Risk Assessment Matrix(High Reduced)

RISK ASSESSMENT MATRIX (High Reduced)

Severity Catas(t:rophi Critical Marginal | Negligible

Probability (1) @ &) @

Frequent(A) Serious Serious Medium

Probable(B) Serious Serious Medium
Occasional(C)| Serious Serious Medium Low

Remote(D) Serious Medium Medium Low
Improbable(E)| Medium Medium Medium Low
Eliminated(F) Eliminated

Table 9. Risk Assessment Matrix(Combined)

RISK ASSESSMENT MATRIX (Combined)

Severity Catas(t:rophi Critical Marginal | Negligible

Probability (1) @ &) @
Frequent(A) Serious Serious Medium
Probable(B) Serious Medium Low
Occasional(C)| Serious Serious Medium Low
Remote(D) Serious Medium Medium Low
Improbable(F)| Medium Medium Low Low
Eliminated(F) Eliminated
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