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Abstract Spacecraft flight software is embedded software with high reliability. As the performance of
flight computers is increasing, flight software is playing a more complex role in the mission success.
Flight software is developed in accordance with development standards that impose reliability assurance
throughout the development cycle. This kind of highly-reliable software should perform various
verification processes, including tests. In this study, we developed a fault injection testing(FIT) tool that
can verify the robustness of flight software when there are faults in the system. Our tool supports NASA's
NOS3 simulator and the GRMON debug interface, which is a standard debug interface for SPARC
processors. To inject a fault, a test scenario should be prepared, and faults are injected by either
modifying variable values or redirecting execution flow. With the developed FIT tool, we performed a
fault injection test on the NOS3 simulator target. Our fault injection tool can be applied to flight

software testing when LEON processors are used as the flight computer.

Keywords : Fault Injection Test, Software Testing Tool, Satellite Software, Flight Computer, Software
Testing
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Fig. 1. FIT_CMD tool interactions
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"condition": {
"comparisonVariableName": "FIT_hookEnablel",
"comparisonOperators”: ™
“comparisonValue”: "@",
"comparisonVariableDataType": “"Integer"”

})

“counter":{

"countLimit":

)

o
}
}7
"faultArgs":[
{
"faultValueDataType": "Integer”,
“faultvalue": "1"
}
]
}

Fig. 2. Hook function scenario in JSON format
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Table 1. Flight software faults list

D Fault Detection Method
1 Application not executed HS App monitor
2 Exception handler fails Exception handler
3 Application hogging HS App monitor
4 Memory error System error

5 Application restart Application restart
6 Undefined instruction Exception handler
7 Abrupt processor reset Software reboot

8 Incorrect SB message HK, SB detection
9 Abnormal operation data CI, SB detection
10 | Incorrect telecommand CI detection
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Test > {rrr] Hooking eduleTable function
Test >> [FIT] Hooking SCH_ProcessscheduleTable function
Test »> [FIT] Successfully fault injected to SCH_ProcessScheduleTable function
03: 0 App is runming!
0 App 1s runaing!
S App is running!
0 App is running!
0 App is running!
0 App is running!
S App is running!
0 App is running!
0 App is running!
S App 1s running!
t > TO App is running!
0 App is running!
S App is running!
0 App is running!
0 App is runming!
0 App 1s running!
s App is running!
T0 App is running!
0 App is running!
> HS App is runntng!

light Software

h Terminal Help
42286 Test >> TO App is running!
71696 Test >> HS App is running!
.92395 Test s> TO App is runningt
42491 Test >> TO App is running!
91703 Test >» HS App is running!
92504 Test >» TO App 1s running!
42928 Test >> TO App is running!
48.93126 Test >> TO App is running!
.11754 Test »> HS Aoo is rumnina!
unName HK detected
HK): Action: Event Only
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50.31804 Test >> AppId 5, AppName SCH detected
EVS Portl 42/1/HS 41: App Monitor Feliure APP:(SCH): Action: Event Only
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0 App is running!

- 50.93824 Test »> TO App is running!
1980-012-14:04:51.43968 Test >> TO App is running!
51.51847 Test >> HS App is running!

51.94106 Test »> TO App is running!

14:04:52.44183 Test >> TO App 15 running!

e T npp is runmngr

(b) EVS message showing HS App monitor detected HK task error

Fig. 3. FIT Test #1 : Application not executed
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