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Abstract Due to COVID-19, various services in virtual reality are being implemented in a metaverse
environment. However, in the existing model for information protection and personal information
protection, a problem occurs in that the model was not established from the viewpoint of information
protection, personal information protection, and public work protection in a metaverse environment. In
order to improve these problems, this paper presents an information protection model, a personal
information protection model, and a protection model for public work protection in a metaverse
environment. First, encryption standards for data exchange between users are presented. Second,
inspection standards for processing personal information and protecting minors are presented. Finally,
a protection model that can reflect the security requirements that public institutions should consider is
presented. By comparing cases through the proposed protection model, we intend to verify its validity
for verification of problems related to information protection, personal information protection, and
public work protection in a metaverse environment. The results could be used as a basis for improving

such problems that may occur when constructing a metaverse environment in various fields.
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2.2 ofle] MEHS U JHQIMHES QA BHIIE
WNE|
2.2.1 ISO/IEC 27001
ISO/IEC 27001:20132 %Z|9] FHHQ} FEJA|A
g9 7%, 79, 44 9 AEHoF M| st B2
Qb @A A)7gstH, 229 gof oA 24H

HugH 98 B L Helo] it Aol X3
o 117F] B7F 52 Aot QJrH1l. ISO/IEC
270019 #8 H7} BoF= Table 13 Zt}H?2]

Table 1. Main areas of evaluation of ISO/IEC 27001

No Division Evz‘duation
items
1 |A.5 Security Policy 2
2 |A.6 Organization of Information Security 11
3 |A.7 Asset management 5
4 |A.8 Human Resource Security 9
5 |A.9 Physical and Environmental Security 13
6 |A.10 Communications & Operations Management 32
7 |A.11 Access control 25
3 A.12 Information Systemf Acquisition, 16
Development & Maintenance
9 |A.13 Information security incident management 5
10 |A.14 Business continuity management 5
11 |A.15 Regulatory compliance 10

2.2.2 ISO/IEC 27701

ISO/IEC 27701:2019& % 9] 7/ E #AZE 9
3t ISO/IEC 27001 ¥ ISO/IEC 270029 & He=
NI EHGAAR(PIMS)E A7, 74, A% 2
A&Hor JpAsty] gt AFS AFstr STzl
ISO/IEC 277019 %8 7} Eok= Table 29 2t}
[4,5].

Table 2. Main areas of evaluation of ISO/IEC 27701

No Division Ev:flluation 'sub
items items

1 |A.4 General Rules 4

2 A.5 PIMS-specific requirements 3 2
related to ISO/IEC 27001

3 A.6 PIMS-specific guidance related to Is 36
ISO/IEC 2700

4 A.7 Additional ISO/IEC 27002 5 3
guidance for PII controller

A.8 Additional ISO/IEC 27002

5 ) 5 19

guidance for PII processor

2.3 ZU HEES 2 JINEES QAL A
Ate|
2.3.1 HHES U INRINEES H2HAH E(ISMS-P)
ISMS-P QASAI=E HHHG W /AARESE 9
3 P9 X2} &0 IF7|Ee] HoHA 2F=L
USE UZVITo] FHohe ALEA FEHES F4H9
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ISMS Q153 7iQIFH Y] 583 JEES JIE

JH9= BT
QI53h= ISMS-P QIS &+ 7FA 30l Ut} ISMS=
167} domain® 807 BAZES ISMS-P= 2170
domain® 1027} BAZELZ A=l 9o F9
7} Eok= Table 33 ZtHo)

Table 3. ISMS, ISMS-P Certification Standard Items

- Certification | Number| Whether to apply
Certification realm o X
Criteria  |of items| [SMS | ISMS-P
Establishment and
operation of 5 Domains 16 O O
management system
Protecm‘fe measures | o ool 64 o o
requirements
Requirments for each
stas'ge‘of pe'rsonal 5 Domains 2 X o
information
processing
Sum 21 Domains | 102 80 102
232 SASCHREMBIA HOIQISH|CSAP)

CSAP QISAE= STH-EAHA ABATL Algoh=
AB] 2o tisf CSAP 157]E0l AgstA *F=a 9l
& AF7IHe] SR AE2A FERAAHS QX
= Aok AH)AQI Taas, Q1= Qo] Z4E 38X
2IWE AT AHIAQ SaaS, FHE A A
25 HPols SH(EAF)E AlFoke AHIAQ] Paas,
71 PC Ale-& 93t A¥]22l DaaS 5 Ul 7F4] f-30]
k. CSAP AU A0] FRo] T2t [aaSe 117
MY QFAN}, SaaS ®ET} PaaSe 7870 AR
SaaS 7HH2 307 87AKY, DaaSe 11078 274N
2 FAg=lo] Rlom Fg W7t Hol= Table 49+ ZtH7I.
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Table 4. CSAP Certification Standard Items

Certifica|Number of control items
Certification realm tion
Criteria | 1559 Saas SaaS DaaS
(Domains) standardsimple
l.Inffleratlon Prote‘ctl?n 2 5 5 2 5
Policy and organization
2.Human Security 3 12 5 2 8
3.Asset Management 3 10 3 - 10
4.Service Supply Chain 2 4 3 B 4
Management
5.Incident Management 3 7 7 2 7
6.Service Continuity 2 7 6 5 7
Management

34

7.Compliance 2 4 3 1 4
8.Physical Security 2 12 - 12
9.Virtualization Security 2 10 6 1 7
10.Access Conrtrol 3 10 10 5 10
11.Network Security 1 6 5 2 6
12.Data pr.otection and 3 10 3 4 10
Encryption
13A'System d'evelopme'nt and 4 12 10 2 12
introduction security
14APubli§ sector' additional 1 8 7 7 3
security requirements
Sum 33 117 78 30 | 110
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3.1.1 HHEHS XA HSHEH

71E AEES 9 RIFEE S HH7]E0lA = HEt
W2 Bl ol8A} 1k AU RN 9 A
O] A% 9wl digt HA7Ieo] EgtEo] A
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Table 5. Information Security Protection Model

Category Requirement

Encryption of important and personal
Cryptographic information circulated between users

Control

Encryption when storing important and
personal information circulated between users
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Table 594z o84 2] F55E S84E 9 7
AFHE iRt WS desfet AR Al dasil o

o HH7IES AAISIL Ao

3.1.2 QIMEHHS BHAQ HSTH

ISMS-P Q1Z0AE ISMS Q1&HhS: vk 3¢ 79l
HEES HY 7S F8oHK] &l 9loH, CSAP <!
SolAE Tt EHE AHIA AFAAE HIFE

85 99 7122 A85H ke BAZE ek, o] dhat
wASES 9ISk SelA Ao AP
7ol me ol U Helele sk tlgaRE o
oz EZeiBol} STHEE AHA S YeAE B
Sk 7l%o] Egkelojof gitt. v BolAe] A
QHEET 97129 oAE Table 63 2.

Table 6. Personal Information Security Protection

Model

Category Requirement

Consent to collection and use of
personal information during service use

Protection measures| Resident registration number processing

when collecting
personal information|

Sensitive information processing

Consent to collection of personal
information from children under the age

of 14

Protection measures
when providing
personal information

Consent to provide personal information
to third parties while using the service

Measures to protect minors against

Protection of minors| . )
violent and obscene materials
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Table 7. Public Information Protection Model

Category Requirement

Define the security requirements of
public institutions and reflect them in
the contract

Security service level
agreement

Safety of introduced

. . Whether to use CC certified products
computing equipment

Whether to acquire CSAP when using
public cloud services

Availability of public
cloud services

The physical location of data is
limited to domestic

physical location of
data
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Table 8. Comparison of ISMS-P, CSAP, and Metaverse
certification standards from the point of
view of information protection

Metaverse
Required certification criteria | ISMS-P | CSAP |Certification
Criteria
Encryption of important and
personal information circulated X X (0]
between users
Encryption when storing
important and personal
. . . X X (0]
information circulated between
users
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Table 9. Comparison of ISMS-P, CSAP and Metaverse

authentication standards from the perspective
of personal information protection

Required certification Metaverse
quired cert ISMS-P | CSAP | Certification
criteria o
Criteria
Consent to use of personal
4 o P N A 0
information
Resident registration
gistrar N A 0
number processing
Sensitive information
. A A O
processing
Consent to collection of
ersonal information from
e A X )
children under the age of
14
Protection of minors X X ¢}
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Table 10. Comparison of ISMS-P, CSAP and Metaverse
authentication standards from the perspective
of public security requirements

Metaverse
Required certification criteria | ISMS-P | CSAP | Certification
Criteria
Definition of security
requirements for public X A (0]
institutions
Whether to use CC certified X A o
products
CSAP certification or not X (¢}
The physical location of data
T . X 0
is limited to domestic
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