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Abstract With the development of wireless communication and sensor devices, the IoT(Internet of
Things) environment has been applied to various fields using sensors. This environment provides users
with an intelligent service by collecting and processing data from many sources. Due to the recent
microsensor and nanotechnology developments, the Smart Dust method has attracted considerable
attention. This method provides a means of collecting data through wireless communication from
dust-sized sensor devices located in inaccessible areas such as deserts, mountains, or military zones. This
technology was initially developed for military purposes, but it is now being utilized in the civilian
sector. However, dust-sized sensor devices have limited memories, computing abilities, and powers and
thus are incompatible with existing general security protocols. In this study, we propose a security
protocol suitable for smart dust environments based on an improved bit-unit authentication technique
called Distance-Bounding Protocol, LEACH Routing Protocol, and Hash. Performance assessments

verified the security and performance of this protocol.

Keywords : Smart Dust, [oT Authentication, IoT Security, Key Management, [oT

E =72 Addista sk dHo] s ATE S

*Corresponding Author : So-Yeon Min(Seoil Univ.)

email: symin@seoil.ac.kr

Received September 20, 2022 Revised October 31, 2022
Accepted November 4, 2022 Published November 30, 2022



AR &85 =5 A A123d A11E, 2022

ARERIE YR YEAAE Sl AeE2 dAZste] A
I AR S22 AHEE 1Y A4S B4
St= A5 71& 9 AHIAE vt AFERIFY
thgt oA A5 AuIAE AT
£ A5k, ARAY FE, 87AKR), 3 52 11
sto] AHAE AJFsH tHlo| A Aofdith. o=
T4 B4 71€9 ST A AAE 2 dufolA
59 IgR 71& F4 AA HEQA F4E 7IRte R
S AREIE Y 8750] & YEHIY HoiHE AH| A%}
22 AR AfElAE EE A 2 AR XY, 9E
AAAQ & 5 FEA EEHL ok E9], 247
AME B0l EEE= FE5T HA|, & AHE HAES]
7Ndo] &8 7hssidol wet AltEol HIsh] A
B2 A Aot AzF A Fofl AAE viA]oka sf
F A9 HoleE st T TR &8 s B
o1 it} o]2gt AUIE HAEE E-83%t [oT 34
2 54 AAE o]&d] tlolEE XSt o] AEE
BS(Base Station)o]t} &7t AA LEEF H&sH= Al
A LER FAdEo] it} ol ANIE TIAEQ} ZHE
oA 85k A4 Hupo|AEY HS 24AF0R
o|Fo|A glo] FgH w2 Qg A d H2lsd,
YR &9 HAE 7HXL S, o= <lsh Ak
AHES 2E5k7] SR TRt A7 A= QeH1-3].
oA, 2 =RoA= ARk E7g0A Hetd | of

2, 23 A7

r

2.1 A=2IEu

AFERIEIYIS 1999W MIT Auto-ID Center At
¢l Kevin Ashtonof 9Jsfl 22 7id @ 807} A=
T BA E AN tuto] A9 RS AA dfe I
GojlA of2] AN L8 UTH4L

ARERIE o] 718kt AuAs AAFAEEoA HA &
oFF 4= Qith ARIE Fo|uf AntE 7 goj2lE, e-d
2A0] 5 ThgRE WA AR AT 8-S} E|aL glo
), && H9 E3 A&HoE Fojual o} s A
HAE 857 $JeiAE Huto]A 71e] B4lo] a5t

o B2 A EE0] M2M(Machine-to-Machine) 7]l
719k Sto] AmlA =3 Qloh

F| o= 247 AIAE o838 ATME HAE 0]
FEIT glon, 24F ANE &&= U HEY
BLolY At 5F BEFHOE £8517] A3t A0l

Fig. 1. Examples of Smart Dust Utilization
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Table 1. Proposed Notation

Notation Meaning
Ny, Np Nonce
SN Serial Number
GW Gateway
E0 Encryption
2 Decryption
D Sensor ID
Cia Middle Node ID
R/ 3n Bit Divided Value
p.qz Prime Number
R Random Number
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Fig. 2. Authentication Protocol
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Table 2. Security Analysis

Table 3. Simulation Initial Settings

Simulation Initial Settings

Number of Device 50 ~ 300
Placement Area 100m*100m~300m*300m
Control Center Location X=50m, y=50m
ETX, ERX 50 nano]
Packet Size 5,000 bit
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