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Abstract Because digital multimedia content can easily be manipulated and duplicated, it is important
to ensure that multimedia content is original and not manipulated. For this purpose, digital watermark
technology has been proposed to insert visually unrecognizable information into digital multimedia
content for the purpose of verifying ownership or ensuring the integrity of digital multimedia content.
This paper proposes a block-based digital watermark method for image authentication and integrity
verification. The proposed method divides the original image into 16x 16 non-overlapping pixel blocks,
with each block further subdivided into four 8x8 sub-blocks. The digital signature or message
authentication code generated from the image block is inserted. The proposed method can detect a
collage attack, and it is possible to easily detect manipulated areas. The safety of the proposed method

depends on the security of the cryptographic algorithm.

Keywords : Integrity, Authentication, Tamper detection, Digital Signature, HMAC.

1. M2 S04 g ALAL BEI] 9% P IA
9 guz0) 498 Fertat Aaage) geEay

A PEvhle XY Zeze] it A4A BE & FWT 4 glolok ek Tt feEntart A9E o
U Qs RAAE AEe] R U A7t o] Aol thstel Weda gLt $XY 714 ol

E =72 Addista sheATtHo s ATE AR

*Corresponding Author : Chan-Il Woo(Seoil Univ.)

email: ciwoo@seoil.ac.kr

Received September 13, 2022 Revised October 21, 2022
Accepted November 4, 2022 Published November 30, 2022

608



HAE At dAlA]

St
pil

ASZEE o83 I 724 A ¥ I+

A O]l

A% AYE YEEE A AAT 5 e AR
ettt wEbA A2 BE 7|EoA ol gt
AL sidsh= 2ol HiS- Fa35hH olE fI8 theFet
7+ A= QioH1). X" vl et E ok
A 2o Fit HAg ez gk 19 O’]—r% g
St7] 915 5474 A% Hgol qirk 44 A% 71
A= %’4‘3“}37} AYdE FAel 22 el H“@
§ ol AAT 5= ofof Tt
w2ha] gAE YErgY] A2 B3 7]&oAde 4
YE YEut=rt TRt A2 RE FE JEEA|
otof sh= Zlo] Fasithd, —?@"é A5 Sl 9=
upgollA= el S0l st E A9 e H
ut=17F A st Eo] Wy ofiE 7L7<]Ol~‘: Aol T8
sitH2-5]. o] F 7H] 71e2 A" E'l=o] v
”‘?J ks SHoA= AR 78R & 5 oy
&5k SHAE ¢ o8 §42 7K ok &
‘ﬂ'@—ﬁ AZEE HE5H7] 993 7]EoA= S 3
oA YEPEE AYshs Aol TP HelA Adst
= AT ARAEE FAE 5 Qo 1Ey A4S
ol H"} 71E2 AYE HERETE FA RaeolA
oF H= = 7HAoksl7] HiEe] g JGERE of
BE, ﬁﬂ"qoﬂ"ﬂ’ﬂi B2 A7 olFolA| AL ITH1,6].
S0l HEmtEE Adshs W 5t &
35 ARESte] YEEEE AYste WHolAs HEnt
a5 A5sh] s, fEua Aol AMgE HgrE
otof 57] wizol 717t &2 4 = 9ol Atk
ojg|gt £AIE A5ty S8 7] GEE ol8F W
Hol A= 7IRIZIE AEntaE st TN712 HS
517 wiizoll et AQloll ARSE AQ171E Yol
Zo] wL- ojg}& o] Ut 1 719 kA B
= {8l 719 dol7t dojdaE AAEe HEaYy
Zol= Fdojd &= 7] HZol B &=l AT 4%
E59 2717t AXA He ol Ak mEhA A=
= YEvET 22 2719 E50) AYE 5 A F
N7l G225 ARESh= ol Hid7] dEE AMEShe
W e g d 4= IeH7-9]. AErEE A4
st7] I8l AR EE 71 HSE SRt 3717 A
2 & e Z8stdA 377 42 2l &
9] FA71E €Y 4 U= WHOoE YAY APS o]89
£ o] St} bxE A siA] T I 4=
£ o] &3l AT 4 9lott DSA, KCDSA, Schnorr
8% A% Hoh 22 3719 tAE AHS

w2 Qe Holgle] 277 arieh &

_ﬁm?ﬂ
Hn

(o

e

_rgr
m?EﬂJ-I).I

45

o]
AT

609

2 3719 A B4e] o] BE w9l 24
£ QEnigo] andos 28% 4 9k

2 R RoHE A GHS L 71 2 ol B
SO2 el 7] 8% HHE ol§ste] AL A
g} olAA) 91 FES YT F BE g 59 27)
of LSOl TS e AQateh. ARk WhelA] 2
29] WY ¥t 4U gAE Age I 4%
31, wigo] WAH BEL Mo 37)9) Au ERow
Bgstol WY XS SRRk ARk WOl 4%
a0z gt tAY Agst A Q% FES of

glol Q30 RANE 43T 4 Ak YU A
u], o] Slaf 712 WSl tiet 2AHE Bast of

A7) Sie e A,

N
e
o

N

r

10
1__

@
oL |
o g
jay

°J RIS Xﬂ A

i
)‘ N, _lg
2 1
=
ol
Jg“ ofy
o N
e

3
i)

roh

5o
= o

%”‘011*1 THU}
Elut= A A7E &
FIRE TRt WRiEol Al &’lﬂr
HE M= YEvta A4dS s ok
HAGsHA et sH Ak #4861
Z|ol9] BlE] YEuEE éﬁ’ﬁ?ﬁ Zo] 7H
9 HE F e B =
o] £5 99E YEHEE Atk ”“ﬂoﬂfﬂ =
HETEE AT 4F dojz 228t
o] 7k 4= 7] "ol geEH o kgt o
U OAd A 81 37 4% 0] 835
AE fEg & Ak

7] Y4B E ol 8slo] YENITE APAITH A RSA
371 oA doie] kS fI8 Eq. (1oflA
No] 3712 HA 2,048 HIE oo & ALg3jof gt} o]
85 WA ditel 540 = <l A= dewd] 2
ol At M2 Zoje} 2 2,048 H]EZ} F &= Qlck. ¥
oF 2,048 HIEE £F W9 LSBol Aettd £52 X
4 4646 °oVge] 715 7PHoF ditt. 124 3l49] Sf
9] & WA LSB7IA] E7gsto] Agstelete 32x32 ot
9] 371 7}Aok 2,048 H|ES A3 2 9t}

ok mlm

of

, Ygdkd

)

>
:\BOR_Z:

]_
bt

(e]

i

?til 18

ok

N

O_uOE
(o)
i

Mooy

[o)

)
of
18

[
2y
mIo

l

9

rr

b

)

ok
ol
SK

o

Ju

gHEgtow

rlrm{mr{mgjeﬁ
L )

L

= o
o=

>

ol

U

=)

[¢]

D

4

[}
pal



El
L L

fill‘

AFH71&8H5 =52 A238 A11%, 2022

C=M"mod N 6))
Where, M denotes message, £ denotes encryption
key, N denotes prime number X prime number
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Fig. 1. Message authentication code generation
process

610

Al QIS FEE P AT 2719 &8 A
Sk Al et AR SARE A5 sS4

S} AR = Alglo] FAste v07|S Yoz A
8ol 14E dolo] £ s W] HAA

gt 24 A5 $4A AFel 7HssitH10lL

HAIR] Q1F FE F SiA] TE ol&sto] A 1
AlA] HMAC(Hash-based Message
Authentication Code)°ol2ta 314, HMACS ¢St
o2 Qbdsitty 4l BE SiA T AT £
At & =RollAE "AE Ago] AYE E50 HE
o] TAYEIS FF HE HAE 8x8 EF TH=E 1l
3171 98 HMACS o]83tt}

(o] =N CE
A5 Z=S

23 OXE MY
HIAIA] QI F= 3
£ olgsto] B/ EH FRAGRIE AH3AL] 4
ISl =7Fssitt. metA ot EAE siEsh]
Al AL Mol AFHAS. HAE A2 HAA]
A4 AMgshe Wi wiAlA 9] siA] ZEEIA ghel
Mgk | ‘%‘_EHETQLE‘% AR 23 AT
Sk HolME SAAL] 7R HAIAE Y=slst
of A N8< *c‘i*é stal 7712 Heslste] A4St

|
o

5
7 A

ol
o N

éir

o =
t}. o] Wi HXA] AAE FE3leof =7 gie] F
7] 45 daEEE Yokt B2 Agto] ARET

ARl 2717 ARAE &xo] Sich

Message Hash Public Key P1g1tal

Function| Cryptosystem Signature

Private

Key

Fig. 2. Digital signature generation process

124 Fig. 29k o] HAIA]9] sjA] Z=F ©]-851]
A AT 49 F2 Aold A Zeof dEekE
S3Yst7] miZol HAKlell 23 Mrgshe W H]J—J’j}
d HAd Age Adsketl ot Ate] Eol&
Arge] ol Zotd 4= Sl 3ol k. gAE /\‘]“5
2 919] ¥ Qo= DSAY KCDSA 181 Schnorr
A daE|ES o8 B¢ Aol 27l €L
o OE = o A2 2719 HAE A9
Tt Table 12 £19] 37H4] S digt vlw g
Har A

].
38 Qg +

et



HAE At dAlA]

ASZEE o83 I 724 A ¥ I+

Table 1. Compare the three methods

Block Size Safety
RSA Big Good
Middle
HMAC Small (There is the possibility of
losing the secret key)
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