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Abstract Recently, the personal mobility industry has been developing more rapidly due to the novel
coronavirus, and various mobility services are used. Personal mobility services operate on a membership
system and can only be used after registration. However, owing to insufficient identity verification
processes, it is possible to use a service by using the name of another person, and problems are
emerging. In this paper, we provide a service that can track objects using blockchain technology. When
issuing a user's EID, it is impossible to transfer it to another person because the smartphone is
associated with the original person's name. For the object's EID, the serial numbers of the manufacturer
and the device are used. In addition, in order to track the object, both the user EID and the object EID
are used for identification when using the service and they must match. IoT sensor and Active Tag
location information are used to prevent non-repudiation of service use and to transmit accurate
location information. Experimental evaluation compared the safety, integrity, and forgery risk of the user
EID and object EID associated with the proposed system. In it, user EID and object EID are issued using
blockchain, and based on this, all accesses from service start to service end can be traced. When using
the service, the user EID stored in the smartphone cannot be transferred to another person, so more
accurate identification and a non-repudiation service can be provided.
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Fig. 2. Proposed system
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