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Anomaly Detection in Vehicle Network
Using Semi-Supervised Learning Model
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2 o AR A=A Yre] AA} Ao AX|(Electronic Control Unit, ECU)ZFY] 41 98] CAN(Controller Area
Network) Z2EZ-S wo| ARG3LT Qiot. sHAITF CAN Z2EZL HAX] &5st 9 Wizt A5y 2 Het 752
7R QA ot QI7FER] gk HlolE Fholuk ABIA AR FA(Denial of Service, DoS) &3 Z-Z Ato]H Het
Aol HFsieh wEbA F2ole AR CAN HEQAE B35 9% /1F A5 7|6 A ©3 AlAH
(Intrusion Detection System, IDS)°ll tgt 417} EitslA] Y= iy, B =RoA+= HA CAN HA9 go]H
Efigo] izt HAA 9 FFS AT ¢ Y= AZ ShE(supervised learning)e ARESH= dEd HEel
DCNN(Deep Convolutional Neural network) 7]519] oA} &x] BHl-S L3}t ESH Ak shG i 5458
dlole] o] Bolok Gtk BAHE XML o F Restr] 98] EAE SHs(semi-supervised learning)@ AHEEH
gd2yd 249 GAN(Generative Adversarial Network) 7]519] o]A} &2 RS A|Qsttt. AQtsh= £A = Shs 7]
who] o]} A Hele 7|& Ak sk BEdojA] oF 208t 79 HolHE shEstd 2 1,000719] HlolERte 2k AjH]
& AR ZAG AFY FAS 99%01d FAL 5= o] AEAQN AFE ol AT HA AAHCE AR 4= Qi
Abstract The CAN (Controller Area Network) protocol is used widely for communication between ECUs
(Electronic Control Units) in a vehicle network. On the other hand, the CAN protocol is vulnerable to
cyber security threats, such as unauthorized data injection and DoS (Denial of Service) attacks, because
it does not have security functions, such as message encryption and sender authentication. Therefore,
research on an artificial intelligence-based IDS (Intrusion Detection System) for protecting the CAN
network has been actively conducted. This paper reports an anomaly detection model based on a DCNN
(Deep Convolutional Neural Network), a deep learning model using supervised learning that can detect
message injection attacks on data traffic on CAN buses. The supervised learning model requires a large
number of training data sets. This paper proposes an anomaly detection model based on GAN
(Generative Adversarial Network), a deep learning model using semi-supervised learning, to compensate
for this advantage. The proposed anomaly detection model based on semi-supervised learning can be
used as an efficient vehicle anomaly detection system because it can detect more than 99% of
denial-of-service and spoofing attacks with only 1,000 data instead of learning with about 200,000 data
in the existing supervised learning model.
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upo] ARAEEH U AR} FAEo] AR BAlsl] 5]
A=At 199390l 1SO A ®F F2(ISO 11898)
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CAN HAIA] 22 tlo] | Ql(data frame), Z
2 E T Uremote frame), ol Z& Y(error frame),
ozt T A(overload frame) 4709] ZH Y E}J L
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Data frame

* SOF(Start of Frame): ¥t 7H9] dominant H|E
2 A=} lom HAX9 g A5k B
< B9 F7I3FE el AHgEH

* Arbitration Field : 11H|E F& 2098]|EQ] F7|&
Z¥= D9} 18]EC] RTR(Remote Transmisson
Request) HIEZ TAJHT}

*  Control Field : 28]E°] IDE(IDentifier Extension)
HE, 4HEQ] dloJg Zo] FE(DLC, Data
Length Code)Z FA4J=0] 2™ ROZ Reserved
B]E(BExtended CAN 2.0B RO, R1)o]t}.

* Data Field : Ztfj 88[O|EZIA] AR 7hsohH o
oJElE AAoh= Hl ARSET

* CRC(Cyclic Redundancy Check) : SOFojA] &
g tlo] "EZIR| 9] HIEGS o]&3f A3t 15
H|EQ] CRC AldAet it 44 HIE(T)9
CRC @2H[E|R F/d=]o] glow HAIR] 49| o
g §5E AR H AREH

¢ ACK(Acknowledgment): 1H|EQ] ACK &%X
shte] ACK gEnE(d)E 4= 9o
9l9] oA SHIE HAXE FAlSHA HWH
ACK ZEE HH= &7F ACK €329 32 4 H]
E(d)E Al WA AdollA] A& AsstA "ok

¢ EOF (End of Frame) : 7719 ¥ H|EZ ZAE
o lom HAR] E& dE= FHoR AMgH

2.2 HAIX] = 54

CAN ZZEZA ¥Agsk= Bt A= 414 QI
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Structure of CAN data frame
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Fig. 2. Message injection scenarios into CAN bus
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Fig. 4. (a) Identity block and (b) Convolution Block
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o
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A% A& S5 719k9] ol 'A| A
A 4 5 H7HE 9ol o TG0l AREEE HlolE
g AH&SERT S HlolE Al HIAA] 9] FZo]
S 59 AA AgolA OBD-1I ZEE 53 7=
= dlojg MloZ Normal Hlo|g, DoS &2 tlo]H,
Fuzzy 524 H°|€], Spoofing(Gear, RPM) &2 d|o]
HE zokolar QitH14l. ZF 34 dlolg Al Table 1
I 22 o g 2&5E9lon HolE= Timestamp,
CAN 1D, DLC, DATA, Flag Field2 F/d=o] it

Table 1. Description of attack type

Attack Type Description

DoS Inject CAN ID ‘0000" every 0.3ms
Fuzzy Inject random CAN ID DATA every 0.5ms
Spoofing Injects a message of a specific CAN ID related
Gear to gear information every 1ms
Spoofing Injects a message of a specific CAN ID related
RPM to RPM information every 1ms

B =R AFBY S48 dolEe] TS Uehd
20| Table 2015}, WA B4k WAL oF 8% 71S AME
slgon, 24 geo] w2t 44 wizle 248 o]
el oF 36051014 440RH) HEo) WS AFEeIR
o} 7 RS 1544 %ol 15x159] o] ojn|AE 7
A% 5 Am ML AH 24x249] olu] A% Bsiel
Argaigit,

17

Table 2. Learning data according to attack type

ResNet34
(Images)

N A
203,691 | 57,748
202,423 | 68,248

SGAN
(Images)

L(N+A)
10/100/1000
10/100/1000

Attack

Type Packets

UN)
65,932
65,932

DoS |3,665,771

3,838,860

Fuzzy

Spoofing
Gear

4,443,142 202,341 {100,558 65,932 | 10/100/1000

Spoofing

RPM 4,621,702

202,223 {110,199 65,932 | 10/100/1000

A : Abnormal
L : Labeled

N : Normal
U : Unlabeled

A= ok 75k ol A B A4t HolE e}t &
32 HlolE] 80%E &A shgoll ARSI 20%=
24 45 B7o] ARRE S oS E°1 DoS 320 o
g Az g Zdde 9 180,000 =HdHH
Normal ©]7]Z]€} 54,000%9] =P8 % Abnormal ©]
H|XE ARESte] SH5SHAITE ResNet34 HEoA] ARE-
gk stoln] metwEl= 256 ¥iA] Z7](batch size), 5
X F(epochs), Adam XE|Tlo]A(optimizer), 0.001
St&E(learning rate)S ARSSIATH

FAE shss 7|uke] oA} g2 el SGANO] ARSH
Discriminator= 5 Hlo|E 2 2P =R 42 Ho]
g, 2hagE golE, G(z)8 AM83it) ShagER] &
2 tlojE= A4 HlolE v ARBskaL 2hE=E HlolE
£ 80%2 32 dlolEolA 1071, 10071, 10007HE A
&otlet.  ZhdgdE  olmR|oA  Normal ©J7]A|
Abnormal °J7]x]9] H]&Z 50:502% AHsIoltt. E
g 2d9) 45 B7FE HoiA= shsoll AREEA g2
T4 Holg9] 20%E AH&SHA

SGAN ®H9] sto|H mhhu|E= 256 HiA] 27], 60
o3, Adam FEHIOIAE ARSI S XH3HE
93l Step learning rate schedulerE ARESIFATH
Step learning rate scheduler:= 9% stepultt &5
E°l gammaE Foli5+= AR g5 &yt & &
FE2 0.018 A7gsto] wl2A &-3A17|aL F &gl 7t
HALE SEES £9 ool T&Z Ut

Ak g 715k Bdd EX % g5 7|5 249
s 7S Y3l H7MAHER Recall, Precision,
Fl1-score, AUC(Area Under the Curve)E AM&3I%
o}.

Precision2 AAZ Abnormal HoJE|E Zdo]
Abnormal® Q14]3t H|o|e] 9] f=o|r 4412 thg3} 2

.
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True Positives )
True Positives + False Positives
Recall2 ZHo] AbnormalZ &3t golg & 4
A= Abnormal?l H|oJE|9] f=o] 4=2]2 thZ3} )
True Positives o)
True Positives + False Negatives
Fl-scoret= Precision®} Recall®] 23} H#OZ o
o[f A9} FFA F7t 1 2A] 2 ] R £F A4
& Aok ©l ARREH A2 oadt Ao
Precision X Recall
Precision + Recall )
AUCE ROC =41 W3] 79kt groleh. ROC =4
2 False Positive Rate”} ¥1& 1| True Positive Rate
7} oG A Bsk=AE UEl= J42E AUC scoret
ROC IA ofefi9] W& vehditt. AUC score= 1]
TWHESE 5 B9 57 Adso] S=olthar wdgit
Th2 Table 32 oA AAFL[6]olA4] 483t Inception
ResNet HH9] 25 ¥7s}o] HAER 452 Ho
£t} o] REoA= ) CANS ARgsto] 29H|EQ]
CAN IDE AA =gt 7 2] Yo 2 At &
3, o] A-follA] ARESE 7} A #E= Recall, Precision,
Fl-scoreQ82A BE 99% o4 #& HAE&Z B3
.
th& Table 4= A% Sk 7|¥te] HHo] 71 A
£ 95 2 A3olAl= CAN ID 11H]ES} DLC 4HIES
ZE e HAsk Az sdS HEe H
ResNet34 2@-& ARESto] Shgof ARGSHA] o2 B
E toJelg HAERF HrHR| o[t}

Table 3. Performance of Reduced Inception-ResNet[6]

B =FoA At ResNet34 A= sh5ol o5t o]
A AT FAOIME ol A+ [619] Ak}t A9 FARE
o= Uik &3], A& g5 7159 ol A
ZEE2 BE FZANA 98% o449l AUC-score®}
Fl-scoreE T&5t}

J8y A& g5 BE2 2 ol A 4= Hol
ARk oF 208t 7 o3 s HolE7t Waskal A
&2 DCNN g9 27} A i YEY A 9=
7lole UF 33 EFsto] shgat S2oA4 w2 ALt
| Adch= o] Q.

o

ueba] 2 =RolAs ghigE Sk HlolE 9] ol
FHEolA] gk oA ol ASE "5 gt
Hog ZAL M0l SGANS TSt o
Table 5, Table 6, Table 72 &A= Sk 7]HI9
SGAN EZ& ZZh =piagd dHlojg] 104, 1004,
100042 Argato] 53t ndls HAES H7t A X
ojr}.

Ho|A HiE Hie} o] A& sk 7]4to] o)A} &%)
TEo A 108y 100 F=2] 2 dlolE ojn]
A2e £2 94 452 £ 4 {0k 28u 9F 1,000
% Axo] EyH oju|xE AMESHE ol AT €A
2”0 R ARRE 4= S HEY] 452 UEIH
£3], DoS 320t} Spoofing F4° HaiAl= 99% ol
Aol &) 52 Uehiz ok o, Fuzzy 3200 of
A= OF 900% Y =] ©A] /g5 Hol oo thgh ¥l
24 & glolg Al 371 BAlE 1egof & Aol 1
o= E751aL ARleke £AE S REe 7o
2 27t 7PE a1 d<eote] AF YR JEF Y ol
g2 nd2 HIgt AoZ o AZ.

Table 5. Performance of our SGAN using 10 images

Precision Recall Fl-score AUC
DoS 1.0000 0.9989 0.9995 - Precision Recall Fl-score AUC
Fuzzy 0.9995 0.9965 0.9980 - DoS 0.7114 0.2043 0.3174 0.5860
Gear 0.9999 0.9989 0.9994 - Fuzzy 0.3536 0.2414 0.2869 0.5349
RPM 0.9999 0.9994 0.9996 - Gear 0.2815 1.0000 0.4393 0.5036
RPM 0.5641 0.2200 0.3165 0.5769

Table 4. Performance of our ResNet34

Precision Recall F1-score AUC
DoS 1.0000 0.9997 0.9998 0.9998
Fuzzy 0.9989 0.9764 0.9875 0.9879
Gear 0.9996 0.9950 0.9973 0.9973
RPM 0.9990 0.9989 0.9990 0.9991

Table 6. Performance of our SGAN using 100 images

Precision Recall Fl-score AUC
DoS 1.0000 0.9743 0.9870 0.9871
Fuzzy 0.9071 0.2371 0.3760 0.6138
Gear 0.6948 0.9886 0.8160 0.9098
RPM 0.7196 0.7514 0.8581 0.8757
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Table 7. Performance of our SGAN using 1000 images

Precision Recall Fl-score AUC
DoS 1.0000 0.9857 0.9928 0.9929
Fuzzy 0.9289 0.8771 0.9023 0.9255
Gear 0.9986 0.9886 0.9935 0.9940
RPM 0.9817 0.9943 0.9879 0.9935
5. 42

2ol AsAtet BT TFEt IT 7eo] &S
1 2ol Hgt 4= Qe Adol Eoldol ot AF W
F HEA CANo|| High Ato] Het §1F o] Sj|x
Art. E3] CAN HAY] =EE Aolstal QI7HEA] 32
HAIRE Fhots HAA] 29 TEL2 s 2254
A & QA8 Foirt AL & ek mEhA 2 =EolA
= HEA] B2 HAIRE AR ERE 5= Qe 9
3 715t o)} &R mEdE AASHI AQtel= A=
7|5t o]} &R BEe =& BFAEE HolFA
ot 2hdg g dlolg Alo] SEoHA| £ ¢ &-go] of
ok @0l Ut

wehA AL oG BE Zh=
At 5= = FAE g5 714k 1% A ZES A4
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