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Abstract In the cloud environment, where the amount of data to be stored is growing rapidly, a
technology for efficiently managing data storage space is needed. Deduplication is a technology that
efficiently manages storage space by preventing data from being stored repeatedly in the cloud. The
many deduplication schemes studied thus far used a method of deriving an encryption key from the
plaintext to be stored and maintaining confidentiality during upload but have some vulnerabilities, such
as brute-force attacks, poison attacks, and identification attacks. In particular, K. Park et al. proposed
a deduplication scheme to efficiently use network traffic by realizing DupLESS, which is secure against
brute-force attacks as a client-side scheme, but this has a disadvantage in that it is vulnerable to the
identification attack. In addition to the technique proposed by K. Park et al., this paper proposes a
secure deduplication scheme to resist the identification attack in a cloud server system. The proposed
method is secure against the identification attack as it stores verification parameters in the cloud server
during the upload process and uses them during the download process to verify the client. In addition,
a secure and efficient data storage scheme was presented by designing a mechanism to delete

unnecessary data using the verification parameters used in the proposed deduplication scheme.
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Table 1. Cyber threats in cloude deduplication system
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Notations Description
]{7 G Hash functions
H, 1 Cryptographic hash function
pkKS Public key of the key server
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Symmetric encryption
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[Dc Identifier of the client
Sk‘c Secret key of the client
f Data
Skf Secret key of the data f
T Tag value by hashing Skf
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Fig. 3. Data download process
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Table 3. Comparison with other deduplication schemes
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