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Abstract As weapon systems become advanced, it is difficult to operate and maintain them through
existing post-maintenance or preventive maintenance methods. To overcome this, the Ministry of
National Defense has emphasized the importance of 'management of the total life cycle system" through
"Defense Reform 2020, and a project is being promoted to apply big-data-based state-based
maintenance (CBM) in all areas of defense work. However, due to security regulations and the operation
of analog facilities, data collection and use are limited, and it is difficult to apply big-data-based CBM.
This research shows a case of constructing an abnormal detection model of an air dryer to prevent radar
failure using the operation data of facilities that are not sufficiently secured due to the restrictions
mentioned. An abnormal detection method is proposed for a weapon system under conditions with
insufficient operation data and failure history. After acquiring normal operational data from six military
units, an anomaly detection model was made using various anomaly detection techniques from
unsupervised learning, and an optimal model was selected. In addition, an optimal threshold and alarm
criteria were selected to decrease the false alarm rate in normal conditions for each unit and to detect
abnormalities as quickly as possible. The results of this study confirmed the possibility of applying
anomaly detection through Al application to another weapon system and laid the foundation of securing
empirical cases, CBM models using Al, and data analysis techniques with actual operation data.
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2.2.1 Isolation Forest(IF)
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2.2.2 Local Outlier Factor(LOF)
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2.2.3 One—Class SVM (OC SVM)

OC-SVM2 AAEIolEE 78S ©|8sto] feature
spaceZ AFY-E M3 mapping)st & A9 £F AA
= 2t o Al AFolA gt HoRA =
= 5 AlA BAHCIE Y £ BAWS =tk o]

m%r

2 57 B A V%
9] glolEE ooz HAIshks WHECIHHI3-15]).
1

o7 A 9o 0]Q9 o

oo o1

mll’lW? I wi 2-%——25 P @)
z—l
i = 172,...71, & >0

where, W, v, &, p, | denotes parameters.
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2.2.4 Principal Component Analysis(PCA)
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2.2.5 LSTM Auto Encoder(LSTM-AE)
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Table 1. Algorithm parameter

Algorithm Parameters
IF estimators = 100,
Max sampling = 1,024
LOF k = 100
kernel = RBF,
OC SVM
V=0.01, gamma =0.01
PCA n_principal components = 1
dimension of latent vector = 1,
hidden layers = 2,
LSTM AE window size = 30, step size=15,
adam optimizer, learning rate=0.01
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Fig. 17. Best threshold by using bootstrap method
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Table 2. Performance score of algorithms

Algorithm Performance Score
IF 0
LOF 17
OC SVM 13
PCA 9.5
LSTM AE 11
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Table 3. Performance of best model on each army

unit
Army |abnormal False True
Unit type Threshold| Frequency Alarm(%)
Alarm(%)

ab1” 0 95.8

1 | ab2? 2.38 5 0 98.0
ab3” 0 90.6

abl 0 98.8

2 ab2 2.06 5 0 99.5
ab3 0 98.8

abl 0 92.1

3 ab2 2.19 15 0 95.0
ab3 0 81.0

abl 0.7 92.3

4 ab2 1.54 10 0.7 94.3
ab3 0.7 75.9

abl 0.7 92.1

5 ab2 1.89 20 0.7 95.7
ab3 0.7 91.1

abl 0 93.6

6 ab2 1.82 10 0 96.1
ab3 0 77.7

Note) abl: failure of dryer unit, ab2: failure of cam motor, ab3:
heater off
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