Journal of the Korea Academia-Industrial https://doi.org/10.5762/KAIS.2023.24.3.24

cooperation Society ISSN 1975-4701 / eISSN 2288-4688
Vol. 24, No. 3 pp. 24-32, 2023

oF TA "4
ik

1
2*6'-?— , OIMi=

’
SAratm %ﬂtﬂ%f% Hug
prfetm Ly

Implementation of Instruction Disassembler Based on
Electromagnetic Traces Using Multiple Features Deep Learning
Model

Seongwoo Hong', Jaewook Lee?, Hyunro Lee', Jaecheol Ha'
"Department of Information Security, Graduate School, Hoseo University
"Department of Artificial Intelligence, Graduate School, KonKuk University

2 o QY A2 loT FUIEL B ZAS Yot Azl sk Ut 97} ol by 1= 29 34
o} FE #4 BA9) 1] wEHo] oIk, olafet Ao g He) oI Bels] 9] mlolaT LEAA H
SolA] AYsE Baolo] U AFehe FUY WAt Ytk B wROAL P A5 A IS o 85tol
Cortex-MdelA AHEeH: Aol RReHE dolilels Suokde), K6, A4 Aznd +54 o5 07

| JoldEde 8ol I5s EFdshke 4-ole 93.35%, 123 OF
g Ho 7]E & oA 7R Qoo Hluste] 2 Ao

Abstract Many internet of things (IoT) devices connected to the internet are often located remotely away
from the management boundary of administrators, so they are exposed to threats of malicious code
injection attacks or illegal code copying. In order to confirm the infringement caused by these attacks,
it is necessary to perform reverse engineering on instructions executed in microprocessor devices. In this
study, we implemented a disassembler that classifies instructions used in Cortex-M4 using
electromagnetic traces, which are side channel signals of target devices. We propose a deep learning
model that uses multiple features extracted from electromagnetic signals. The proposed disassembler
showed accuracy of 93.35% when classifying instruction groups and 85.38% when classifying instructions
within a group. This confirmed that it can classify all instructions with high accuracy compared to an

existing single-feature-based disassembler.
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Table 1. Assembly instructions according to group
classification

Instructions
ADD, AND, CMP, EOR, MOV, ORR,
SUB
LSL, LSR, ROR
LDR, LDRB, LDRH
STR, STRB, STRH

MUL

Group

Group 1(ALU)

Group 2(SHIFTS)
Group 3(LOADS)
Group 4(STORES)
Group 5
(Multiplications)
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Cycle1 Cycle 2 Cycle3  Cycled  Cycleb
Instruction 1 ‘ Fetch | Decode | Execute
Instruction 2 Fetch | Decode | Execute
Instruction 3 Fetch Decode | Execute

Fig. 1. Three stage pipeline of Cortex-M4
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Fig. 2. Overview of deep learning-based
disassembler
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Fig. 3. Electromagnetic wave measurement using
RF-B 3-2 probe
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