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Performance Comparison of CNN-based IDS through Various
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2 2 CNN(Convolutional Neural Networks)2 ©]u]x]9] EA& &3 WEE ARESIo] oju]x] E&o] £2
oS Hole= g8y Zdo|tt, CNN2 Alo|#EQF Eolk9] IDS(Intrusion Detection System) A7-oA = Eits] &
|51 9tk CNN 7]5k9] IDS(CNN IDS) #5& A= EXAEE 745 IDS o8& olnx] P2 Hsh=
2] IS AAof gt} 7]£9] CNN IDS A+5= AT EH TAHIE Y &/4(Feature) <419 WA glo] 1H&
Sto] T#oh= HAITES AMBFIoU, THE CNN A452 AT EY HAE IFofA opgat &4 AE S
ARSI Utk wEbA], B AoA= CNNojA 851 = ohFet 4 AviE WEES CNN IDSS] E3H ol
o A-83te] CNN IDSY A5 ®stol tigt A+ $=Hstict. A A7, NSL-KDD HoJEAEc A (Ranknet)
&4 Auid HHE F8PS W CNN IDSY HI=r) 718 &4 v w340 Hs o 3.7%P9 5ol FHES
ERISHILL o5 B4 71E viA] WAl A SHoA FZHo] ofdS ERlstct.

Abstract CNN (Convolutional Neural Networks) is a deep learning model that performs well in image
classification using a method of extracting features of images. CNN is used widely in IDS (Intrusion
Detection System) research. The IDS dataset composed of strings must be converted into images in the
preprocessing process to construct a CNN-based IDS (CNN IDS). According to the survey, existing CNN
IDS studies do not change the order of the features of the training data, while in other CNN research
fields, various feature rearrangement methods are used in the preprocessing process. Therefore, this
study compared a CNN-IDS by applying multiple feature rearrangement methods to the training data of
CNN IDS. According to the experimental results, when the RankNet feature rearrangement method is
applied to the NSL-KDD dataset, the accuracy of CNN IDS was improved by up to 3.7%P compared to
the basic feature arrange method. Therefore, the basic arrangement method in CNN IDS is not the best

choice in terms of classification accuracy.
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Table 1. 3 IDS Dataset Features

NSL-KDD UNSW-NB15 | CIC-IDS2017
Features 43 45 47
= . -
g Train Data 125,973 82,332 1,042,557
2 | Test Data | 22,544 175,341 (Split 6:4)
File Size 21.5 MB 45.4 MB 365 MB

n Data Processing |

E Feature Rearrangement

Training & Evaluation

=3
1. One-hot Encoding & Padding Base

Black dots: Data
1. Train

: 43 — 121 Features / ',

2. Convert Lo 2D
S 121(1D) — 11x11(2D)
RankNet

S

2, Evaluation

Fig. 1. Feature Order Rearrangement Experiment Procedure(NSL-KDD Dataset case)
(1) Data Processing: Data conversion for 2-dimensional arrays. (2) Feature Rearrangement: Generate 3
types of experimental data. (3) Training and Evaluation: Training and evaluation by dividing data into

training data and test data.
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Fig. 2. Experiment CNN IDS Models(NSL-KDD Dataset)

(a) CNN1: 1 convolutional layer with 205k parameters.
(b) CNN2: 2 convolutional layer with 242k parameters.
(c) CNN3: 4 convolutional layer with 324k parameters.
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Table 2. Experimental results: Comparison of accuracy by model and image conversion method
(Blue: 1.0%P larger value than Base)

Train Data(Maximun) Test Data(Maximun)
Metrics | Dataset Name | Rearrangement Method
CNN1 CNN2 CNN3 CNN1 CNN2 CNN3
Base 99.2 % 99.7 % 99.8 % 79.2 % 79.5 % 80.2 %
NSL-KDD Hilbert 98.9 % 99.8 % 99.7 % 79.0 % 80.2 % 81.7 %
RankNet 98.9 % 99.8 % 99.8 % 82.0 % 81.7 % 82.3 %
Maximum Diff - - - +3.0 %P +2.2 %P +2.1 %P
Base 76.1 % 79.7 % 79.8 % 80.8 % 80.9 % 81.1 %
Hilbert 75.9 % 79.9 % 79.7 % 79.3 % 80.7 % 80.3 %
Accuracy | UNSW-NBI5 RankNet 78.4 % 792 % 80.7 % 777 % 80.6 % 82.4 %
Maximum Diff +2.3 %P - - - - +1.3 %P
1C-IDS201 Base 95.4 % 98.0 % 98.6 % 95.7 % 98.4 % 98.6 %
C(Ii;mila“s: Hilbert 95.0 % 98.5 % 99.0 % 95.9 % 98.5 % 98.7 %
classification) - R.ankNe;D.ff 95.5 % 98.6 % 98.8 % 96.5 % 98.6 % 98.8 %
aximum 1 - - - - - -
Base 99.1 % 99.7 % 99.7 % 78.2 % 78.6 % 79.5 %
NSL-KDD Hilbert 98.8 % 99.7 % 99.7 % 78.0 % 79.5 % 81.6 %
RankNet 98.9 % 99.7 % 99.8 % 81.9 % 81.4 % 82.0 %
Maximum Diff - - - +3.7 %P +2.8 %P +2.5 %P
Base 77.4 % 78.8 % 79.0 % 84.7 % 84.9 % 85.1 %
Hilbert 77.6 % 79.4 % 78.1 % 83.2 % 84.5 % 83.8 %
Fl-score | UNSW-NBI5 RankNet 77.8 % 80.3 % 79.7 % 81.0 % 84.4 % 86.5 %
Maximum Diff - +1.5 %P - - - +1.4 %P
Base 94.3 % 97.7 % 98.4 % 95.6 % 98.0 % 97.8 %
C(I;ull]t)ilzaﬂs? Hilbert 93.9 % 983 % 98.9 % 95.8 % 983 % 98.6 %
Classifilcation) - R.ankNe;D.ff 94.6 % 98.5 % 98.7 % 96.1 % 98.3 % 98.5 %
aximum 1 - - - - - -
84% 84% 84%
82% 82% 82%
80% 80% 80%
78% F________»..._---.—----.-.-----‘- 78% 78%
»
76% o=t n . 76% |l 76%
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74% 74% 74%
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Fig. 3. UNSW-NB15 training result graph of training data. (x-aixs: epochs)
(a)~(c) accuracy graph (d)~(f) loss graph (legend: =@~ Basic, —&= Hilbert, =l RankNet)
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