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A Study of Efficient Feedback Method for
Weapon Systems Software Defection
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Defense Agency for Technology and Quality
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Abstract The utilization of software in weapon systems is steadily increasing. However, software
defections commonly occur, and many are caused by engineering changes to these systems.
Furthermore, details of these software defections are not effectively fed back to weapon system
developers. We addressed this shortcoming by devising a risk management mapping system, based on
a database of engineering changes made to operating weapon systems, that provides feedback to those
responsible for weapon and sub-weapon system development. The devised mapping system provides a
means of better understanding complicated software defects and checking associated risks. We believe
that the described risk management map system allows software non-experts to better understand and

utilize the software defects database and help prevent software defects during the development phase.
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Table 1. Number of SW documents revision for each

year
Year Number of SW document revision
2013 16

2014 76

2015 73

2016 113

2017 65

2018 63

2019 117

2020 206

2021 260

2022 329
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Table 2. Number of SW defections for development

Stage
Development Stage Wiz ,O 5ty
Defections
Requirement Analysis 109
Design 102
Implementation 142
Testing 1
Standardization 38
Operation Maintenance 60
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SW defection percentages for development
stage
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Table 3. Number of SW defections for each class
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Classification Number of Percentage of
st lewall 273l ksl SW Defections SW Defections
Requirement Missing 88 19.5%
Requirement Defect -
requirement Insufficiency 21 4.6%
Design Missing 16 3.5%
Design Defect Design Insufficiency 38 8.4%
Design Error 48 10.6%
Unnecessary Code 4 0.9%
Implementation Insufficiency 87 19.2%
Implementation Defect
Implementation Missing 23 5.1%
Implementation Typo 28 6.2%
Test Defect Test Environment Insufficiency 1 0.2%
Documentation Missing 6 1.3%
Documentation Typo 18 4.0%
Standardization Defect
Documents Linkage Insufficiency 9 2.0%
KDSIS Upload Insufficiency 5 1.1%
Function Improvement for Deterioration 25 5.5%
Performance Improvement
Quality Improvement 18 4.0%
Replace for Discontinuance 16 3.5%
Replacement -
Replace for Parts 1 0.2%
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Fig. 3. A concept of risk management map for a tank when selected AAA sub system
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