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Abstract New security threats continue to increase because of the development of new industries as
various smart devices operate with network connections and software, and artificial intelligence
technologies, such as machine learning developed based on big data, are being fused into cyberspace.
There are various ways to respond to security accidents, but when detecting an attack method that has
already occurred, it is difficult to prevent new attack attempts in addition to the problem of delayed
action. This is because existing integrated security products provide integrated interrelationships, but do
not specify possible security incidents and rely heavily on human analysis by security personnel.
Therefore, this paper introduces how to classify known security incidents and all possible types of
security incidents into security threat strategies and tactics and introduces a technology that can
simulate security incident profiling services based on scenarios through MITRE ATT&CK framework
analysis. Hence, it may be possible to judge the prediction, response, and management of security

accidents comprehensively.
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Table 1. Security Incident Cases

Victim organization Nation Year Attack Type
Colonial Pipeline USA 2021 R(a];;‘r);sli\gi;e
Sol Oriens usa | 2021 Ran(;%r:i\;)zare

JBS Foods UsA | 2021 Ran(;fg:;gare
Honda Japan | 2020 Rag?m;‘fe
Norsk Hydro Norway | 2019 éilizrrrgézr:)
Lake City USA 2019 Rar};c;rggare
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Wood Ranch Medical USA 2019 Ransomware
Petrochemical Plant Saudi 2017 APT(Triton)
201 APT
Power Supply Company | Ukraine 20156/ (Black Energy)
The Bushehr Nuclear Po Iran 2010 APT(Stuxnet)
wer Plant
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Fig. 1. SIEM Composition[5]
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events of resources within
the enterprise

agement to control and op
erate individual security sy
stems

Collection

Collect information, logs,
and security threat inform
ation of resources generat
ed within the enterprise.
Structured/Unstructured
Data

Collect security threat info
rmation required for secur
ity control

Structured data

Method

Collect log events such as
security systems, server sy
stems, networks, and appl
ications, and the security
staff analyzes audit infor
mation.

Integrated security threat i
nformation such as securit
y system and server system
and provided to security ¢
ontrol

Use by security personnel
as a correlation analysis in
the event of a security acc
ident

Feature

Association analysis of ap
plications, users, protocol
s, etc.

ed by security personnel
Detection of new security
threat information such a
s APT and Ransomware

Apply security rules enter !

Detect network through de
tection rules such as IP/Po
t

Known Attack Analysis an
d Short/Large Analysis
Simple pattern-based dete
ction

Usability

Integrated analysis of exte
rnal security threat infor
mation and internal vulne
rabilities

Used by security personne
1 to investigate security in
cidents (post-security aud
it)

Use to quickly respond to
a large number of known r
eal-time security incidents
(real-time security control
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Table 2. Special Feature

Division SIEM ESM

Centralized security infor
mation collection and man

Integrated management of

Function |, . .
information and security
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Fig. 2. MITRE ATT&CK Matrix Informationl[6]

Table 3. ATT&CK-Based

Attacker Tactics, Strategic

Patterns[7]
Tactic ID Tactic Explanation
TA0043 Reconnaissance Gather information that can be
used to plan future operations
Attackers build resources they ¢
Resource Developm R .
TA0042 ont an use to support their operati
ons.
TA0001 Initial Access Intrude the network
TA0002 Execution Run malicious code
Attackers continue to attempt a
TA0003 Persistence ttacks to succeed in their opera
tions
TAO004 | Privilege Escalation /;;tackers steal top-level privile
TA0005 Defense Evasion Attackers bypass information pr
otection systems
TA0006 | Credential Access Attacker to steal account name
and password
TA0QO7 Discovery Exploring the vulnerable enviro
nment of the target
TA0008 | Lateral Movement Atte-mpt to infiltrate the target's
environment
TA0009 Collection ‘Attackers gat‘her information ta
ilored to their targets.
TA0010 Exfiltration Data leakage
Command And Cont|Attackers communicate with co
TA0011 .
rol mpromised systems to control
TA0040 Impact Attackers manipulate and destr
oy systems and data.
2.2 MIQtot= A|AH

2.2.1 HOMT T2mpial MH|A

o]

WY 5

AR
2" HOMAE9] Het 215 4
a3

A HRMAL & wAskaL 7] A

Sjo] mobla vt

B8 BobkT S W THs S JYBstol



@ A7

W7keke AlAglo] Yasict,

Hg7sd0] s HRMALIL §3ol dist H9], uAy
7Fset AUE Q. RO AS Bl HAAUAES AR
o di& 2 Wristo] HAlL R AP g 5
U= ALES FE5HL 7€ BHEAIEY] Hrd
ARg B3 £ Heh 218 AFslel HekL

7Fs43E WK a2 7]1E AEe ASALRS Bt
of gitt. ol 9Jal Fig. 33} 22 HQPAIIL 0115 g
5 st @A vEYI WS AR EE F]lsto]
HOMARTL il 38 5= U AHIaE fﬂ&i Sict.

Kok} 83 MITRE ATT&CKES #asto] st
zH AT AUlo|E HREE B3 F7|Ho= Ay
FoE olE & 4 Q=E it}

‘ Intrusion Attempt Source Frediction Algarithm (e
‘ Detecting intrusion through network trafiic ‘ ‘ '
Network Attack Probakility Prediction Scenario ‘ ‘ —
Wonitoring
Pre: nn fpdm Isofsa wiity accidents
rough analysis cf security accidert types
Autoatic cetedtion
Analyze traffic irformation and detacted maluare ‘
Score presentztion
‘Schematic llustration cf the internal and external i i
utflow processes peac o (o

Fig. 3. Algorithm Scenarios for Predicting Security
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Network Analysis
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