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Abstract The Defense Agency of Technology and Quality (DTaQ) conducts software quality assurance
activities from the process of developing weapon system software. By upgrading software quality
assurance activities at this stage of development, problems that may occur during the operation of a
weapon system can be prevented in advance and the quality of weapon system software could be
improved effectively.

Meanwhile, DTaQ data on collects SW defects that occur during the operation stage of weapon systems
and manages them as a database. Advance checks on whether cases of SW defects that occurred during
the operation of the weapon system can also occur in the weapon system currently under development
would enable the prevention of the recurrence of similar SW defects in the development stage.

In this paper, we present our findings of research on operations and procedures aimed at the prevention
of SW defects in development stages of a weapon system. The establishment of a Software Quality
Verification System to verify SW defects enables systematic prevention of SW defects is possible.

In this paper, SW Quality Management Checklist and Source Code Structural Analysis method were
implemented. Additionally, we dealt with a real case of SW defect prevention using the Software Quality
Verification System, confirming the effectiveness of the system.
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Fig. 1. Software quality assurance activity according to software development stages for weapon system
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Table 1. Standard document outputs of each
software development process stage

Process stage Standard document output

SW Requirements
Analysis

SW' Architectural
Design
SW Detailed Design|

Software Requirement Specification(SRS)

Software Design Description(SDD)
Interface Design Description(IDD)

Software Test Plan(STP)

SW Construction Software Test Description(STD)

SW Integration and

Software Test Result(STR)
Test

Software Installation Plan(SIP)
Software Catalog Specification(SCS)

System Integration
and Test

AT E o] HZ(Software Verification)2 Z+ 7
dAA 2HJE AZEG0] AFEE0] QFARFS &4}
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Table 2. Software Quality Management Checklist for
weapon system

Perspective Keywords of SW defects Count
Input User input, Elect.romc analog/digital 7
signal
Output display, Electronic
Output analog/digital signal output 5
Wrong message, Fault frame, Buffer
Communications | overflow, Transmitter/receiver SW 10
module review
Data Initialization condition, False data 12
Diagnostic Built in test, Booting, Fault 15
functions condition
Object Engine, motor, Machine gun 13
control
Logic Unit of calculation, User mode, 17
sl Multi-thread
Interface Control Document(ICD)
Interface . 11
change review
User Report results, Missing information 18
HW HW change history review 4
Missing computer files in KDSIS,
Standardization |Different computer file information 13
between KDSIS and documents
Total - 123

olfgt 4 FE=Z FAISIEE Aol SW EE7MA Al
AT AE(Software Quality Management Checklist)
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Fig. 2. SW Quality Verification System in weapon software development process
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