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Abstract APT (Advanced Persistent Threat) pre-investigates the target system and infects it with malicious
code. These APT targets are gradually changing into various attacks as they are combined with digitized
spaces, such as smart buildings and smart factories. In smart buildings and factories, attacks on IoT
sensors, security CCTV, and supply chains are being hit as contact points for APT attacks. This combines
existing residential areas and industrial spaces with the fourth industrial technology to collect data
automatically through communication connections and IoT sensors. The target of APT attacks is
expanding. In this study, the IoT sensor wireless vulnerability APT attack scenario, CCTV account
vulnerability APT attack scenario, and supply chain network vulnerability APT was developed according
to MITREATT&CK framework procedures. Using the proposed APT scenario verification system, three
APTs were examined on specific systems, and the overall success rate for the three APT attacks was
86.9%, which was analyzed as vulnerable. These results can be used to develop and verify scenarios for

various APT attacks.
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Fig. 1. APT attack procedure using IoT sensor
wireless vulnerability
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Fig. 4. IoT Sensor Wireless Vulnerability APT Attack
Scenario
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Fig. 5. CCTV Account Vulnerability APT Attack
Scenario
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Fig. 9. APT Attack Scenario Verification Detailed
Results
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Table 1. Result of APT Attack Scenario Verification

Attack MITRE Successful Attack
Scenario ATT&CK Attack Detection | Success
TID Rate
T1590 Y
T1040 Y
IoT Sensor T1212 Y
Wireless T1552 N Crypt
1 Vulnerability T1078 Y 75%
APT T1570 N F/W
T1041 Y
T1020 Y
T1078 Y
T1087 Y
cCTv T1078 Y
2 |, Account o5 Y 85.7%
Vulnerability
APT T1213 N IDS
T1005 Y
T1020 Y
T1195 Y
Supply Chain| T1053 Y
Network T1574 Y
3 Vulnerability T1068 Y 100%
APT T1071 Y
T1211 Y
Total results 86.9%
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