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Abstract Recently, cyberattacks on closed residential facility networks have continued to occur. In this
study, cases of cyberattacks through IoT devices and smart home appliances used in home networks that
penetrate a residential facility's short network were analyzed along with recent ICT vulnerabilities. We
analyzed recently occurring cyberattack points for residential facilities that use system control through
IoT authority information acquisition, public FTP server account theft, and session management
vulnerabilities on apartment management webpages. For an experiment on cyberattack points in three
residential facilities, this study presented attack-point tests, detection methods, and security measures
for system control to prevent IoT authorization information acquisition, information leakage through

internal FTP account theft, and acquisition of authority through session management.

Keywords : Residential Facilities, Apartment Complex Network, Cyber Attack Points, Check for
Vulnerabilities, IoT Device
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Fig. 1. Attack Point for Control of IoT through The
Acquisition Information
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Fig. 2. Attack Point for Information Leakage through

FTP Account Theft
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Fig. 3. Attack Point for Acquire Session Information
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