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Abstract The spread of cyber weapons systems is becoming an increasingly important factor in national
security and international cyber safety because of the changes in the international political climate
following the Russia-Ukraine war. China is classified as a cyber superpower, and the cyber-attacks of
the hacking group "Xiao Qi-ying" (W44 %), suspected of receiving support from China, poses a global
challenge. This study analyzed the cyber-attacks conducted by Xiao Qi-ying for approximately two
months after its declared attack commencement on January 21, 2023, to examine the patterns of attacks
and response measures and to present implications. Xiao Qi-ying primarily utilized techniques, such as
SQL Injection and Known Vulnerability attacks utilizing Open Source Intelligence (OSINT). This paper
proposes a comprehensive response plan considering these, enhancing cyber security, and contributing

to the derivation of effective strategies to counter cyber threats at the corporate and national levels.
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APT, DDoS 5°] %471l sfg3tet. oj2f3t 7S At
oy F4Z ot Bt HPHS ol 8sHAY AA”
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AxEo] BRE 245 Ao Ag, 24, A3, &
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2.2 AMOIH Z7|MA 2l EX

HAL 349 B3t He Ak 9 dzEtR, ookt
FH7E A, 571 Aol A= F8 ITU=:E), Z
L g AL, SAE ouA] A S A 3 A
Apito] sigEH, WIZke GV 5o A4 At 1A
E, F8 dojE So| E&o] & & it =AY
FEA(elsk KISA)Q] T KA ] fﬂreﬂq 234 14%
B e AR F8 BAL OIRE PR 71
4 714, B3] So= EAErHol. ol2d 249 54
< Helo] tigt 2524 £} Ak, 7t & 24
off Hsf EPdE7te] Ago] oJAIL o= Qlsf Hkel
A} 9l o] FEsto] dzjelo] ¢ AR s S
3] QIAIsHA] FEhAY 2Edt digo] o 7hsgel
& ol 8 #29] 5L st ofl Table
13 2.

Table 1. Theorem of the properties of the main targets

Class Features

Many affected organizations are small, leading

Scale A o .
to insufficient security budgets.

Industries like finance, healthcare, and

Business type R R A N
manufacturing contain crucial information.

Security Low security awareness can leave employees
awareness unprepared for threats.
Security Small organizations struggle to hire security
personnel personnel and implement measures.
e EH
3. 347I8
KISAo] w2® &3 19578 oF 297 A7l AR

I A0
CEak=s

2]0]o] AjolH EAshH o2 FE SQL
Injection®} Known Vulnerability 7]@ < A&t
[4]. 012 B3 249 W] YHE {23 LelelX
9] ¥z 9 DB A4 55 gstaict. olofl Ao gt
A7 92 ZF NS AT

3.1 SQL Injection

SQL Injection2 d|o|EjH|o /\(Data Base, ©J3}
DB) & fE A ol HollA A5, FAA7} ekl

SQL 8- F<J5t] DBell 4 @16}7%‘% ZARl.
°olE %OH TAAE BH0] 7 T8 HHE FdoR
2L A, AT AReAgel  SQL
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InjectionS E-&3t A2 AP, 4
22 44 9 AP ABL olsiof Pk, ek Qe
7} Foket AL FAOoZ AASH T 7|EAQ] ARG,
A3t sPgAre] Fefst SQL HE 271 #sh Sqlmap
S B4 Tool& &85t Ao HT} o] uf AL&A ¢
k= Aok ZEo SQL He7t bk HEPH

A & AF #HoR AFsit). AFAYo] =W 7Y
of chsh et Fokd A7) ARE AHEH ol o
Fig. 13} Zom, o]= KISA H149] I8 IRE A+
g8t ATHo).

34 59 9

0

5,084 .. [20/Jan/2023:030%43 0900] "GET
[download phptype=boardBino=53298dx=08lk ty=1215 AND 1=1

{ UNION ALL SELECT 1,NULL," able name FROM info rmation schema.tables
WHERE 251/ EXEC xp_cmdshell(cat ... /. fetc/passwd}# HTTP/1, 1"
20010058606 "-" "sqfmap/1.7#pip (https://sqlmap.ory)’

528148 . [20/lan/2023:03:11:04 0900] "GET /dowinload php?type=
 board8no=53298idx=0 HT TP/1.1" 200 10058606 "
" 'sqlmap/1. Hip(https:/sqlmap.org)

] 5,084 % .. [20/)an/2023:03:12:29 0900] "GET /download. phptype=
¢ 94848in0=532981ck=0 HTT P/1.1"200 166 ""'sqlmapy/*.Thpip
(https:/fsqlmap.org)

5 2818 [20/lany2023:03:12:30 0900] "GET /download phy?type=
’ board)( ), "8no=532 98iidw=0 HTTP/1.1" 200 166 "' ‘sqlma/1Mpip
(https//sqlmap org)'

l

Fig. 1. Scan for vulnerabilities using Sqlmap

9 Fig. 1914 O FE2 B requesto A 5EAk
+ UNION ALL SELECT £& ARgolo] HE FES A

E5t9lom, EXEC xp_cmdshellS &3 ¥4 ¥3&
Aottt ESE Q7goll A AFEE User-AgentZ &3
AR Aot @¥Y A&
AAHoR Holl} User-Agento] &3]
AREEIQITE ol FF A& ol BA
requestE BUl= AXY 7HstE = A|zolth @9 3
EoAE= G2 type Fo] AFRE AR, o3| Sqlmap

< AH8SE 2108 Holn, @H FEAA= JIFYHE &
A2 ARESEe] SQL Injections Al&ESH A& ]

Ozo]. )\

Sqlmap<
request=
Sqlmap®©]

o}
=2

o
AR

_/l_\__
t}. oJ7]M = User-Agent:= SqlmapS AM&sI3T) of
£07 SQL Injection(AATFE FY)olt}. dlE S,
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=52 A243 A6=, 2023

27191 B4 ek A8 ol HUUTE o]
e SQL Fe/E 9 W, FARE A8A o)F B
H[E eizte] oMy SQL TR Yeste] Yol
Aol WS B2 A4S 5 Utk AOAYE
Q5 7)Ee FRAAEY, KISANA AEe A42A9

9] SQL Injections AHEH ol=f Fig. 29} ZtH6]

No Xao Qi-Ying's SQL Injection statement used (Source: Web Log)

AND ORD(MID((SELECT IFNULL(CAST(table_name AS
NCHAR),0x20) FROM INFORMATION_SCHEMA TABLES
WHERE table_schema=#*»+ LIMIT 0,1),1,1))>64&idz=0

®

AND ORD(MID((SELECT IFNULL(CAST(COUNT(column_name)
AS NCHAR),0x20) FROM INFORMATION_SCHEMA, COLUMNS
WHERE table_name=admin AND able_schema=sx++),],1))>48&idx=0

AND ORD(MID((SELECT IFNULL(CAST(admin_id AS
NCHAR),0x20) FROM #+++.admin ORDER BY admin_id LIMIT
0,1),1,1))>64&idx=0

AND ORD(MID((SELECT IFNULL(CAST(admin_pwd AS
NCHAR),0x20) FROM ##++.admin ORDER BY admin_id LIMIT
0,1),1,1))>64&idx=0

®

Fig. 2. SQL Injection using by Xiao Qi-Ying

9 Fig. 29 O
“INFORMATION_SCHEMA Table” 9|4 Table °o|&-&
Zlo} 133 F&510] 34 tiio] B Tabled 11

S19eS & 4 itk @9 FE9 22 S Tableol
43t Column(@)9] 7l4= gRlolth. olF &l &5t
= dloleE Z¥ohs 4 &S 5 Utk oW FEY
T2 admin TableolA admin_id AHO 3= 12
A4 FZolt}, olg Bl A} HlolEolA HEA} ID
E 3IE=S 4 9oy, @ 29 LEL admin Table

Yue] ygod Eashuw

O

o4 admin_pwd ZH89] 3 12X FFolt}. ol&
Boll Al FEAR] HUHS E S5 4= ok =Y

o]%oj= DR%Z 9 AH 8=
Injection F5O.& A|AHl 22}

S04 o8 5o AR

hui]

FEZ o]ojx]&d], o= SQL
2 K9 Htﬂzﬂ 7t
£ g5t 2, 34%
Fojrol 9] AR K 52 =
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Table 2. Summary of SQL Injection Attacks

Procedure Content
Select vulnerable organizations in the security
. infrastructure, gather information, and use
Scanning .
related tools to scan for vulnerable SQL queries
in the victim's system.
oL A input malicious SQL statements into the
o username or password fields to alter the
Injection L.
original query.
Once the system can be manipulated and
Leakage information tampered with, attackers can
acquire critical data.
. Use the obtained information to infiltrate the
Additional NS0
organization's network or plan attacks on other
attacks L
organizations.

3.2 Known Vulnerability

Known Vulnerability &< 2 &2]2 HQt FHoF

A& o]8&sto] AAHo) AYsHAY FRE DFok= A
< 9u|glitt. FAAE OSINTE &8st kg =
ol F olE F4 7|32 EE&ITH]. 7=
SNS, 37HE AZEL WA ARE Z3eiA] QTEU
4] BE R7t 23R 4= Qlrk KISARILA{ o] wha s
Ak@ Z]9Jo] Known Vulnerability 5242 283t o|¢
£ AR 229] A4S Het XS A5k gAY, o
HolEE t]2L A9y} uy] giEo g wigr) o=
Bl TAA= A2 F2 7138 gHI Known
Vulnerability 32 A2-& Fsi2¥ ka3t 2o A
A, 30 HF ARE 5=t o] FE= ZA
AR obA & W2 AARA ARET = F
okgol A7) wr}, E3 Ho FHekd FT=(Common
Vulnerabilities and Exposures, ©|3} CVE) DB} Z&
L QI AAE B HAHE AT 4= 9t} o] Ay

TTE ARl g YEQAE B4Rt 28EE
ToolZ2 Z <A Nmap, Wireshark,
Metasploit, Nikto, Nessus 5°| tHOl. A, FFH
A5 At HAE $3olr}. o] ZoflA AAFo] o
Je= S 7T S-S ERIT 4 qich AlA,
g ot} FARE AlAH] AA|ASH, HolF
x_j]_ﬂq- 27]-%0] o]—Ag FE /}___]—ﬂo}_ th]o
L= iz’ﬂ'“ AA FACE, AARS FEE g5
U fHixste], 2 AA’E AT £ e TE
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Ag A3t AHR] A= 23 29 AFRAY
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£ % SFIP AP A7 =A< sftp.json THHo] <&
o =EHEE YRESIATHO]. olof] Ak A &2
15 gelsto] ol Fig. 33 o] sk

kAR 1

"name": .
"host'': "222.2%% *** Fhk
"protocol’: "sftp",
"port": ****’

"username''; "FxN
"password": "***",
"remotePath'": "/Jhome/***",
"uploadOnSave": true

Fig. 3. Sftp.json file accessed by Xiao Qi-Ying

AR A YL o] TS Fol 5T ABPEE 8ot
o] o} Fig. 49 Zo] SSH H&E A=s3eH, Fig.
58} o] Secure LogollAl E1E AAH H&of A5st
At

8.213.x** *** _ - [20/)Jan/2023:21:08:53 +0900] "GET
/.config/sftp.json HTTP/1.1" 404 215

8.213.%** **+ _ . [20/)Jan/2023:21:08:53 +0900] "GET
/.vscode/sftp.json HTTP/1.1" 200 352

~(B8h...

8.213.#** *++ _ . [20/Jan/2023:21:08:53 +0900] "GET
/.vscode/sftp.json HTTP/1.1" 200 352

5.28.¥** *»** _ _ [20/Jan/2023:23:02:35 +0900] "GET
/.vscode/sftp.json HTTP/1.1" 200 3 52

Fig. 4. Access History by Xiao Qi-Ying

Jan 20 23:03:13 n***n sshd[39407]: Accepted password
for %username’s from 5.28.***.1** port 61924 ssh?

Jan 20 23:03:13 n***n sshd[39407]: pam_unix(sshd:session}:

session opened for user %u sername% by (uic=0)

Jan 20 23:09:30 n***n sshd[39407]: pam_unix(sshd:session):
session closed for user %u sername%

Fig. 5. SSH Access Successful Logs by Xiao Qi-Ying

ARAYL olFA =E ARHEE oF83to] AlLH
MY, RE &5 9 AxsIh o] o] ARAY

2 WA WebLogic HFHdx 85190,
HAFHES & ol 249 AHo|XE Mok
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2o Folgls 271 dS A 9 $Hsto] 34
Ao 2HE ALt o] AHE B9l E & AR

U7 =EEHAY, AA" FExl ko]
ST B FAAANA A2" A9 7138 At
ot wheba], 222 Bt AAE FA ] st Al
2”l9] HoFHE A&Hoz Hshy, FH3t gix] ¢
YHlo|EE AAlst] FAAZRE A2HE BHEE 4
A=F o] g 47] Known Vulnerability
34 A5 FYsiEd off Table 37 Zth

Al
s
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Table 3. Summary of Known Vulnerability Attacks

Procedure Content
Gathering Utilize public sources or scanning tools to
information gather target system information.
. Identify vulnerabilities using gathered
Exploring . ; .
information, databases, or scanning tools.
Choose an attack technique based on attack
Prepare Lo
objectives.
Execute the attack using necessary tools or
Attack 8 Y
code.
Concealment | Evaluate attack results and take additional
of traces actions, or retry with alternate methods.

4. St
Aol® S7\AAG] Hhgh7] I3t 712e] the W
o] QAR oleF WeHEAE YR WAL ek ol

R F AH Bt A5 B Ao, o] WA
gt 39| moff 1o} 3% FA tjH|E gt HATE Bt
j@o] BEoh, thgat 22 SARES 7HX L qurh &
TR RAZ of4to] Aot 918 REo = Qs AF
Aol Het g 1&stAY w8sty] o Aol
o} o]2gt o] & 47| =95t A Zo] P AHof A
AHHE k&M 5 W2 ERIRIAe] HoFe 7540l
Eopxltt. Egt AFog Htw & RETF @2 V)%
9 7|49l Hel FY Aui2 YR 98 5ol £A4gitt
A, &2 ZA3t PMS(Patch Management System,
o]} PMS)o| H-&E|A| o} FHakgl 4= Stk o] & <Isf
713E kel FEAREY #Ho| F 7hsAdol EA4F
o} E3 AP BS BEE Zgith ol ek

Fo] WA ol the ok WHBAS] 2HE B

pul
=5

o gk

0], Abdell 342 osiAy 2719 gAsk=tl o
A7t . o1& 3 FAAEC] A2 sl 1
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S Ydle ol FEI AI7HE FHE 4= Qi) ofof AF
2X]o] TAMNAS Axsk 23 1Y 2193 E 2¢ 18
U717 olFX FAE EHE MEL -3t tis)
=0ttt

4.1 SQL Injection LS

A A AlFo] FT} F sk M2} TlEo] HEt
Q] o]ZgAlo]d AX XS (Runtime Application Self
Protection, °©]3} RASP)E =5Hd Y=gt A=9 A
g3 GEALS =Y 4 9o, i wS U FT
2|55 7315t9] Prepared Statement AR FEHA
LHE A & Stk EZE AITHE 87o] what
7|8t HOFERA =12 Edfiok SHTHII. o]
= Aol F71A| A%} 3247]Ho] Z]“\—qui uhA 5}l
ojZoll, AAIF TAE AAISHL < 9ol "asit
ol £FHL o4 ©X (Anomaly Detection) 7%
= ArgSto] § o EE] A0l Y] ARl Edfiy iRl
e 232 Aot o B3l SQL Injection 347}
A" AL s 4 9o, RHdo] HF(Natural
Language Processing) 7’62 &-85to] AREAF A3k
= B4kl SQL Injectiond Al=sh= AEFS A
T 5= k. ol Bl o FHE U A E o - g
A7F 7Fssiet. E3F HAlEd(Machine Learning)&
53 ¥4 SQL Injection *]'Eﬂé S5, o)t TWEH
Zero-Day & MZEZ &4 7|HE ¢ #l2A X 4
Row, FARTE e PE $-2ot= 7IHE AMgste
T AJA"lo] AZS &= Qlrt. o] Qo dA4A HUEPY
< 59 YAok= oMIEE Q/\]ZJ'_E 24510 F40
gk tf-3o] kst Kot Ao A HHstE A=
34 7ol o3k g AE AR 4= Stk ol
E3) 7% 2 7|45 o a9F 07 SQL Injection H
< S 15T & Stk

_\:._l‘

ATAE

r{o

4.2 Known Vulnerability CHS

AGFE T A Y ABFE JREE ofF H4 9
9 N2& Y& Hetoz thE QA&E(Multi Factor
Authentication, MFA)S ToH= 9SS 13T 4
At olE EE5IH AFPE HEZ 7 5}@' = Atk
S ARGAREOIA HIEHE B =TE
Ao EMN, HIHT A9 S %l T AUk
FIAA 9 AmEQo] WA JaFolEet WA=
A Het JHOIEE W2 5 e HATYAAE H
Aol F831th 2L Hg Wk RE= AsskeE At

f

olE 9 mjx] #&] TF-E =Yt PGullo|ES} 129
g A7hE g0k, 33 EAIE HASE 4 ok
ESE 7MY S ®](Virtual Patching) 7]1€S &-8319]
okxo] WAE AAHS AldslA BS54 glom =
/3 A=E euRIor Ay Mol = AX F
K5IH10]. 18V 2L deiete s EE54Q1 715t
o B4 ¥ AAEE B H2 4 Qlth ol B9
Hole 9] AAZF Mg} kgt ABst Ve €83
5 Utk oF &l WY TlolE Y b AEEe =

4 itk 3 271 md9] 714 o] oY F
7:]4 HFAo] A|dE 4= loEg ¥ 27 9 WebLogic
279] 27|14 A4 4 WS E5) HokS 733let 4= Q)
ot olEE M2 e HRIEE HEToEN AFRA]
QFo] FA| s BEet anEor B 4 Qiok o
ok olEEt dis HRIEE AR R H8ok= I
A AAHL EA H|E QY =9 @AE yEdof gt
t}. o]of wzt 7t 7104011% 71 ARt oS ok
Adistal A48 Fo7t qick A7) A8E oS ek

“J2Jshd ol Table 49t 2t

=

Table 4. SQL Injection, Known Vulnerability
Countermeasures

Field of
response

Content

Existing countermeasures : Verifying inputs,
using PreparedStatement, training
developers, and reviewing code

SQL Injection New proposal: Web server secure coding,

web firewall installation,
Al-based security solutions, runtime
application self-protection (RASP)

Existing countermeasures: Check for updates
and patch management, check and backup
log files, and upload
account information within the server

Known

- New proposal: Multiple authentication
Vulnerability

(MFA), virtual patching technology,
blockchain-based distributed backup systems,
password management tool
recommendations, periodic checks and
backups of web logs and WebLogic logs

5. 28

£ AFoME S5 HHLF ARRA YL AlelH 4
P 3RS FHOE =o5tgint. E3] ARRAY
9] SQL Injection ¥ Ao

! Known Vulnerability &
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St7] 918t theFet &4 AAlsH olEE &£
%, SQL Injection® t-§517] sl & A8 AlFo]
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