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Abstract The purpose of this study was to enhance security by implementing a zero-trust network-based
design to prevent the problematic issue of corporate data breaches during transitions of corporate
business systems to the cloud. This study utilized the principles and frameworks defined in ISO/IEC
27017 and NIST SP 800-207, which are basic standards for information security management systems
(ISMS). Based on this, users' endpoints were continuously monitored, and design methods centered
around login policies and network policies through integrated control were developed. The goal was to
provide a design guide for enterprises to safely operate their business systems in the cloud. A design
guide was developed by Jason Garbis and Jerry Champman for the zero-trust security (ZTS) methodology,
which focuses on two aspects: authentication and network security. For the authentication part, they
based their approach on an enclave-gateway-based model, while for the network security part, they used a

cloud-routed model. These design choices were made to align with real-world enterprise environments.
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Table 1. Consideration of Security Items

Mandatory Field Description

Active Directory Authentication and

Security Authentication Multi Factor Authentication(MFA)

Data Hacking Network Security Enforcement

Administrator Password change Policy
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Table 2. Difference between ZTN and VPN

Difference Factor ZTN VPN
Always each
Trus |Ahenticaton o] o e
Model o Authentication
application on
Features the local
Access -
Model Application level | Network Level
Authentication Via The trust ID/Password
broker
Speed Faster than VPN -
Performa Don't require a | Download and
nce Ease of Use separate Setup VPN
program. client.

2.2 NIST SP 800-207
NIST SP 800-2072 A2 EFHAE o}7|dlx] 7o
gt XHES ATSEL Ut o] o] A Yz ok

] Table 33 o] =& & ATHSI.

Table 3. The Seven Zero Trust Pillars

Number Principle
1 All data sources and computing services are
considered resources
2 All communication is secured regardless of
network location
3 Access to individual enterprise resources is
granted on a per-session basis
4 Access to resource is determined by dynamic
policy




AZEHAE HEHT 7|9 7|94 GFALE B At dF

_ o 7=0] ZLE7 3lo]AL 5
The enterprise monitors and measures the 2.1 230" é’] ‘Q— "&—‘E’] o 0“’]- ;(]-o] ‘j = H]ﬂo}t&
5 integrity and secunty. posture of all owned and 1:].,% Table SQ_ %__}'0] ;gg] —ag- _/'\_ 9\1\:}
associated assets
All resource authentication and authorization are
6 dynamic and strictly enforced before access is Table 5. NIST SP 800-207 vs. ISO/IEC 27017
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Table 4. New Controls by ISO/IEC 27017:2015

Control
ontro Control Item Comment
Number
, A cloud ti
Administrators’s _cloud computlns
CID 12.1.5 operational environment should be
o . defined, documented, and
security .
monitored
Ahgnme.nt of Configuration of virtual
security . .
management networks, consistency of
CLD 13.1.4 a8 configuration between
for virtual and A .
. virtual and physical
physical
networks
networks
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Table 6. Model difference

Item Enclave-Gateway based Cloud-routed model
model

. . Security control by CSP
Security |Security Control by H/W (Cloud Service Provider)
Fxpansion Enable to add Gateway | Easy to expansion due

P but complexity high to service by CSP

R Need to special

Operation technique to operate Easy to operate by CSP
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Table 7. Check Items & Validation Methods

Item Weak Point Method

Control Plane +

SPAM, Malware Data Plane

Endpoint

Control Plane +
Data plane +
AD & MFA

Contents Hacking,

Network IP deodorization
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