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Abstract Cyberterrorism is recognized as a serious security threat in modern society and can have a huge
impact on national security and privacy. Cyberterrorism is an attack activity for social, political,
economic, or other purposes using computer technology and the Internet. Although a domestic
cyberterrorism response system is in place, it needs improvement to respond to continuously evolving
cyber threats. This study focused on the domestic cyberterrorism response system and an improvement
plan. The definition, characteristics, types of cyberterrorism, and cases of domestic and foreign
cyberterrorism were analyzed. In addition, the problems and limitations of domestic and foreign
response systems were analyzed. Based on this, it was confirmed that the domestic cyberterrorism
response system showed some achievements, but it still needs improvement. It was concluded that
measures such as strengthening cooperation between institutions and organizations, strengthening
technical response capabilities, and securing professional manpower are necessary. This study is
expected to contribute to finding systematic and effective countermeasures to respond to domestic

cyberterrorism.
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Table 1. Types of Cyber Terrorisml[5]

Specialized
Attack Target Method Nature
Types
S.ocml. Individuals, Manipulation, | Human-based,
Engineering Organizations Deception Psychological
Attacks 8
Zero-Day Software, Exploitation of .
Exploits Systems Unknown Technical
Vulnerabilities
Ransomware Individuals, Encryption, Financial,
Attacks Organizations Extortion Disruptive
Advanced COV?rt i
K Governments, Intrusions, Coordinated,
Persistent Enterprises Stealth Persistent
Threats (APTs) P )
Persistence
Device
. Internet of o -
IoT Security . Exploitation, | Connectivity,
Things (IoT) R
Challenges . Network Privacy
Devices
Breaches
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Table 2. The dangers and impact of cyberterrorism(7]

Risks and .
Description
Impacts
Economic Financial losses, decreased productivity,
Losses business disruption

Exposure of confidential information,

Information
theft of personal information,

Leakage o . :
8 violation of intellectual property rights
Network, system, and service disruptions,
Infrastructure targeting
Destruction transportation, power, communication
infrastructure
Political Fostering conflicts between nations, election
interference, spreading disinformation, political
Influence i
turmoil
Social Major service disruptions, societal unrest, hate
Disruption speech, incitement activities
National . e s
X Attacks on national facilities, military systems,
Security X o X
leaking classified information
Threats
Cybercrime Connections with cybercrime organizations,
Linkages funding, technology transfers

Internet Trust
Erosion

Exposing personal information, undermining user
trust, fostering mistrust in cyberspace

Societal and
Cultural
Impacts

Manipulation of social and cultural influence,
propaganda, incitement, political and religious
issues

Personal and
Organizational
Threats

Defamation, targeting individuals and
organizations, harassment

Possibility of cyber warfare between nations,
threats to international relations and strategic
security

Cyber Warfare
Potential
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Fig. 1. U.S. cyber terrorism response organization
system[18]



fill‘

We7|Eetsl =2 A A2448 A7E, 2023

A v=2 F7EAH9] T AtolHbR A
A7NNFE A Aok 20019 9.11EFE
= EQt M (Homeland Security Act); AES
A PHRA FEQHE(DHS)O] 224 Al o]
AloHRIR &= I717|9ko 24 Bejsle s Adt AAS
Fojstalom Yo7t thay A&9] 7| HAE &9
HARAYY AtolQtE AFAS Fstal JItHI9) &
A 8 A&7 TE= HlEARE & ol il
HAH(NDAA 2021), 7H8E B A4

(ONCD)o] Ato]=RtR. o] HA7t 27 ATE =3
Skl EH201.

P2 A7ERF 9] B AtoHetE T3-S 2ol W
Zol] 247175 AXJstal Ut EO] 920144 ©]
Aoz EFALCA Afo|HHERE Rol= 78 BA7t 2
7y FokE, BEA7E 27 JE27E9] Ato|H EQbHE
EEIL S E st 20149 TA|HEQEZ| B (Y
AN—tF 217 1 EAE), A& &l =B A
E & APHEJIRAAAE HEAYLCE AYAHT
[21].

B NERA JAholA T35 & HIgHEoFJAto]H
HoF HAS S£E-2gstal th. & WZH(Cabinet
Office)7t AR R SAAG FHot 277 R
HS AFE 2Aolke 716S g9ty A, 47 |
e FIEA Hol =, HH FFY Ale|HE
QF Aalof gt HFH MUY YFFE(Home Office) 2]
FE(FCO)-=+H5(MoD) 5 Z2t9] FA o] A&E| o]
tH22].

i o
H
N
>
o
=z
>

am

\ —
] |Connison |
Conmissioners Office
public affairs office Commissoner
L ’ \—’
-
Y - r R Y
i C i B sl K S oty Z
Cyber abie pessvrd (mﬁmngmmml aduinistative
seauity burean ooardinater Technical Burean i office
\ / \ J \ S \ y
{ N \ \ Vg \ S \; o \ I N
stgic e
e | || e | aptont SIS e Sotaiod
sy s Gt 1 = Seauty pliin dguaturz | deparment Lagal Affis
department|  defene depertment | department D.r.:;i] program = 5[&'151\'4\
depater|
- - SN N SN\ ) _—

Fig. 2. Organizational structure of the
Federallnformation Technology Security
Agency in Germanyl[23]

A 2] of| &gt I3
(BSI-Errichtungsgesetz) ;O] A st =7Ex} oAl A}
oHERNS FE- A Yol 7| TR AW FF A&
2 AP EI7&HAHBSDS AA6t, 5 718 &5
FHA Al|HEAIAAE FokaL TH24].

o|e}zo] Q] Alo|HEH HZAAE Hlws] EH
2 7] FART AolHE ER1F & Sl o] wUkE
Ato]9] 8 FAR F shbe AtelH HiE ti-8 A&
o ofg] 713 9 A7} Fofgitt= Aot} 5= BF
Atold] et W AtolH] HE] Hig-& Adstes FF 7%
< Ag3lon, ol 7|1& F W2 o]l U HE 4
A 717k 719s] FEste] JEE FAotaL AlolH
AF gt o2 23 E o AR R T
2 FAol gt F=xolct. T3, Aty o] it
AHE ZHe} Aoy FAS W5 A3 2 AHEE
A= W @ =4 EHL FRdl= A $848S 94
sk Qo

T2y olg =717} AlolH EHlE t3oll Fdok= W
Aoz ek7te] Zjol7} St A& S0 Hl= A HE
A3 gt Aol FAE Holsty] s A" A A
&<l USCYBERCOMS Aggon o2 Z7loAe
o] 24 TI7t 71 gEsitt. FHoAs SHRlH
HXSAKISA)O] AtolH Bl T8 =& 2Ash=
FA4A0l gots M= 17 5 AFE AjAES
7L Qlom, 59 AT At M| Y AtolH H|F
&I A7) 98l o 7|3l FYste Bt B4
A&EE SRS B3, 24 537 AEEt AEe] /9
I} olof] tf-g5t7] s AREshs A= Z}ol7} Sl
A& 501, FHolA= F3F FFR7 =dste ALY F
gt el Adsta Sl= v, v 18 A2 B
LA =71 =4 E H=7F 257 Agel A9 3l
o} B3 QE2 Ao FAOoRHE FQ QutE K
Sote b 59] $8L 5 olagt 340 HE He<
Z27g517] flsf Atols Bk 913t AlaL thH] & e Al
E(NISO)E At

N
o

I\

olfele] theAAL RASHAIEE MR, Side] 43,

A YelH=E YT Aol Uk Aols] 3
of A 98l Mgt IdelE Bt s
25 Ajols] Bet 9 Afold] €lef chgol that E2Ho]

1 gedol] AAA B WAl FR4e At



= Bl diSAA R ARl B3 AT -AlolHEHE FAHo=-

et

webd), A7 2L g= STk Aol 34 9]
ol sl 98] el Aol He e AAS
P i 2308 5 ek ol Alawe
Wz RE 9 =A) 24 ko) 198 g
Johu] IS AfolH] SIES A4k sk

He= A=A

o

Hy
ol

.
?_
_1—71__
7] <
o

Ak

oo Hi
I ol R

[e]

242 W MOIHE[Z S Al EME

=2 AIACIA 7P wkE IEY s 7 2
AUEE HEES AFste 22 A g9 2
Aol A Qlet. Tt of=et fAd Ao QI8 =7t
< Aol HIZE v S7I5ks Aol AR =&
Hoh, AtoH Eelo] et wiieh £l =il gt
=9] AtolH] H|2 ti-g AIARRZ o8] H 7HA] IA|]

— T
28 9k,

Mg 30T B4 F Shit A% 7wt Wk 7)Y
71e] 2% 9 @Y R=oleH2s]. AR J1wt wzk /1Y
2 Aols di A WA A PR FHE S 45 A
93} A|Ho] B 97wk olet 24 ¥Ee &
Bl thg 2 Yoto] R FHE M| R
A2 YU E T2 A SAH Aolu] Bt AR

ol

7k FEotH26]. =2 FA 88 551 4
F 27,0007 9] A&7 BagE Aol Hel &7t
43§50l Ads] Qlek. o2gt /Y BE2 AEF
27 2 B4, Ade, FAE £ 3 s T2
Hoz QI8 A|7F WAL o]AEe] &2 A5 F2olA
53] Azt =3 Ao tigA| A= AtolH |2
of et WAl FHol As ATH27]. Atolw Het 8l
AtolH] et E et MEC] AAT AlelH H|
g Aolske 54 HES }lt. olFe HA Kol
RIZE 714 E2HdE o1 R ofyet AtolH H|

2 T e
HeAES B0 ZABIL Z4sHe ¥ W 1

o Seig AT
5t AfolH Ee Abdo] that 43 g e @

A A7} QIch28). @ o] Aolueel theAIA
£5] 27} A919] Aolulele] wAThSAA} g
ol ek Ak

e )

> [

S WAt s Ao et

o

L

g

9
L

Atolefed digAIAlE BRI
o 7=, SUd AlolHER AR
, AtolHfE| tig HF B 5 ol

747 Bl Ha) Qo

479

2.5 MO|HE[H CHSHA st

S AolHHE SfeAIAS BAY R4S oz
S AolHele) th3F FoE AT Thet 2 %
b =EY 4 Uk

Aol ] Hig-&

H2]o
Eﬁ’é‘

HPoke tepet 7o mee

Aol o] 7|2 HE AleH HF B B2
A AT GL= dlioF 5 ZE 7]Ee] gYske
D Ho] k. 2441 S 4 ALeF =TT
oIHHHH-SAEIE F=3foF 3t AlEl= P 7le
= 251 1EE SHE Tt FAE0 B Al
H 2 ARAE A2sfor sttt Aol HlH ti3-2
F8 A F shhs 35 % W 2 Y AE
A A3} A 4o] RESTh= Zlolot. Ato|wE| o] o33}
7] 1%k AT 229 JFS FEA7I7] A o w2
TN W Z2IHS AlESor deh Aol H|EE
ol "HiAs7] fsf e A A ZHAHIE TS
of g}, of7]ol= 7IE HME H 14S HHlPIE % A
Pl A2 AES siEs] At M= 8 N
Wal= Zlo] Aok, Aol Higle =4 o] Ea
ot F=H olfpolt. 4hE =7t | =AY e 85| |
gsto] JEE Skl AlelHHE HiS =8S
of gtk EE, S HoF HElo] ufe REJ
oltt. ol& sl =7HH Ao A Hel Rl
5 UEE g2 Aol Hasit

wEbA, @A AtelHE 2 dEAIAE Agulstar /i
5t7] fleide AR, WA, =S4 e F92o]
I 29 o] Fasirh Ao Bk = Aol
g2 HSAAl Hre dotetal FSshe AelwEH
goll avdor fqiAfshke b =so] 2 & Ut

e

Of

S
AH

(o]

oF

o

ox &

o
=

3. 28

2 AT S Aol Hle] g AAE FAOE &
o} thgol et @Aolck. Aoldl Elelo] ojoh B
4o, @9 o AAS Bk A Were
12T A A 9= F7SHE Aol B
| 3] 915k STA Aoldl eled B3 A
b1 9% 232 Fska 900, Aolu A
7%, Bz 5 vl W 2A 24 2] 7
EFel0] AT Aol AFS 45
bes AAEh e selstr,

i)

it

H
Ly

14158

_%]

2

T

Y
do
)

= 5 =

)
I
ol

I

=
1=

o
Sy

5

fo

I8 ox

[>

|a)

]

irel)
o o
e

|

R
)
o
Rl

o

O



AR &85 =5 A A2438 A7, 2023

=4l AtelH HiE HiE AAE Tz 3 H1P dis
of A3t A7 AIE 8o, =2 Ao HF B3
= 98 MES AF, 71 9 23e A5 3o, 9
g AAIE AR F/E ekl ke Aol

EQ, S AelH HIF S-S AlLFe] Adnt A

HE, ofF] 71 9] 2 B, AERE 75 5 oY

7}11 Txﬂ°ﬂ Ads] AEe TS EIF AfolHEH
et W2 S @A AL, ool gt =1l
A= W Esitt.

olE &5l s AfelwEH FYHSAIEH A
718 7 99 ek u 9 FE ZeOds SR o
7 Q1A AL 5 HSAA HE R AFAA AR ke
AARom, =7H AoA Het AE2Y Fe 9
8 @2 Ao "asItt. ol F3f =l AtelHEH o
SAA AFre Aol AtolwE2 o] it oA
2 dssEe &Y & e Aot

_HJ

References

[1] J. Eom, "A Study on the Capability of Cyber Security
Education and Training Professional Personnel,"
Journal of Korea Society of Digital Industry and
Information Management, vol. 15, no. 1, pp. 43-51,
2019.

DOI: https://doi.org/10.17662/ksdim.2019.15.1.043

J. Kim and H. Kim, "Intrusion Detection Based on
Spatiotemporal Characterization of Cyberattacks,"
Electronics, vol. 9, no. 3, p. 460, 2020.

DOL: https://doi.org/10.3390/electronics9030460

(2]

[3] C. Park and J. Kim, "A Study on the Cybersecurity
System of Financial Institutions Korea,"
International Journal of Financial Research, vol. 9, no.

2, pp. 105-114, 2018.

in

[4] S. Kim, "Cyber Terror Response Strategies," Journal of
the Korean Society of Electronics Engineers, vol. 59,

no. 10, pp. 21-27, 2022.

M. S. Goodman and S. W. Brenner, "The 21st Century
Face of Cybercrime: Examining Recent Cyberattack
Trends," Crime & Delinquency, vol. 66, no. 3, pp.
332-352, 2020.

J. Arquilla and D. F. Ronfeldt, "The Advent of Netwar
(Revisited)," in Networks and Netwars: The Future of
Terror, Crime, and Militancy, 2nd ed., 2001, pp. 1-28.

(5]

(el

[71 D. E. Denning, "The Looming Specter of Cyber
Terrorism: A Call for Global Response," Journal of
Counterterrorism & Homeland Security International,

vol. 27, no. 2, pp. 30-37, 2021.

[8] Hankyung IT Science. (2020, August 21). "Kakao Bank,

480

[10]

[11]

[12]

[13]

(14]

[15]

[16]

(171

[18]

[19]

[20]

[21]

K Bank, and Shinhan Bank were attacked by DDoS."
Hankyung. Retrieved from
https://www.hankyung.com/it/article/2020082095091
(Accessed on July 1, 2023)]

T. Simon and GLOBAL COMMISSION ON INTERNET
GOVERNANCE, “CRITICAL INFRASTRUCTURE AND
THE INTERNET OF THINGS,” Cyber Security in a
Volatile World, Centre for International Governance
Innovation, 2017, pp. 93-104.

"Kaseya VSA Supply Chain Attack FAQ." Kaseya, 2021,
Available From:
https://www.kaseya.co
(accessed 25 May 2023)

otential-attack-on-kaseya-vsa,

"Microsoft Exchange Server Vulnerabilities Mitigations
- February 2021." Microsoft Security Response Center,
2021, Available From:
https://msrc-blog.microsoft.com/2021/03/02/microso
ft-exchange-server-vulnerabilities-mitigations-februa
ry-2021/ (accessed 25 May 2023)

D. E. Sanger, N. Perlroth, and C. Krauss, "Cyberattack
Forces a Shutdown of a Top U.S. Pipeline," The New
York Times, May 8, 2021. Available from:

https://www.nytimes.com/2021/05/08/us/politics/cyb
erattack-colonial-pipeline.html (accessed 25 May 2023)

N. Perlroth, "Cyberattack Forces Swedish Supermarkets
to Close Nationwide," The New York Times, July 4,
2021. Available from:
https://edition.cnn.com/2021/07/06/tech/kaseya-rans
omware-attack-businesses-affected/index.html
(accessed 25 May 2023)

H. Lee and H. Yoo, "Cybersecurity in South Korea:
Policy Overview and Evaluation," Cyber Policy
Research, vol. 2, no. 2, pp. 185-202, 2017.

Korea Internet & Security Agency, "Cyber Security
Incident Center," Available from:

https://www.kisa.or.kr/EN/101 (accessed 25 May 2023))

J. Lee, "Korea's Cyber Security Strategy: A Critical
Evaluation," Strategic Studies, vol. 40, no. 5, pp.
684-713, 2017.

Ministry of Foreign Affairs of the Republic of Korea,
"Korea cyber security," Available from:
https://www.mofa.go.kr/eng/wpge/m 5437/contents.do
(accessed 25 May 2023)

S. Kim, "Trump Administration's Cyber Security Strategy:
Complex Geopolitical Response to State-sponsored
Hacking," International and Regional Studies, vol. 27,
no. 4, pp. 1-35, 2018.

Lee Seong-yeop, "Necessity of National Cyber
Security Act and Factors to Consider,, *Cyber Security
and Law, Edition of Korea Cyber Security Law Policy
Association, 2021.

Y. S. Oh, "Prospects of the Biden Government’s Cyber
Security Policy in 2021," Issue Brief, Vol. 244, 2021.

H. Lee et al., "Comparative law study on information



S H2 SAA ARl B AT -AopHEg FHoR-

protection legislation to strengthen cyber security
system," Korea Internet & Security Agency, 2015, pp.
177-208.

[22] B.-H. Bae, "Analysis of UK Cyber Security Strategy and
Implications: Focusing on National Cyber Security
Strategic Plan and Performance,” Weekly Technology

Trend, no. 1666, 2014.

[23] Y.-T. Jeon, "Current Status of UK Cyber Security
System and Policy Response Tasks: From the
Perspective of Business Risks of SMEs," Legal

Research, vol. 18, no. 3, 2018.

[24] National Assembly Library, "Cyber Terror at a Glance,"

National Assembly Library, 2013, p. 74.
[25]

D. Jeong, "Cyber terrorism concept and countermeasures,”
Legal studies, vol. 26, no. 1, pp. 345-374, 2023.

DOI: https://doi.org/10.22789/THLR.2023.03.26.1.11

Kwon, Y.-S., & Lee, D.-R. (2021, February 28). A
Study on the Cyber Terrorism Countermeasures. Legal
Theory &amp: Practice Review. The Korea Society for
Legal Theory and Practice.

DOI: https://doi.org/10.30833/Itpr.2021.02.9.1.245

[26]

[27] D. Kim, "A Study on the Establishment of a Legal
System to Respond to Cyber Terrorism,"” Domestic
Doctoral Dissertation, Dong-A University Graduate

School, Korea, pp. 116-117, 2020.

Ubi, "Measures to improve the domestic terrorism
Response system in response to the increasing threat
of terrorism," Master's thesis, Yongin University,
Korea, pp. 55-57, 2023.

(28]

M Eff Al(Tae-sik jeon) [d312]

+ 20159 29 : gy S
it (84D

+ 20224 2¢¥ ~ @A : BAHstL
dvttistel BEobEgTslyt (SHA

)

FAER

cCE

—_,

g,

E7AA, E2EEt, AL Het

481

(Chan-woo Kim) [Hs|2]

o
e

* 20214 8¥ : AL AFGH
st §RtEeIRIES (44T
202149 99 ~ @A : BA Bt
gyttt Botggg st (FhAt
24)

* 20179 89 ~ @A : JJ AlAE HiE

FAEoR
SnEYojEet, HolEEt

=2 A &(Yeon-Seung Ryu)

+ 19904 2¥ :
Askt (EHAD

+ 19929 2¢¥ .

st (MAD

19964 84 :

skt (BHAD

+ 20159 39 ~ @4 AN
HoPFgset s U

< 20179 1€ ~ @X : RVEES A33] A9

A&t

Agieta ikt

FAED
A28 Heb, F2)AA Hek, e B

o



