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Abstract With the growing importance of cyber security, the international community is struggling to
respond as the boundary between offense and defense becomes ambiguous and state-backed attackers
develop new techniques. In 2022, the Seoul Defense Dialogue and the ASEAN Defense Ministers'
Meeting-Plus (ADMM-PLUS) has sought cyber security agendas that consider the varied perceptions and
systematic differences among nations. This study proposes strategies such as development through cyber
exercise, enhancement of cooperation between international organizations, construction of rapid
information-sharing systems, and trust-building. Additionally, it offers specific measures like systematic
secretariat operation, efficient DB management, expansion of various participants, and preparations for
cyber training fields. This study emphasizes that cyber security is a multi-dimensional subject requiring
collaboration and practice, and it could provide an important foundation for understanding and

effectively responding to cyber security issues.
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Fig. 1. 2022 SDD CWG Session Satisfaction
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Fig. 2. 2022 SDD CWG Program Interest
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Table 1. Cyber Wargaming CAX Team Formation

GroupA | GroupB | GroupC | GroupD | GroupE | GroupF
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Table 2. Cyber Wargaming CAX Scenario Formation

Class Details Focus
XX Aviation, a defense company of
X Country XX, is infected with
Scenario 1 v Ransomware
ransomware. Analyze the ransomware
to restore the aircraft blueprints.
Signs of an attack are detected on
the defense network of the XX
Scenario 2 | military. Analyze the intrusion traces Botnet
to determine the extent of the
damage.
A PC with an Agent installed at XX
L ! Supply
. Aviation experiences a ransomware .
Scenario 3 . e Chain
infection incident. Decrypt the
) Attack
encrypted files.

2 Aluele by A stof, Aolslmet ARa
A o g7 APE F95t0] 4A7 5

QF S0l B, 359 98 & 2 AfelH9] 8
gl ek Hoizbd F49 AUEeE EYE
4709 BA| 3 EsATHG6-8]. o= Fa3o] BF L
E= 2N -2)sh X 29| Ale|HERCRE, 3
YHEE HIFHoF o] d 53519

3.3.3 23 Ay

J59d ZA2 gho] &3 OF C % D7 E 5
A sidstaon, 27hd AHohe & 1284 &, ¢
o] 5EA|, thgo g =, Wy 7 384 iE, U,
A7, vjklzt 284 A, 3% - % - JAY7t 7
1EAE sidsttt. olF Ajstd ofef Table 39+ 2

=9
Table 3. Cyber Wargaming CAX Results
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Fig. 4. Cyber Wargaming CAX Score Calculation
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